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Privacy and legal protection have become a critical requirement for financial organizations 
to maintain the trust of their customers.
Lack of legal protection: it implies that there are no clear laws or regulations in  place that  
protect financial privacy.
The crypto market is very unstable because of a small number of projects that are solving fi-
nancial problems such as high transactionfees, slow transaction times, lack of financial 
access  worldwide, less transparency, insufficiency in privacy, currency volatility etc.
Lack of time proved, reliable and secure digital asset storage solution without risk of losing 
assets.

Based on Cooperative Business Model, it’s the only democratic business model aligned with 
Blockchain’s core idea and values.

Privateum Global Connects Producers and Consumers from all over the world and provides 
unique and high-quality products, services, technological solutions, and expert knowledge.

Privateum members will get access to the platform only after successfully passing the KYB/KYC 
process in Legal Partners Network.
Using PoA Algorithm which is the most sustainable and eco friendlysolution in blockchain t
echnology
Member’s information will be managed Exclusively by Legal Partner (attorney) and will be 
protected by client-attorney privilege.

End-to-End Encryption: Information is protected from everyone, even from us.

Platform solution based on Consortium Blockchain Architecture and running in protected 
network governed by trustworthy members only

Zero trust approach and the best in industry security solutions, unique to Privateum 
(Ghost Network) provide detailed monitoring and secure transactions.

The most valuable financial assets can be stored in a protected Vault, which will be accessible by 
only hardware key and real-time owner verification. All the  financial activities will be audited and 
monitored by a 3rd party independent worldwide known audit organization.
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Privateum Wallet users will get exclusive service to store their most valuable digital assets in 
the most secure Privateum Vault accessible only to them.
www.privateum.com
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We are building a legally protected Fintech platform based on a Cooperative Business Model and 
Consortium Blockchain Architecture, which is designed to integrate global businesses, services, 
and consumers.

Privateum Global will strengthen local communities to support local businesses and expand glo-
bally within our business and community network with drastically reducing red tape where there 
are risks of fraudulent activities.
In the cooperative business model, participants' costs for products and services sold under the 
Project will be lower.In the cooperative business model, the costs of the products and services will 
be lower

Privacy

Digital Assets Secure Storage

Scams & Frauds

Legal Issues

Producer & Consumer Challenges Privateum Global Cooperative 
Business Integration Platform

Privateum Vault

KYC & KYB Platforms

Legal Partners Protection

Privateum Wallet Cooperative members exchange assets in
private network

Secure storage accessible only by the owner

Business and user verification will guard
against illegal activities

Attorney-client privilege securing from
illegal intrusions

Global business expansion by removing lots of 
bureaucratic hurdles and easy cooperation 
between producers and consumers both locally
and globally
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Patronage rewards are bonuses distributed among the participants of the Platform in accordance with the 
volume of their activity within the Project such as buying or selling goods or services within the Platform, 
participation in voting, swapping PRI,etc.

A cooperative is a voluntary association of people with collectively owned funds, organized on the demo-
cratic principle of equality, who join to supply for their requirements through mutual action,   and in which  
the objective is high-quality goods and services, local communities and business support.
Cooperatives are active in every sector of the global economy. It is well known, while the global economy 
keeps getting more efficient and generating more value, most people are getting a smaller and smaller por-
tion of it. The investor-owned companies that dominate our economy are geared to maximizing shareholder 
value, more than pleasing customers, creating jobs, supporting communities, or benefitting society and 
ecosystems. Cooperatives are formed to balance the massive growth of inequality between the world’s rich 
and poor; an issue that, if not addressed, has major economic, social, cultural,environmental, and political 
consequences.consequences. They empower people to improve their qualityof life and enhance their economic opportuni-
ties through self-help.

The economic background for such Patronage formed by the following sources:
o Advertising revenue within cooperative platform
o Privateum goods and services
o Membership registration, termination and subscription fees

The Cooperative Business Model is mainly based on the idea that those who use an enterprise 
(the members) should also own and govern it.
Privateum Global Cooperative’s purpose is to connect individuals, businesses, or other co-ops 
under a legal representative's umbrella to realize their economic, cultural and social needs.

Profit is distributed proportionate to
the member’s use of the cooperative
services

Non-member profits and any
undistributed member profits taxes,
unless non-profit

Member capital contributions

Provide services, benefit members Generate wealth for shareholders

Based on number of shares held

Shareholder investment

Corporate tax, unless non-profit
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Privateum Global is a multi-tier cooperative global network, with all the benefits of legal protection, 
equal opportunity, and access to all its partners and members.

We are creating a cooperative business model, implementing a supporting platform, developing 
technologies, and delivering innovations for the crypto market by applying true and tested frameworks
and methodologies.

In many ways, cooperatives look like other businesses. They have similar physical facilities,
perform similar functions, and follow business practices. They are usually incorporated
under state law by filing articles of incorporation, granting them the right to do business.
The organizers draw up bylaws and other necessary legal papers. Members contributing to
capital raise, elect a board of directors, by participating in the management of the business.
The board sets policy and hires a manager to run the day-to-day operations.
The diThe differences are found in the cooperative’s purpose, its ownership and control, and how
benefits are distributed.
The cooperative business model combines not only the best of small business ownership and
a corporation, but it also provides governance, potential for longevity and limited liability,
like a corporation.

Fast and secure local/international transactions with 
extremely low fees or no fees at all

Legal protection, privacy, confidentiality

Ability to deposit assets into cooperative

Access to growing global community network

Increase group purchasing power and cut operational 
cost through service sharing

Community support to local businesses

Subscriptions for local goods and services

Global business expansion within our trustworthy 
partners’ network

Cooperative members’ financial privacy and freedom

Secure and globally accessible marketplace

Reduce production costs to provide competition to larger 
companies with deeper pockets

Equal opportunity to start and grow business with minimum 
investments and platform support

Quick access to high tech solutions and global expertise

Technological, innovative, and financing support programs 
for our partners’ business growth

Flexibility in transferring assets securely and privately 
worldwide

Wide range of possibilities to buy and sell goods and 
services without borders and limitations from trusted 
members

Rewards for active users based on patronage

Voting rights

Legally protected financial services within global partnership 
network

Easy access to secure and private infrastructure for asset 
SELF-management worldwide.
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The first is how well it supports local, economic, business and community development.
The second is how versatile the model is – capturing both a small, mom & pop shop or a
multi-stakeholder global enterprise, and just about everything in between.

Joining Privateum Global Network Consumer Cooperatives and their members will benefit from 
purchasing daily necessary commodities at the optimum price.This is a great opportunity for 
Consumer Cooperatives for the betterment of their members. CONSUMER COOPERATIVE

Reduce production costs to provide competition to larger 
companies with deeper pockets

Equal opportunity to start and grow business with minimum 
investments and platform support

Quick access to high tech solutions and global expertise

Members get marketplace to sell and buy goods and 
services

All regional consumers are strongly involved with the 
cooperation. That’s why it creates a positive social 
relationship with the people

Cooperative supplies the goods regularly according to the 
demand. Consumers feel relax to get standard goods and 
services at reasonable price

Cooperative collects taste and choice goods for the
members to find the best quality and price provider

This cooperative purchases the products and services from
an original producer or supplier and supply the members 
directly without middleman

Consumers usually purchase the products at a high price.
But by establishing a cooperative society they get privilege 
on every purchase(Patronage program). Members get 
products and services at reasonable price
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.Initially, 5,600,000 PRI will be distributed at the presale/private sale stage. Private sale is entitled 
to 30% of the total 5,600,000 PRI at a price of 0.2$. Pre-sale will consist of the remaining 70% 
of the total 5,600,000 PRI at a price of 0.35$. Funds from sales will be used for product MVP 
(Public & Private wallets and Marketplace) releases, Privateum Platform concept development 
and testing, also will be used for PR & Marketing.

www.privateum.com

.The main sale stage (ICO, IEO, IDO, IEL) distributes PRI via public multistage distributions. Below is 
the list of reserve funds by specific purpose and rules not allowing for the funds to be reused by other
bucketss

. 15% (12,000,000 PRI) - Privateum Platform, Client and Fintech services
  development and business partners integration
. Privateum Foundation is entitled to 15% (12,000,000 PRI)
. 13% - PR & Marketing
. 10% - Privateum Blockchain nextgen platform development
. 40% - Capital equity, mergers and acquisitions fund for continuous business
  and revenue growth needs  and revenue growth needs

12.8
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80 Million PRI Tokens are enough for transitioning Privateum Global from the very beginningto the  stage of coo-
peratives global network sustainability. The only scenario where it might be needed to  mint additional PRI tokens 
is to ward off any hostile takeover threats to the platform, which can affect platform sustainability for our mem-
bers.Here Privateum Global considers the cryptocurrency part of  the solutions, highly relying on offline proces-
ses and everyday life. The majority of principles were  outlined in the previous section, laying framework and un-
derground to the general perception of the  overall system principles and regulation mechanics. Privateum Globa
is trying to give a broader understanding of overall token flows.

●The initial sale of Cooperative Tokens for fiat money and other cryptocurrencies.
● Member Capital Contributions (comes with the right to participating in the management of the business)
● Disbursement of Cooperative Tokens as means of transaction fee payments.
● Voluntary Participation.
● Income from Offline Assets Management through internal Trust/Foundations and other commercial activities and other 
commercial activities.

In addition, users of the Platform can contribute goods or other assets (real estate,
intellectual rights and property), as well as services, to the cooperative.
The personal wallet of cooperative members contains balances in different assets, primary
cooperative sector, and linked KYC name, along with the verification sector date and datum.
Wallet functionality assumes availability of deposit and withdrawal of PRI Token assets,
access to internal exchanges and trading platforms, cooperative sector changing, help and
FFAQ sections, sectoral online activity tools, available cooperative programmes, and other
useful links. Apart from the deposit and withdrawal functionalities, the Privateum platform
also offers several other features and services to its users. These include staking, voting
rights, patronage, and the use of PRI token as a fee mechanism for all available transactions,such as buying 
or selling on the marketplace, swapping, and more.
Privateum Global assumes, that there are only 4 types of simple operations within the union
of co- operatives globally:

● Contributing Equity, including depositing cryptocurrency to the appropriate wallet, providing goods/mo-
ney/services to be included in the overall cooperative balance. Usually, that's a non-taxable operation. 
Depositing crypto to a private wallet is considered a contribution in a cooperative or an exchange to the 
platform token for goods and services exchange operations. Providing a cooperative with goods/money 
deposits is a standard functionality, available in the real world. Services are subject to the prior sector 
board approval, getting their tokenor money value upon second board approval at the time of acceptance 

● Exchange goods and services
● Registration, termination, subscription

Bank
 acco

unt

PRI 
USD

Priva
teum

 Wal
letPRI

Privateum Wallet

Privateum fund

www.privateum.com
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Specifics of tokenization for the proposed solution is in absence of any ready legal international 
infrastructure, so technological solutions are in development along with institutional capacity building 
and expansion of membership.Thus, it will be easier to build legal infrastructure around technological 
pplatforms and promote appropriate offline services tied seamlessly to the software.As the technology 
is for serving, in some meaning, separate community, it can be implemented via custodial secure solu-
tion, leaving authentication means to members as means of accessing cooperative system wallets, 
containing crypto currencies and digital assets, latter not necessarily unequivocally linked to appro-
priate crypto wallets, moreover, with no direct access to authorization keys of such crypto wallets, as 
it was explained above for the case of institutionally mediated private value exchange. As the proposed 

In the light of above-mentioned approaches, Privateum Global considers its solution capacity for de-
velopment is the availability of resources and the efficiency and effectiveness with which cooperative 
members deploy those resources to identify and pursue protection of their financial liberties on a sus-
tainable basis both internally and externally through lawful policy changes requests to appropriate re-
gulating and governmental bodies.
Hence, Privateum Global supports joint cooperative capacity development as a locally driven pro-
cess of learning by member community leaders, cooperative sectors, and their appropriate certifie-
d/licensed lawyers to be the agents of change that brings about changes in sociopolitical, policy-rela-
ted, and organizational factors to enhance local ownership for and the effectiveness and efficiency of 
efforts to achieve balanced legislative and common practice level of privacy in financial transactions.
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Aspirations

Strategy

Organization skills

  Human 
resources

Systems and  
infrastructure

Organizational 
structure

 Privateum Global

Policy Changes, Liberties
Capacity

Resources

Financial capital, Infrastructure
Technology, Other endowments

Cooperative Income,
development programmes

Learning, monitoring, evaluating, analyzing

Learning activitiesAnalysis, studies, evaluations

Loans, grants, donor aid coordination

Sociopolitical environment, Policy instruments,
Organizational arrangements

Local ownership, effectiveness and
efficiency of resource use

Usually, technological solutions resolve a certain need of a specific community, by gathering different
stakeholders with similar interests.Contrary to that approach, the overall proposed solution is suitable 
for any type of mixed community, serving the needs not only price-value competitiveness, but rather 
of joint good of the united community in general, including re-distribution of internally generated
value and purchasing power to implement mutual support activities and coordinate integrated policy 
making.In the light of the above mentioned, neither legal solution, nor technical one can be
discloseddisclosed to the public to preserve integrity and save them from possible external intrusion attempts. 
Additionally, the harmonization of cooperatives internal rules is an ongoing international process, 
highly relying on changing code of conduct and legal practice, so each new country covered is a 
necessity to expand and enrich existing procedures to meet new jurisdiction requirements.
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Mix of self-hosted cloud agnostic cluster nodes with geo-redundant failover clustering to diversify in-
frastructure and to ensure maximum network uptime and connectivity at scale. Firstrelease SLA goal 
is 99.9% planning to reach 99.99% availability in 2022 with scaling multi-cloud infrastructure strategy.

Our robust Secure SDLC Program covers personnel's language-specific training, threat modeling, 
SAST and DAST scans, vulnerability management, etc. and undergoes periodic review to ensure we  
are aligned with security best practices.
Privateum Global production system is built in alignment with SOC2 Trust Principles and NIST 800-53
Security Controls. Deployment automation is heavily utilized to decrease the possibility of human 
errors. Privateum Global DevSecOps team is continuously working on expanding network and  appli-
cations coverage by automated security tests.

Privateum network, based on ‘consortium’’ blockchain technology, in many cases is similar to private 
networks. Customized Ethereum clients of our enterprise platform made Private, Secure, Fast and 
Cost Effective. Being private we still can take advantage of the Ethereum blockchain platform. 
Access to the network is secured with the API Gateway for communicating with trusted clients. The 
primary API JSON-RPC is needed for integrations only. Any access to the smart contracts is closed 
from outside.

Voting/multi-party consensus

Cheap

Partial Partial

Cheap

Voting/multi-party consensus

Partially decentralized

Fast

Read and write for a single organization Read and write for a single organization

Single organization Multiple organizations

Decentralized

Fast
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In most cases, the PoA algorithm is being used with staked authority which is a combination 
of PoA and PoS. Blocks are produced by a limited set of validators, they are elected in and 
out based on a staking based governance. Validators take turns to produce blocks in a PoA 
manner. The only security guarantor in this model is the Staked (deposited) Tokens. The Pri-
vateum team designed the Ghost Network product to keep the network safe and secure. 
Ghost Network is a multi-layer security product which monitors and controls the system 
from tampering and orchestrates nodes automatic provisioning and disposal. Any tampered 
NodeNode will be automatically removed from the network and the owner will lose authority to 
become a validator.

Privateum systems and data are geo-redundant and load balanced.  This ensures   that  the  sys-
tems    keep running in the event of a sub-system failure and data can be restored from encrypted 
backup  stored in multiple physical locations if necessary

Proof of Authority (PoA) is the algorithm used in Privateum Ghost Network, that delivers compara-
tively fast transactions through a consensus mechanism based on identity as a stake. Master 
nodes that fail  to participate in quorums that provide core services are penalized, which eventually 
results in them  being excluded from master node payment eligibility. Unlike the Proof-of-Work me-
chanism, commonly referred to as “mining”, there is no technical  competition between validators 
here. This consensus mechanism requires almost no computing  power, and therefore significantly 
less electricity for its operation. It will not require many nodes to  support a similar number of tran
sactions from the public Ethereum network. With customized  consensus, block time and gas limit 
can outperform public Ethereum and scale thousands of  transactions within a second
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IF YOU HAVE ANY DOUBTS AS TO WHAT ACTIONS YOU SHOULD TAKE, WE RECOMMEND 
THAT YOU CONSULT WITH YOUR LEGAL, FINANCIAL, TAX OR OTHER PROFESSIONAL 
ADVISOR(S). No part of this Whitepaper is to be reproduced, distributed or disseminated without 
including this section. The sole purpose of this Whitepaper is to present tokens to potential token 
holders. The information is provided for INFORMATION PURPOSES only. It may not be exhaustive 
and doesn’t imply any elements of a contractual relationship or obligations. Despite the fact that we 
make every effort to ensure the accuracy, up to date and relevance of any material in this 
WhitepapeWhitepaper, this document and materials contained herein are not professional advice and in no 
way constitutes the provision of professional advice of any kind. Further, Project reserves the right 
to modify or update this Whitepaper and information contained herein, at any moment and without 
notice. To the maximum extent permitted by any applicable laws, regulations and rules, Project 
doesn’t guarantee and doesn’t accept legal responsibility of any nature, for any indirect, special, 
incidental, consequential or other losses of any kind, in tort, contract or otherwise (including but not 
limited to loss of revenue, income or profits, and loss of use or data), arising from or related to the 
accuracaccuracy, reliability, relevance or completeness of any material contained in this Whitepaper. 
Further, Project does not make or purport to make, and hereby disclaims, any representation, 
warranty or undertaking in any form whatsoever to any entity, person, or authority, including any 
representation, warranty or undertaking in relation to the truth, accuracy and completeness of any 
of the information set out in this Whitepaper. You should contact relevant independent professional 
advisors before relying or making any commitments or transactions based on the material published 
in this Whitepaper. You don’t have the right and shouldn’t buy tokens if you are a citizen or resident 
(tax(tax or otherwise) of any country or territory where transactions with digital tokens and/or digital 
currencies are prohibited or in any other manner restricted by applicable laws. (“Person” is generally 
defined as a natural person residing in the relevant state or any entity organized or incorporated 
under the laws of the relevant state). Purchased tokens cannot be offered or distributed as well as 
cannot be resold or otherwise alienated by their holders to mentioned persons. It is your sole 
responsibility to establish, by consulting (if necessary) your legal, tax, accounting or other 
professional advisors, what requirements and limitations, if any, apply to your particular jurisdiction, 
andand ensure that you have observed and complied with all restrictions, at your own expense and 
without liability to Project. Tokens PRI are not and will not be intended to constitute securities, digital 
currency, commodity, or any other kind of financial instrument and have not been registered under 
relevant securities regulations, including the securities laws of any jurisdiction in which a potential 
token holder is a resident. This Whitepaper is not a prospectus or a proposal, and its purpose is not 
to serve as a securities offer or request for investments in the form of securities in any jurisdiction. 
HoweveHowever, in spite of the above, legislation of certain jurisdictions may, now or in future, recognize 
PRI tokens as securities. Project does not accept any liability for such recognition and\or any legal 
and other consequences of such recognition for potential owners of PRI tokens, nor pro- vide any 
opinions or advice regarding the acquisition, sale or other operations with PRI tokens, and the fact 
of the provision of this Whitepaper doesn’t form the basis or should not be relied upon in matters 


