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Abstract

I. INTRODUCTION

S. ANDREWLANHAM

ProjectTXAisaprotocolforpeer-to-peersettlementofself-custodieddigitalassets. It allowstradersto
enjoyself-custodyoffundsenabledbydecentralizedsmartcontractswhiletradingontrust-minimised
orderbooks. A cross-chainnetworkofvalidatorsis incentivizedtowitnesson-chaintransactionsand
off-chaintradedata,earningfeesforrelayingtheresultingobligationstotradersuponrequest. Thisenables
anovelmethodofsettlementwherepeersclearfundsdirectlybetweeneachotherthroughself-custody
smartcontracts.Thepaperelaboratesonthearchitecturalconsiderationsofsuchasysteminitsintegration
withadigitalassetsexchange, listing, orauctionsystem. Thepaperthendiscussesthedesignandkey
elementsoftheTXADecentralizedSettlementLayeranditsnovelmethodofsettlementandclearance.
Finally, thepaperdescribesthemorphologyofTXAtokensthroughanin-depthexplorationofhowdifferent
typesofclosed-looptokenecosystemscaninteracttogethertoincentivizeallplayersin theecosystem.

andrew.lanham@tacen.com

inancialexchangesprovidea marketsolutionto partieswhicharein possessionof an
assetandwishto exchangeit for a quantityof a secondasset. Theexchangedesign

Exchangestypicallyoperatebykeepingtrackof traderbalancesandordersandfacilitating
tradeswhendesiredquantitiesandpricesmatch. Thisrequiresanordermanagementandtrade
settlementsystemtoallocateassetstotraderaccounts. Implementationofexchangeservicesdiffer
significantly, andaretailoredto theassetsin question. In thisworkwefocusonexchangedesign
for cryptocurrencyassets.

Eachsolutionto theexchangedesignproblemmayemphasizesomerequirementsatthe
expenseofothers. Forexample,centralizedexchangestypicallyexcelatprovidinglow-latency
ordermatchingbetweentraders. However, centralizedexchangesrequireuserstocedecustodial
controlovertheirassets. Thisrequiresextravigilance, asit exposesuserstoatleasttwomajor
custodialvulnerabilities: (1) centralizedcontrolof fundcustodyand(2) centralizationof fund
transfer. Bothcharacteristicsmayengenderperverseincentiveswithintheoperatoroftheexchange.
Additionally, centralizedexchangearchitecturecreatesa securitytheaterwhereconstantand
exceptionalvigilance(e.g.intheformofcostlyandbyzantineaudits) isrequiredtoconfirmthat
fundsaresecure. Inshort,centralizedexchangestradesecurityandtransparencyforspeedand
efficiency.
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Morerecently,blockchain-basedexchangesolutionshaveemergedthankstothetechnology's
abilityto provideefficientmechanismsfor trustlessconsensus. Decentralizedexchanges(DEXes)
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Figure1: Visualdepictionofthetrioofcompetingrequirementsin theexchangedesignproblem. Highlysecure,
non-custodialsystemssacrificespeedforsecurity. Cross-chainoperationscanalsoincurexcessivelatency
whileexposingtraderstocross-chainvulnerabilities.

improvesecurityandtransparencybypreservingtradercustodyofassets. However, theyare
limitedbytheunderlyingblockchain'sblocktimefor updatingtheownershipofanassetfrom
onetraderto another. Architecturalconstraintsseverelylimit theabilitytorunafully on-chain
orderbookwithcompetitivelylowlatency. Furthermore,anybenefitsofsecurityandtransparency
arecontingentonproperimplementationofsmartcontracts. Evenif acontractisfreeofbugs, it
maystillgrantprivilegedaddressestheabilitytocalladmin/ upgradabilityfunctions,whichcan
bemisusedtotakecontrolof fundsorbreakdeterminism. Lastly,blockchain-basedassetsmay
originatefrominherentlydifferentnetworks, for example, differentblockchains,andasolution
musthandleexchangebetweenthem.
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Theaboveconsiderationsmotivateatrioof competingrequirementsthatreflectimportant
tradeoffsinexchangedesign(Figure1). Thefirstrequirementisefficientoperation,whichencom
passescompetitivelatencyandinfrastructurerequirementsaswellassufficientliquidity. The
secondrequirementissecurity: thisisprimarilycapturedbytherequirementthatthesolution
benon-custodial, i.e. assetsaremaintainedbyexchangeusersratherthanexchangeoperators.
However, thesecurityrequirementalsoaddressesaneedfor transparencyofoperationandof
architecture. Thethirdimportantrequirementforacryptocurrencyexchangeisthecross-chain
compatibility, reflectingtheever-increasingdiverseoriginsofthisfamilyofassets.

WeproposetheProjectTXADecentralizedSettlementLayer(DSL)andCross-chainSettlement
Protocol(CSP) asasolutionthatsuccessfullynavigatesthesediverserequirements. ProjectTXA
simultaneouslyovercomesthespeedlimitationsof decentralizedexchangeswhileimproving
onthesecurityandtransparencyof centralizedexchanges. It is designedwith theabilityfor
cross-chainmonitoringandsettlementwithoutbridgingrequirements. Finally, it isdevelopedasa
protocol-levelsolutiontotheexchangedesignproblemtocreatetransparencyandopennesson
boththearchitecturalandoperationallevel.

i . CoreDesignObjectives

Wepresenttheprotocolatmultiplelevelsofabstraction, startingfromahigh-levelapplication
layerandproceedingdowntoapaymentsignalinglayer(Figure2).ThecorefeaturesoftheProject
TXAprotocolmaybesummarizedasfollows,presentedroughlyinorderoftherelevantlayerof
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abstraction :

ApplicationLayer

PaymentSignalingLayer

RollupLayer

ConsensusLayer

P2PLayer

data-dependentapplications,participatinginterface(PI)
& settlementdataprovider(SDP) economicincentives

PI/SDPtaskingsandoperatingconstraints.orderandtrade
managementandreporting,communicationflow

layer2 consensus,settlementdata+ rollup
structuring,auditingmechanisms,fraudproofs

layer1 consensus,on-chaintraderepresentation,
UTXO management

hardware,miners,UTXOformatting,chainoperating
requirements

Figure2: ConceptualhierarchyofthelayersofabstractionusedbytheProjectTXAprotocolinstandardizinginforma
tionhandlingforpaymentsignalingandexchanngeapplications. WesuggestthatProjectTXAencompasses
protocolsstructuringdataexchangethroughtherolluplayer, thepaymentsignalinglayer,andpartofthe
applicationlayer(intermsofdefiningtheincentivestructureforapplicationsbuiltatopTXA.

1. Consistentrules: Theproposedsystemmusthaveconsistentrulesanddataacrossmultiple
chains. Ruleconsistencymeansthatthewaythesettlementishandledmustbesameacross
multipleblockchainswhichtheDSLspans. Sincetradersexpectsettlementrulestoremain
consistentfromthetimetheyenterthesystemtowhentheyexit, smartcontractsmusthave
stablerule-setsthatdonotchangebetweendifferentversionedreleasesoftheentireplatform
code .

2. Deterministictradeexecutionandsettlement: Givenanorderof submissionfrompar
ticipatingtraders,thehandlingofordermatchingandsettlementshouldbedeterministic.
Constrainingthesystemtoprovidedeterministicresultsfor agivensetof inputrequires
tradeandsettlementtobeprocessedwithcausalrelationshipsinmind. Imposingsuchare
quirementalsoallowsforeventstobefullyre-playableandyieldthesameresult. Settlement
thusneedscausalrelationshipswithoneanother, andtheexecutionenvironmentwhere
such settlement calculation is done must be validated .

3. Settlementnetworkfor independentlyoperatedmarkets: TheDSLisdesignedtoaccom
modateanytradingvenuewhichconformstotheTXAprotocolrequirements. Theprotocol
outsourcessettlementdataprovisionfromaPI-providedsettlementstructure,whichincurs
transparencyandcustodyrisk, tocommunity-operatedsettlementdataprocessingbySet
tlementDataProviders. Thus, thedebitandcreditrelationshipsofmarketparticipantsare
determinedindependentlyofthePI.

4. Cross-chainassetsettlement: TheproposedDSLattemptstoresolvethecross-chainset
tlementproblembyinstitutingasimplecollateralmodelwhichdescribesexplicitstateof
moneybasedonthelife cycleof eachtrade, clearance, andsettlement. Sincecross-chain
settlementisnotpurelyatomicin nature, theassociatedsettlementriskmustbecontrolled.

3
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5. Value-at-risk for traders: SincetheproposedTXADSLwill havetheresponsibilityof
providingthesettlementdata, classicalissuesofcollusionandtime-basedattacksneedtobe
consideredin assessingriskpremiumsandvalueatriskfor tradersseekingtosettleusing
TXA DSL .

6. Self-custodyof collateralassets: TheproposedDSLaimsto reducesystemicrisksarising
fromrelinquishingcontrolandcentralizingcustody. Aneffectivemeanstoreduceperverse
incentivesistorestricttheactionsthattradingvenueoperatorscanperformbeyondmatching,
recording, andreportingondebit-creditrelationships. Onecanfurtherreducepotential
breachesoftrustbyremovingthesourceoftensionandtemptationfortheoperators. Thus,
theconflictof interestbetweenprincipalandagentcanbereducedfurther.
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7. Architecturalsimplicityfor participatingexchanges: In existingcentralizedanddecen
tralizedexchanges, theexchangeoperatorsdesigntheentireprocesspathfromdepositof
collateral, tradeprocessing, toclearanceandsettlement. TheDecentralizedSettlementLayer
beingproposedaimstoreducearchitecturalcomplexityfortheoperatorsoftheexchanges,
thusloweringthebarriertoentryfor manypotentialdigitalassetsexchangeoperators.

8. Decentralizedstorageof ordersandtradedata: Oneof thechiefaimsof ProjectTXAis
todecentralizethedatastoragerequirementfor ordersandtradessothatsecurestorage
of ordersandtradesdonotimposehighcostsandincreasedcomplexityfor theexchanges
operatingontopoftheproposedDecentralizedSettlementLayer(DSL).Securestorageis
handledbySDPs, andprotocolrequirementsaredefinedfor consistentanduniformdata
validation .

PaperOutline

Wecontinueby providingareviewof relatedworkin SectionII. In SectionIII wepresenta
high-leveloverviewof theprotocolwith respecttothedesignobjectives. Section

II . MOTIVATION AND RELATEDWORK

Permissionlessblockchainsintroducetheopportunityfor trustlessandverifiableassetexchange.
Currentblockchain-baseddecentralizedexchangesolutionsfacesignificantperformancebottle
necks,whichhaslimitedtheirpotentialforadoptiontodate.Theprimarybottleneckarisesfrom
theimpositionthateachorderandtransactionbeverifiedvia inclusionin aconfirmednetwork
block. Thiscreatesalatencyin tradeconfirmationthatisproportionaltotheblockconfirmation
time. Loweringconfirmationtimescandirectlyconflictwith thesecurityrequirementsof the
network. Theemergenceofrollupsandsidechaintechnologyhasimprovedconfirmationlatencies
considerably, but notenoughtojustifyanentirelydecentralizedorderbookarchitecture. For
example, theunderlyingpermissionlessblockchainsof BitcoinandEthereumcanonlyprocess
dozensoforderspersecond.WithOptimismrollupsinEthereum,thisincreasestoafewhundred
milliseconds per order. Butthispalesin comparisontoatypicaltradingexchangesuchasthe
NASDAQ, whichcanhandleorderswith alatencyin thetensofmicroseconds.

Theconfirmationlatencylimitationsin DEXshavemotivatedhybridsolutionsthatpreserve
trustlessandverifiableassetexchangebut thatoutsourcetrademanagementto centralized
networksfor thereducedlatency. Thisgeneralmodelhasbeenbroadlyreferredtoasapayment
channelnetwork(PCN) [1, 2]. ThePCNallowstransactionprocessingto occuroff themain
networkin aprotocol-definedmanner. In somecases, theprocessingoccursdirectlybetween



thetransactingparties, whileotherprotocolsintroducethirdpartiesto mediatetheoff-chain
transaction. Protocolsthatbroadlyadoptthismodelin thecontextofassetexchangeapplications
includeTEX[3], Gluon[4] andProjectTXA.

WithinthescopeofPCN-basedexchanges, thereareavarietyof newtradeoffsencountered.
Theforemostconcernisthecontinuedpreventionof fraud. Otherimportantconcernsinclude
informationavailabilityandproperincentivesfornetworkcustodians. Theseconsiderationshave
ledto implementationsthatemphasizethetradeoffsdifferently. A prominentexampleis the
commitchainarchitecture, whichsupportsuser-custodiedexchangewithpaymentverification
outsourcedto a networkofcentralizedbut trustlessoperators[2]. Operatorsaretaskedwith
maintainingbalanceof payments. Thecommitchainarchitectureusesanaccount-baseddata
representationsystem, in contrasttonetworkswhichmanagetheUTXOsdirectly(UTXO-based).
UTXOmodelspreservepeer-to-peersettlement,whileaccounts-basedmodelscommitaccount
balancesdirectly. Inpractice, theserepresentationsapproachthescalabilityproblemdifferently.

Moregenerally, asuccessfulexchangeshouldindependentlyaddressthefollowingareasof
concernin amannerthatdoesnotcatastrophicallyimpactanyotherarea:
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• Custody: A usershouldnotbeforcedtocedecontroloftheirassetstotheexchangeoperator
for managementofthetrades. Exchangeoperatorsmayhaveperverseincentives.
Liquidity: Theexchangemustbeabletofacilitatetradesatfairprice.
Latency: Orderandtradeexecutionmustoccurontimescalesrequestedby users. Thisis
impactedbymultiplefactors, includingilliquidity, insufficientinfrastructure, computational
overheadoftheoperations,orlimitationsoftheunderlyingtechnology.
LatencyArbitrage: Latencyarbitrageoccurswheninformationaboutusertradesisbroadcast
andthenexploitedbyothertradersbeforeit isexecuted, constitutingaformoffront-running
andleadingtoperversetraderincentives[5,6].

• Infrastructure: Exchangeoperationisdegradedoraserviceoutageisexperiencedasaresult
ofhighdemandor insufficientsupportinginfrastructure. Thisisexacerbatedbyperiods
of marketvolatility, news, high-volumetradingstrategies, etc.A detailedmodelmaybe
requiredfor theexchangeoperatorstounderstandthelikelihoodof asurgein tradingand
to allocateanappropriateamountof infrastructure.

%Ï

• TickSize: Orderqueuingcreatesadversarialracestooptimizeone'spositionintheordering
with low latency.

• PrivateInformation: sometradershaveanasymmetricinformationadvantage, creating
opportunitiestoexploituninformedparticipants. Thiscouldincludeanexchangeoperator
illicitlyprofitingoffprivilegedorderinformation.

• Transparency: Theexchangemaynotbeableto accuratelyhonorthelistedpricesdueto
possiblyundisclosedimplementationinefficiencies. Moregenerallytheexchangemaynotbe
abletoverifythatit operatesin themannerthatit claimsto.
UptimeRequirement: Tradersmayneedtobeonlineforsettlementstobeserviced.%Ï

%Ï RegulationRisk: Thetechnologydrivingexchangeoperationmaybeunapprovedby
regulators. Thiscanpreventtheexchangefromprovidingconsistentservice.

• DecentralizedIncentiveRisk: Whenintroducingnovelcentralizedordecentralizedsystems
ofactorsinanexchangearchitecture, thereisapossibilityforunforseenperverseincentives
to emerge.

Theunderlyingdesignprinciplesofvariousexchangescanbeseenasvariedattemptstoprioritize
solutionstotheseinefficiencies, oftensomesubsetofattheexpenseoftherest. Ourpresentation
of the TXAprotocolis motivatedto demonstratehow it addresseseachof theseexchange
implementationconcerns.

5
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III . PEER-TO-PEERTRADINGANDSETTLEMENT

ProjectTXAis composedof a DecentralizedSettlementLayerandaCross-chainSettlement
Protocol. Anyexchangethatoperatesontopof theTXADSLmustconformto theCSP. For
simplicity,exchangesconformingtoCSPwill becalledParticipatingInterfaces(). A PIistasked
withoperatingatrust-minimizedorderbookandinterfacingwithaDSL.TheDSLisdesignedina
mannerthatcombinestheperformanceandefficiencyofacentralizedservicewhileminimizing
trustrequirementsfromparticipatingtraders.

TheTXADSLprovidesguaranteesto all settlementparticipantsthata trader'sfundsare
immobilizedandwill onlymoveasa resultof smartcontractlogicbasedontrader-initiated
settlement, SDP-reportedobligations, andexchange-signeddata. However, thison its own
providesnoguaranteetotradersthataparticipatingexchangedoesnotmanipulatetradedata
orimproperlymatchorders. Nordoesit preventSDPsfromcolludingandreportingdatathat
wasnotactuallysignedbytheexchange. Withouttheseguarantees, PIsandSDPscanmanipulate
settlementsandstealtrader'sfunds. To mitigatethis, theTXAsmartcontractsmustenforce
constraintsonallsettlementdatageneratedbyPIsandreportedbySDPs.

Themosttrustlesswaytoenforcetheseconstraintswouldbetosimplyimplementtheentire
logicforbothorder-matchingandsettlementinon-chainsmartcontracts. However, thisseverely
limitsorderandtradethroughputandimposeshighcostsfor tradersdueto transaction/gasfees.
Instead,werelyonacombinationofcryptographicverificationandeconomicincentiveswhereby
auditorsexplicitlydetectandpunishviolationsofconstraintswhileimplicitlyallowingcorrect
stateupdatestopassthrough. Thisallowsusto delegatemostof thestorageandcomputation
costsofsettlingtradestooff-chainentities. Additionaldataisonlyeverbroughton-chaintoprove
tothesmartcontractsthatastateupdateis invalid.

In orderto protectsuchasystemfromSybilattacks, PIsandSDPsmuststakecollateralin
CollateralCustodyContractsin ordertooperate. Thesesmartcontractsimplementthelogicfor
whenandhowmuchcollateralmustbelocked,slashed, orreleasedduringthesettlementprocess.
In concertwiththeACCstheyalsohandlepaymentof feesfromtraderstoPEsandSDPsupon
successfulcompletionofeachsettlement. TheTXACross-chainSettlementProtocol, presentedin
moredetailbelow, preventsthemanipulationofsettlementdatathroughacryptographicallyand
economicallyenforcedsystemof incentives.
Weoutlinetheroleof eachelementoftheTXAecosystem,visualizedin Figure3.

Trader

Thetraderisanend-user. ThetradercollateralizesassetsthroughthePIviaself-custodiedescrow
contracts, calledtheAssetCustodyContracts(ACC).Thetraderisrequiredtocollateralizedigital
assetsataratioofonlyslightlyabove1.Theriskpremiuminvolvedin tradingwitheachACCisa
functionof multipleriskfactors, suchassystemicrisk, individualsettlementrisks, underlying
assetviability, andsoon. Thetradermayunlockfundswithasettlementrequest,andfundsare
releasedoncetheirvalidityisconfirmedin theDSL.

Uponinitialtraderdeposit, assetsin theACCbecomeimmobilized. Thetraderisthengranted
acorrespondingbalanceonthecentralizedvenuetomakeortakeliquidityontheorderbook. The
traderbeginsinteractingwith thePIthroughtheorderbook, triggeringthefollowingtasksand
responsibilitiesin thePI: (1) verificationofassetcollateralization, (2) orderbookmanagement,and
(3) traderinternalbalance-of-paymentsupdates,(4) tradereportingtothepeer-to-peercoordinated
settlement network .

6
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Figure3: Ahigh-leveldiagramoftheProjectTXAsystem. TradersinteractwithPIsfororderbookmanagement.Pls
reporttradeactivitytothepeer-to-peerSDPnetwork,whichverifiestradesandenablessettlementandrelease
ofsettledfundstothetrader.

ParticipatingInterface

Theparticipatinginterface'scoreresponsibilitywithrespecttotheprotocolistoprocessincoming
depositandsettlementevents, togeneratenewtradeeventsarisingfromitsordermatching, and
tosubmittheseeventstotheledgerprocessingengineforverificationbytheSDPs. Twoormore
ordersareconsideredexecutedoncetheyareincludedin atradesignedbythePI, andoncethe
PIemitsthetradeforwitnessingbyapeer-to-peernetworkofSettlementDataProviders(SDP).
SDPsrecordbothinitialdepositstotheAssetCustodyContractsandmonitoralltradesemittedby
thePI.Thisallowsthemtomaintainadatabaseofobligationsbetweencounterpartiesinvolvedin
trades. At anypoint, anSDPservicingaPImaydetectanopportunitytoearnfeesbyproviding
tradeandobligationdatafor atradersettlementrequest. Thisallowsatraderto requestassets
owedasaresultof tradingonthePI, andthattheassetsareaccuratelyaccountedfor.

PIsmustnotspendatrader'sbalancewithoutthetrader'sexplicitauthorizationviaasigned,
standardorder. Theymustalsopreventtradersfromspendingmorethanwhatwasoriginally
depositedor creditedasaresultof tradingactivity. All tradesemittedby theexchangemust
referencetwoorders, eachsignedby atrader. Thesmartcontractsvalidatethattheorderswere
signedby the sametradersthathadsufficientbalancesof theassetsin questionandthat the
parametersofeachorder(suchaspriceorsize) properlymatchwitheachotherandwiththe
resultingbalancesof the trade.

Settlement Data Provider

SDPsconductsettlementsin apeer-to-peermanner,withaPIprovidingnoserviceordataatthe
timeofsettlement. ThePIandSDPoperatorsarebothsubjecttoincentiveandpenaltysystems
basedonverificationof netobligationsbyothernodesin thenetwork. Thisavoidstheissueof
placingtoomuchtrustin asingleSDP. Importantly, thesettlementmodelallowsfor cross-chain

7
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Figure4:TheSDPnetworkiscomprisedofapeer-to-peernetworkofSDPnodes. Thesenodesmayactasdataproviders
oroptionallyasauditorsofotherSDPs. SDPsactingasauditorsmayreportfraudwithproof, triggeringa
disputeresolutionmechanismandpossiblereversionofthenetworkstate.

settlement(depositinganassetintoanACCononechainandtradingit foranassetonanACC
onanotherchain) throughduplicationoftradedataacrosseachchainandRPC-basedbridgingof
fraud detection .

Foreachsettlement, SDPsmustreporttradedatathatwassignedbytheexchange. Trades
reportedmustbein thecorrectrangeandsequence. Thesmartcontractsvalidatethateachtrade
wassignedbythesameparticipatingexchangeforwhichsettlementwasrequestedandthatthe
identifierofeachtradeiswithinthecorrectrangeof identifiers.

WhenatraderinitiatessettlementofanassetthroughtheACC, it informsthenetworkofSDPs
andthePIbyemittingasmartcontractevent. ThePIsignalstotheSDPsthatit hasacknowledged
therequestandmarkedthecorrespondingledgerentriesassettled. Atthispoint,boththetrader's
assetsin theACCandthetrader'sbalanceontheparticipatingexchangeareimmobilized. By
includingtheacknowledgementin thesamelinearsequenceastrades, thePIsallowtheSDPs
to usea snapshotof balancesat a discretemomentin the sequenceof eventsto calculatethe
resultingobligations(analogoustoatime-tick). Afterobligationdataisreportedandaquorumis
reachedamongSDPs, thetraderisabletorequestowedfundsfrompeersandwithdrawtheasset.
A disputeperiodmustpassbeforetheparticipatingSDPsareabletowithdrawanyprovided
collateral .

IV . DATA REPRESENTATIONIN THE ROLLUP LAYER

Wenowoutlinetherelevantdatastructuresfor enforcingtheprotocoloperatingconstraints,
introducingappropriatenotationwhererelevant. Toenforceconstraintsonthedataemittedby
theparticipatingexchangesandreportedbySDPs,theCSPdefinesastandardwaytorepresent
orders, trades, andbalancesofadepositedasset. RecallthatProjectTXAisimplementedwithan
unspenttransactionoutput(UTXO)-baseddatarepresentation. UTXOdatastructuresmediate
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interactionwiththeDSLandstructurePIandSDPprotocolparticipation. Thestateofthebalances
inaparticipatingexchangeontheDSLisrepresentedasasetofUTXOsinadirectedacyclicgraph
(DAG) structureandalsoasa hash-linked list of trades.

WeintroducebasicnotationforUTXO-mediatedtransactions.Weuse[n] fornaturalnumbern
toabbreviatetheset{0,... , n"� 1} whererelevant. Protocolend-users,alternativelyreferredtoas
tradersortransactorsareindexedbyanaturalnumber,sowehaveu € [N] whereNissometotal
numberofpossibleusers. Eachuserisassignedapublicandaprivatekey. Foruseruwedefine
thefunctionsreturningthepublicandprivatekeyasHpu(u) andHpr(u).SupposethereareM
choicesofassetsintheassetuniverse. ThenwehaveassetsetA = [M] andassetsa€ [M]. The
descendantsofanodev arethosenodeswfor whichadirectedpathexists.

=

TheUTXOmodelisbestvisualizedasatime-dependenttransactiongraph. Fordiscretized
timeintervalk wedefinethegraphG[k] = (V[k],E[k]) –thegraphwhoseverticesareasetof
transactionsv€ Vandsetofedgese€ E.Edgesarerepresentedastuplescomprisedofapublic
keyk,anasseta€ A,andaspendamountv€ R+, whereR+signifiesthepositive-signedreal
numbers. Example: e= (Hpu(uo),a •,0.1) indicatesthatuserC‚��spent0.1ofassetå •, whichis
representedasanedge. If edgesaredirected, asin theexampleofFigure5, thearrowsdepict
thechainofcausality, i.e.theevolutionofpreviousUTXOstonewUTXOS. Thespendamount
associatedwith anedgeis A : E !” R+, e.g.A(e) = 0.1. Theassetassociatedwithanedgeis
p:E!’ [M], e.g.p(e) = a •.

A vertex,oranodev€V[k] encodestransactionsastransformationsofedges.Avertexv€ V[k]
is,therefore,atuplecomprisedofasetofincomingedgesEinput(v) €��[k]andasetofoutgoing
edgesEoutput(7) €Npu×A×R+. Eachepoch, thenewtransactionscreateanewsetofedges
whichformapartofthenewset&[k+1]. Depositverticesarethosewhichhaveadepositedgeas
anoutgoingedge.TheseareaspecialtypeofvertexforwhichEinput(v)=Ø,i.e.theyhaveno
incomingedgesotheinputsetisempty. Otherthandepositvertices, avertexcanbeinterpreted
asjoiningtwoormoreedges, i.e.publickeysandamounts.

Thesetofdescendantsofavertexcanbeusedtoverifynecessaryrelationshipsforbalanced
transactions. WedefinethefunctionP: V × V !” {0,1} asthedirectedpathfunction, where
P(v,w) = 1if adirectedpathexistsfromvertexv tovertexw. If P(v,w) = 1, thenthevertexvis
theancestorofwandwthedescendantofv. ThegraphicalcharacterizationofUTXOrelationships
invitesdiagrammaticdepictionsliketheexamplegraphdepictedinFigure5.

ThesetofedgesU[k] "dE[k] whicharenotconnectedtoavertexatbothendsformstheset
of UTXOedges, or UTXOS. A newtransactionof asseta in amountx for useru at timek + 1is
capturedbyavertexvwhoseinputsetEinput(7)containsthatuser'sUTXO(Hpu(u),a,x) =U[k].
ThevertexdefinesasetofoutputUTXOsresultingfromthetransaction,capturedinEoutput(V).
NewtransactionsareloggedasnewverticesinthegraphV[k+1]. A UTXOmayadditionally
representaninputtoanassetcustodycontract,whereit servesasadeposit. A depositoperationis
anewtransaction, representedasavertexwithnoincomingUTXOedgesandoneoutgoingUTXO
edged€U[k+1].WeformallydistinguishdepositsasthesubsetofUTXOsDC Uarisingfrom
depositactions. Aninitialdepositamountbyuseruin assetaiscapturedbythefunctionD(u,a).

Deposit

AdepositD(u) representsabalanceofadigitalassetthatwasdepositedintotheACC, linkedto
useru. UpondepositofadigitalassetintotheACC, thecontractemitsanevent. WhenthePI
detectsthisevent, it createsaUTXOfor theamountdepositedandcreditsit to thedepositor's
balanceonthePI.ThePImustthenbroadcastasignedacknowledgementofthedeposit,whichis
validatedbySDPs. Whenthedepositorplacesatrade, thePIreferencesthedepositUTXOasa

9
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Figure5: AdiagrammaticdepictionofaUTXOgraphstateatanarbitrarytimeinterval. Circularnodesrepresentthe
verticesinthevertexsetV[k],whilethesetofedgesformstheset&[k].Edgelabelsareexplicitlyrepresented
forsomeoftheedges,buteachedgeischaracterizedbysuchatuple.

alloutputUTXOsof trades
areconsidered

ObligationUTXOS

settlementcompleted,
nooutgoingedges

spentinputwhenproposinganupdatetotheledger. All balancesonthePImustthereforebe
tracedtodepositUTXOs. Thisyieldsaninvariant: thesumoftheoutgoingedgesofadeposit
UTXO'sdescendantsthatdo not themselveshavedescendantsmustbeequalto theoriginal
amountofthedepositUTXO.SincetheoutgoingedgesofachildlessUTXOvertexarethesetof
UTXOedges, wemaysaythat

A(e) = :0 A(f ), Vd€ D
feEoutput(d)

(1)

Ordersarehandledontheparticipatinginterfaceandareprocessedindependentlyofthesidechain.
Thisallowsfor relativefreedomin thedatarepresentationoforders. Nevertheless, therearesome
minimalrepresentationconstraintsthatmustbesatisfiedbyorders. A userbalanceisafunction
B: [N] ×A !’ Rrepresentingthequantityofanassetthatauserpossesses. Forexample,useru’s
balanceofassetaisB(u,a).Thenanordermustspecifyanassetpairandanamount,wherethe
amountdoesnotexceedthebalance. Theordermustbeassociatedwith auserviaasignature
generatedusingtheprivatekeyHpr(u).Ordersmustbefurtherspecifiedasbuyorselltypes,as
wellastheorderexecutiontype(e.g.limit, market, stop). Identicalordersarethosewhichare
placedforthesameassetatthesameprice, andmustbedistinguishedbythetimeofplacement
and serviced in order of arrival .
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Trade

A tradeisgeneratedandsignedbyaPIwhentwoormoreuser-initiatedordersarematched.A
tradecarriesapartialrepresentationin theUTXOlayer, whereitseffectcanbeunderstoodas
atransformationof asetof inputUTXOSintoasetof outputUTXOs. Thisis capturedbythe
inclusionofanewvertexin theUTXOgraphrepresentationwhichencodesthetransformation.
At thelevelof thePI, tradesarefurtherassociatedwith theusersthatsignedthematchedorders
andtheirbalances. Theordermatchingconditionrequiresthatthesumof theamountsin the
ordersforeachassetmustmatch,givenexchangeratiopåforasset2intermsofasset1.Thisis
extendedtoanequivalentconditiononUTXOs,wheretheuserinputUTXOamountsmustalso
match.Supposingavertexv capturesatradebetweenassetsa •anda2, werequirethat

:0 P •A(e) = :0 A(e).
e Vinput(v)
p(e)=a •

e Vinput(v)
p(e)=a ‚

InputUTXOSfor atrademustbeeitherdepositUTXOSorobligationUTXOSwithoutchildren.
Justaswithorders, thePIisresponsiblefor linearlysequencingalltradesaccordingtothe

timetheywereserviced, grantingeachanincrementingidentifieraccordingtotimeofplacement.
Inadditiontoproperexchange-sequencing, thetradesmustbehash-linked,meaningeachtrade
mustincludethehashoftheprevioustradein thesequence. Eachtrademustincludetwoorders
signedbyatrader,aswellasthepriceandsizeofthebaseasset. Theparametersofthetwoorders
mustmatchwitheachother, aswellasthepriceandsizespecifiedbythetrade.

Eachtradegeneratesaminimumof four UTXOS:

• oneormoreoutputUTXOscreditedtomaker
• oneor moreoutputUTXOscreditedto taker
• twoor moreoutputUTXOscreditedto PIandSDPfor feepayment

:0 A(e)= :0
eEinput(v)

p(e)=

Thesumof theamountsof outputUTXOsmustmatchthesumof theamountsof theinput
UTXOS,perassetin thetrade, i.e., givenavertexvrepresentingatrade,

A(e) Vae A.

(2)

e Eoutput(v)
p(e)=a

(3)

ObligationUTXO

Assoonasadepositisusedasaninputin atrade, thedepositUTXOnolongerrepresentsthe
latestbalanceontheexchange, andissplitintooneormorenewUTXOs. ThenewUTXOsare
consideredchildrenof theinputUTXO.All outputUTXOsoftradesareconsideredObligation
UTXOSuntil theybecomepartof asettlement.

• TheaddressrequestingsettlementbelongstothetradertowhomtheUTXOiscredited
• TheassetrepresentedbytheUTXOisthesameassetbeingsettled
• The UTXO has no children

Settled UTXO

Whenatraderrequestssettlementofanasset, thePImustidentifyallobligationUTXOsthatmeet
thefollowingcriteria:

11
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ThesettlementconsumesthoseUTXOsasinputsandgeneratesverticeswithnooutputedgesas
outputs. ThesumoftheUTXOsconnectingtothesesettlementverticesrepresentsthetotalamount
thatthetraderwill beabletorequestfromcounterpartiesandwithdrawthroughtheACC.LetS
beasettlementnode,thenthetotalamountrequestabler isdefinedasr = :6P=SinputA(e). Each
SettledUTXOthusrepresentsaportionofanimmobilizeddepositthatcannowbetransferred.
WhenreportingSettledUTXOs, thesumof thecollateralstakedby SDPsparticipatingin the
settlementmustbegreaterthanthesumof theamountsof theUTXOS.

i. RollupStateStructure

Deposits,Trades,andSettlementsproposedbythePIalongwithallinputandoutputUTXOsare
packagedintoblocks. Theheadersofeachblockarestoredon-chain. TheUTXOsareaggregatedin
aMerkletreestructurefor storage, followingtypicalformulationsofsuchstructures[7, 8]. LetM
designateageneralMerkletreestructure. BecausetheMerkletreestatemayhaveadependence
onthesettlementperiod,dividedarbitrarily,wemaychoosetoreflectthisdependence, e.g.M[k]
at discretized time k. Each block header for a block of events serves asthe root hash of a Merkle
tree. Thus,thestatethatthefundshavereachedon-chainisrepresentedbyasequenceofevents
thatcanbecomparedtoblocksin atypicalroll-updesign. Eachsettlementstoreshashesakinto
block headers.

AccumulatorsareatypeofMerkletreethatareusedsignificantlythroughouttheTXAprotocol.
Forexample, thetradesaccumulatorcanbedefinedasMtrade. Its leavesarethetradeUTXOs
specifiedin SectionIV. Thesettlementaccumulatoris denotedMsettle. It storesallobligation
UTXOSthatarerelevanttoagivensettlementblock. Therollupcontractmustprovidefunctions
thatcanbecalledbyauditorstoprovethataproposedsettlementcontainsstatethatisvalid. The
Merkletreerollupprovidesastructuredesignedaroundsuchverificationactions.

i.1 Data Storage

Eachdatatypemustbestoredon-chainandoff-chain. Theprotocolspecifiesstoragemechanisms
for keydatastructures,highlightedbelow.

Deposits

12

On-chain, everydepositUTXOis first generatedfroma transactionto theAsset
CustodyContract. TheUTXOresultingfromthedepositishashedandusedasakeyin
amappingtostorethedepositedamount.

- Off-chain,eachdepositisstoredasanuncompressedUTXO.
• Trades

On-chain, eachtrade must referencea minimum of four UTXOs. A minimal-UTXO
tradewill requiretwoUTXOsfor thetwoordersusedtodefinethetrade. Anothertwo
2areinputUTXOS(1for eachassetin thetrade). Everytradestoresthehashof the
previoustradein thesequence. Foreverysettlement, thelatesttradehashisreported.
EverytradeoccurringinthesettlementperiodispackagedintoaMerkletree. Theroot
of thetreeisreported,whilethefinaltrademessageisreportedunhashed.

- Off-chain, everytradeisstoreduncompresseduntil enoughtimepassessuchthatit
meetstheconditionforbeingpruned.

ObligationUTXOS:
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On-chain,foreveryupdatetothestateofobligations,allnewoutputUTXOSgenerated
asaresultoftradingarepackagedintoaMerkletreeMtrade. Therootof thetreeis
reported.

- Off-chain, everyobligationUTXOisstoreduncompresseduntilenoughtimepasses
suchthatit meetstheconditionforbeingpruned.

• Settlement UTXOS

On-chain, foreverysettlement, allobligationUTXOsthatwill befrozenasaresultof
settlementarepackagedintoMsettle. Therootofthetreeisreported. Onceasettlement
is finalized, theUTXOSmustbeusedtoupdateon-chainbalancesbybeingwrittenas
obligations, thusaffectingtheamountof anassetonetradercanclaimfrom another
traderwithintheAssetCustodyContract.

- Off-chain, EveryuncompressedUTXOhasaflagindicatingwhetherornotit hasbeen
included in a settlement .

i.2 RollupStateInvalidation

Aseriesofassertionsareincludedasapre-definedsetwhichappliestotheproposedstate. Most
of theseassertionsinvolvereferencingstatethatwascommittedto thecontractin theformof
depositsorpreviousblocks. Theassertionsaredefinedtoacceptaccumulatorrootsasinput,and
to returnaconfirmationbit assertingvalidity(1) or invalidity(0). Assertionfunctionscanbe
furthercategorizedinto: (a): membershipassertions(answeringquestionsoftheform“isthis
leafamemberof eitherthisblockorapreviousblock?") and(b): invarianceassertions(function
answersquestionsoftheform"doesthetreehavethisinvarianceproperty?").

ii . Fraud Proofs

Forasmartcontracttoenforceprotocoloperatingconstraintsonrelevantdatastructures, it must
additionallyverifythatthestateofbalancesafterasettlementistheresultofavalidtransition
fromthestateofbalancesbeforeasettlementbasedondeposits, trades, andprevioussettlements.
Validatingeverytradeandcalculatingupdatedbalancesaftereachtradeistoocomputationally
slowandexpensivetoperformon-chain. Leveragingarollup-stylearchitectureallowstheSDPs
topackagemanytradesandchangestobalancesintoasingleon-chainstateupdate. Insteadof
writingeverysingletradetothechain, theSDPsconstructaMerkletreeusingasetoftradesand
reportthe singleroothashof that tree.

Inordertoverifythevalidityofthestatechange, eacheventissubjecttoafraudperioddurin
whichanauditorcansubmitproofthatthesmartcontractcanusetodetermineif theMerkleroot(s)
includedintheupdateareinvalid. If anauditorsubmitsproofandit passesallchecksbythesmart
contract, thenthestateupdateiseitherrevertedorcorrected(dependingonthekindof fraud)
andassetspostedascollateralbytheSDPswhichproposedtheupdatearepenalized.Someofthe
slashedfundsmustberewardedtotheauditorwhoreportedthefraud. A similarmechanismis
usedforreportingfraudcommittedbyaparticipatinginterface. Participatinginterfacesmustalso
providecollateraltooperateontheTXADSL. If fraudis reported, thecollateralisslashedandthe
DSLstopssupportingsettlementsfor thatexchangeuptothetradewherefraudwasdetected.

ii.1 Collateral Requirements

ByrequiringPEsandSDPstostakecollateralin ordertooperateontheDSL, TXAcanusepositive
andnegativeincentivestomaintainproperbehaviorofparticipants.

13



SDP

In orderto reportsettlementdata, anSDPmuststakeatleasttwotokens:

• SettlementAsset: sameassetthatusersbeingservicedrequestforsettlement. Totalstakedby
SDPsmustbegreaterthantotalamountreportedassettledfromanygivensettlementevent.

• TXA:TotalstakedbySDPsmustbegreaterthan10%of thetotalsettlementassetamount,
with a flat minimumsetby governance.

ProjectTXA . Mar 2023%Ïver. 2.1• SUBJECTTOFURTHERREVIEWAND UPDATE

BothtokensarelockedwhentheSDPreportsdatafor asettlement. In thelockedstate, the
collateralcannotbequeuedforwithdraworusedtoqualifyfor adifferentsettlement. If anauditor
detectsfraudin theproposedsettlementdataandreportsit to thesmartcontract, bothtokens
will beslashedandusedtocompensateanytraders, rewardtheauditor, andoptionallypaya
communityfund. If thesettlementcompleteswithoutfraud, theSDPsearnfeesproportionalto
theamountsettled(andthustotheamountstaked). Feesarepaidin thesettledasset.

PI

TheTXAsmartcontractsdonotallowanydepositsfortradingonaPIuntilasignificantamount
ofcollateralisprovidedbythePI. Theamountof collateralisdeterminedbygovernance, and
usedtopunishthePIif anyviolatedconstraintsaredetectedin eventssignedbythePI. Any
aggrievedpartiesarecompensatedwiththeslashedfunds,withanythingremaininggoingtoa
communityfund.

V. CONSENSUSAND DISPUTERESOLUTION

In thissectionweformallydetailfraudresolutionmechanismsrequiredfor protocolconstraint
enforcement. Weexpressall sub-protocolsin thelanguageof theformalizeddatastructures
presentedin SectionIV. Algorithmicdescriptionsof relevantfraudproofscanbefoundin
AppendixB.

i . SDP Fraud

ThemostlikelyauditortoreportfraudbyanSDPreportingforasettlementwouldbeanotherSDP,
since any SDP with the latest trade data from the PI and the latest events from each blockchain

canquicklycalculatethecorrectsettlementdataandcomparetheresultingMerkleroots. Fraud
reportingrequiresidentificationofaspecificinstanceoffraudin thesettlementandareporttoto
the smart contract .

FraudcommittedbySDPsismostlylimitedto:

%Ï

14

Incorrectlyorderingtradesin theMerkletree
Omittingatradethatshouldbeincluded
Includinganinvalidtrade(doesn'thavesignatureofcorrectPI)

If thereisfraudrelatedto incorrectorder-matchingbythePI,SDPsareexpectedtoreportit
outsideof thesettlementprocessasit supersedescasesofSDPfraud. Ideally, theincentivefor
anSDPtoreportPIfraudshouldbemuchhigherthananSDPearningfeesonasettlementwith
fraudulentdata. If anSDPreportsit anyways, it will beslashedwhenanauditorreportsthePI
fraud .
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ii . PI Fraud

Thetypesoffraudcommittedbyaparticipatinginterfacearemorecomplex,andmostlyarisefrom
eitheraviolationof UTXOinvariants, or fromfailingto sequenceon-chaineventsin time-ordered
fashion .

PIfraudmodalitiesmaybesummarizedas:

• Tradehasno inputUTXOS
• TradeinputUTXOshavealreadybeenspent
• SumofamountsofoutputUTXOsdonotmatchsumofinputUTXOS
%Ï Deposit,Trade, orSettlementsequencingdoesn'tmatchexpectedorderingortradesequence

numberhasbeenalreadyused

ThePIisthereforerequiredtomaintainproperclassification, accounting, andtime-sequencing
ofallnewon-chainevents. Stateupdatesarethesetofeventswhichcauseanupdatetotheledger
state. It is crucialthatthePIperformsstateupdatescorrectly, aserrorscancreateconditions
for theSDPstoreportfraudandhaltsupportfor thePI.Propersequencingof stateupdatesis
partiallyenforcedbythenormaloperationofthesmartcontractwithadditionalevent-handling
oversightprovidedbythePIandconfirmedbySDPs. Propercross-chainsequencingis arelated
topicthatwediscussin thissection. At ahighlevel, thePI, throughoutthecourseof itsgeneral
eventprocessingtasks,submitsproposedstateupdatestothenetworkin astandardizedformfor
considerationbySDPs. ThestateupdateisthensubjectedtovalidationchecksbytheSDPsthat
upholdhonestoperationof thenetwork.

Thepossibleclassesofstateupdatesarefour-fold: theDepositAcknowledgementindicatesa
user-initiateddepositeventatthePI, theTradeeventindicatesthatordershavebeenmatched
andassetsmarkedasexchanged, theSettlementAcknowledgementis generatedfroma user
initiatedrequestfor settlement, andtheSettingsAcknowledgementisgeneratedaspartof the
PI-onboardingprocessonthenetwork. Oneof thesefour classificationsis storedastheevent
typeIdentifier of astateupdatemessage. As mentioned, thePI mustsequencethesestate
updatesin a linear, time-orderedfashionfor eachchain.

TheSDPnetworkmonitorsforirregularitiesin tradereporting. TheUTXOmodelpresentedin
SectionV servesasausefulframeworkfor expressingviolationsoftradeconditions. Considering
atrade, representedasavertexV, in contextofthefirstthreePIfraudmodalitiespresentedin this
subsection . reportedtradewithnoinputUTXOsisequivalenttotheconditionVinput(v) Ø. A

reportedtradewithoneormoreUTXOsalreadyspentindicatesthatJe€Vinput(v),v2€ Ssuch
thate€Vinput(v2).AmismatchbetweenthesumoftheinputandthesumoftheoutputUTXOS
iscapturedastheconditionofEquation(3).

ii.1 StateUpdateMessageStructure

PIstateupdateproposalsaregeneratedaccordingto aprotocol-definedmessageformatand
reportingprocess. First,everystateupdateproposalconsistsofthefollowing:

• uint8 typeIdentifier: thisspecifiesthetypeofstateupdate, previouslymentionedasei
therDepositAcknowledgement, SettlementAcknowledgement,Trade,orSettingsAcknowledgement

• uint256id asequentialidentifierofthemessagein theparticipatinginterface'sledger
• addressparticipatingInterface: theaddressoftheparticipatinginterfaceforwhichthe

messageapplies
• bytes structData: datathatdeserializestothestructspecifiedbythetypeIdentifier
• bytes32previousUpdateHash: thehashofthepreviouslysignedstateupdate

15
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Figure6: ThedynamicsofaPIstateupdateprocess.
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• Signaturesig: thesignatureofeverythingabove, signedwiththeParticipatingInterface
tradesigningkey

ii.2 StateUpdateProposalDynamics

ThePI-coordinatedstateupdateprocesscanbebrokenintotheeventsdepictedin Figure6.All
incomingchaineventsarefilteredto retrievedepositsandsettlements. Theseconstitutethe
blockchainstatetransitions. Thestreamof trades, whichoriginateswiththePIorder-matching
processratherthanon-chain, ismergedintotheeventstreamandallareenqueuedinsequential
order. Theresultingstreamis thesetof statetransitions. ThePIprocessesstatetransitionsby
structuringthemin theprotocol-compliantmessageformat,afterwhichtheybecomestateupdates.
ThestateupdatesarefinallysignedbythePIandbroadcasttotheSDPnetworkforverification.

ii.3 EventSequencing

Wefirstsummarizethecontributionsprovidedbythesmartcontractitselftowardmaintaining
honestPIsequencing. Thecontractassociatedwith eachchainassignsachainSequenceIDtoeach
event. Thisrepresentsacontractually-enforcedcanonicalorderingthatcanserveasanoracleto
verifyhonestPIsequencing. Indeed, chainSequenceIDarisesasaninvariantin theDepositUTXO
fraudcheckingprocess, describedin AppendixBandenforcedbySDPsduringsettlement. In
a similarmannerto deposits, thePI settlementrequestprocessingmustupholdhonesttime
sequencingonthePIlayer. To thisend, thecontractalsogeneratesa settlementRequestID
functioningasanothersequencinglabelthatcanbeusedto verifyhonestPIsequencing. This
procedurehasanobviousbenefit- honestPlscansimplyconsultthesmartcontractsequencing
datatoenforcehonestsequencing.

The sequencingIDsoriginatingfromthesmartcontractaidthedepositandsettlementverifica
tionmechanismsimplementedbytheSDPs. Tradeevents, ontheotherhand, aresubjectedtoa
differentseriesof fraudcheckmechanismswithintheSDPnetwork. Specificfraudmechanisms
arecoveredinAppendixBaspartofalgorithmsvalidateInputUTXOsandvalidateOutputUTXOs.
Finally, SettingsAcknowledgementupdatesareverifiedinacustommannerastheyarePI-specific
onboardingrequirements. Specifically, onboardingincludessettingthepublicaddressofthe
updatesigningkey, thefixedfeepercentagepaidtothePI, thefixedfeepercentagepaidtothe
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SDPandotherprotocol-relevantparameters. TheveryfirstsignedstateupdateemittedbythePI
includes this data, which must match an on-chain record. Pleasenote that all classesof eventsare
sequencedin asinglequeueperchain.

Whiletheabovespecifiesverificationmechanismsfor PI-generatedstateupdates, themecha
nismsdescribedsofargenerallytreateachchainindividually, leveragingthefactthateachoneis
servicedbyanassociatedsmartcontract. However,PIresponsibilitiesrequiremaintenanceofstate
updateproposalsacrossallsupportedchains, in adherancetotheCSP. Thisimpliesadditional
responsibilitiesformaintainingpropereventsequencingacrossdifferentchainssimultaneously. In
particular, aPImayopttoreportstateupdatesononechainpreferentially, disruptingcross-chain
synchronization. A majorincentiveservingto curbthisbehavioris thatmanytradingpairs
providedby aPIarenaturallycross-chainin thesensethattheinputsusedto generateatrade
involveassetsfromdifferentchains. SincetradesarethefeegenerationmechanismforPIs,PI'sare
generallyincentivizedto reportall incomingchainactivitiesimpartially. Thisincentiveprovides
anotherassuranceofcross-chainsynchronizationarisingfromtheCSP.

Depositandsettlementstateupdatesmayoccurrelativelyasynchronouslyrelativetoorder
processing. Theprotocol, in otherwords, cantolerateaslightlagin thestateupdateprocessing
relativeto orderprocessing, sincesettlementis lesstime-sensitivethanorderprocessing. On
theotherhand, aconstantlagthat'stoolargecancauseaprocessingbottleneck, whereanever
increasingqueueofordersandtradesacrossparallelmarketsisroutedthroughaslow, serial
settlementprocess. ThispotentialbottleneckisavoidedbythePI'sinfrastructuralresponsibilityof
keepingtherelativelagtimesshortbetweenoff-chainorderprocessingandstateupdateproposals.
Queuesareexpectedtobeclearedduringperiodsof relativeinactivityontheexchange(e.g.
low-volumesessions).

iii . DataAvailabilityChallenge

Since all trade data for a settlement is hashed into Merkle roots, the smart contract has no
knowledgeof thecontentsoftheactualtradesuntil anauditorprovidesproofthatcertaindata
belongsin thetreerepresentedbyoneoftheroots. Whiletheauditorsthemselvesshouldknow
thecorrectunhasheddata, theymaynothavetheunhasheddatareportedbyafraudulentSDP.
Withouttheunhasheddata, theauditorcannotprovetothesmartcontractthatfraudhasoccurred.

Topreventlackofdataavailabilityfromcatchingafraudulentsettlement,thesmartcontracts
mustenforceadataavailabilitychallenge. Thedataavailabilitychallengeallowsanauditorto
stakesomeTXAandrequestthatareportingSDPprovideanunhashedtradewiththatbelongsin
aspecificpositionin theMerkletree. Thisispossiblebecausewerequirealltradestobeordered
bytheirsequencenumberin theMerkletree. Auditorscanrepeatthisprocessuntil findingaleaf
thatisdifferentviaabinarysearch. If reportingSDPsfail toprovideproofsin atimelymanner,
it isassumedthatthemissingdatawouldrevealthefraudandthesettlementisreverted. If the
reportingSDPscomplytoall requests, thentheauditorshouldbeabletodetectthefraudulent
leafwithinareasonableperiod.

VI . TXA TOKENS

i . Morphologyof TXATokens

TheTXAtokenecosystemconsistsof fourtokens: TXA, TXA.B, TXA.L, andTXA.D
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1.2 TXA.B

migrate

i.3 TXA.L
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• Governance
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convert

i.1 TXA Token

TXATokenisanERC777tokenmintedtoactasanecosystemtokenthatcanbeusedfor:

• Feereplacement
. Governance

TXA.L

airdrop

%Ï Staking
• SettlementRiskManagement

SystemReputationManagement

TheTXAtokenhasbeendeployedontheEthereummainnetataddresshere¹.

Staking
• SettlementRiskManagement

SystemReputationManagement

Figure7: visualdepictionoftheTXAtokenmorphologyandrelationsbetweentokens.

TXA.BTokenismintedfortraderswhoparticipateandprovideliquidityforparticipatinginterfaces.
It isnottransferablebetweenaddresses, norisit intendedforlistingin secondarymarkets.

TXA.D

TXA.LTokenis mintedwhenTXA.Bis destroyedby aholderof TXA.B.It is nottransferable
betweenaddresses, norisit intendedfor listingin secondarymarkets.

TXA.L Token is used for :

¹TheTXAtokenhasadditionallyundergoneanaudit, theresultsofwhichcanbeviewedinthisGitLabrepository:
https://gitlab.com/ProjectTXA-audit/txa-token
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i.4 TXA.D

TXA.DTokenisairdroppedtopre-stakingparticipantsaswellastoaddresseswithlockedand
unclaimedTXAtokensatthetimeof theairdropsnapshot.

OTXA.D Token is used for :
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Appendices
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A. TECHNICALSPECIFICATIONS

InthisappendixsectionwepresentadetailedtechnicaldescriptionoftheTXAprotocoldatatypes
andrequirements.

i . TXACSPDataTypes

ThissectiondescribesthedatatypesthatmustbestandardizedacrossparticipantsintheDSL.
All datatypesaredefinedin Solidity, asthisis theformattheymusttaketo beproperly

validatedon-chain.Serviceswritteninotherlanguagesneedtoensureproperserialization/deseri
alization .

. Governance

i.1 Deposits

struct Deposit {
address trader ;

address asset ;

13 }

10 struct DepositUTXO {

}

address participating Interface ;
uint256 amount ;

uint256 depositId ;
uint 256 chainId ;

9
10

11 }

i.2 Products

Deposit deposit ;
bytes 32 depositHash ;

struct Asset {

uint64 assetId ;

uint64 networkType ;
uint64 chainId ;
uint64 extra ;

8 struct Product {

uint256 assetA ;
uint256 assetB ;

19
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13

1
2
3
4

5
6
7
8
9

10
11
12

234567
7

mapping ( bytes 32 => Product ) products ;

i.3 Orders

Theordertypeisusedtotraceanexecutedtradetoasignedorder(originalpayloadsubmittedby
trader) withmatchingparameters.
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Forcomplexordersthatresolvetolimitorders,somewill haveapredeterminedrangeofprices
for whichthecontractscanverifyaproperexecutionprice.

Forsomecomplexorders, thepricecannotbeknownaheadoftimeandwill besetas0.
Absoluteminimumnecessarytorepresentalimitorder:

struct Order {
Product p ;
boolean buyOrSell ;
uint256 size ;

}

uint 256 price ;
address trader ;

8
9

10
11
12

13
14 }
15

uint64 traderId ;

uint64 participatingInterface ;
uint 8 v ;

bytes 32 r ;
bytes 32 s ;

WhenaParticipatingInterfacereceivesanorderandmovesit throughits system, it will
apppendadditionaldatatotheoriginalsignedpayload. Whentheorderisincludedinatrade, it
will have this additional data.

1 struct Trade Params {

// Sequence ID

i.4 Trades

Thetwoordersincludedin atrademusthaveattributesthatallowonetoprovethattheparameters
ofthetradeiscompatiblewitheachorder.

ParticipatingInterfacemustdesignateinputUTXOsusedto fill eachsideofthetrade. Partici
patingInterfacemustgenerateoutputUTXOS.

Firstinput UTXOsin list MUSTfill siderepresentedby Ordera LastinputUTXOSin list
MUSTfill siderepresentedbyOrderb

20

Forexample,theparticipatinginterfacemustassignatimestamptoeachorderreceived.
Thiswill alsobeusedwhenhandlingcomplexandcontingentorders.
Inallcases,anorderMUSTincludetheoriginalpayloadsignedbythetrader.

uint256 trade Id ;

// Participating Interface ID
uint64 participating Interface ;
// Trade Parameters
Order a ;

uint 256 timestampA ;
Order b ;

uint 256 timestampB ;
Product p ;
uint256 size ;

uint 256 price ;




































