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Abstract

ARPANetworkprovidesanefficient, permissionlessthresholdsignatureserviceforblockchains.
At its core, the ARPA Network containsa thresholdBLS signaturethat meetsthe needfor
decentralization, non-interactivity, verifiability, and high availability. The systemis designed
andimplementedto workwith blockchainsandprovidethresholdsignaturecapabilityfor users.
Nodesof the ARPA Networkaregroupedto handlecomputationtasksin parallel. Weutilizea
smart-contract-capableblockchainasabulletinto managedynamicglobalstatesandcoordinate
multiplegroups. It isexpectedthatdeveloperscanbuildapplicationslikesecurekeymanagement,
cross-chainmessaging, andquorumapprovalonournetwork. Finally, Randcastis proposedasa
distributedrandomnumbergeneratorasa usecaseof the ARPA network.

Introduction

Blockchaintechnologyhasprovenitselfto beasignificantpartof theglobalinternetinfrastructure.
Duringthepastdecade, academicandindustrialexpertshaveextensivelyimproveditsprivacy, scala
bility, andinteroperability. Aneffectivemeansto enhancetheblockchainisbyverifiablyoutsourcing
computationandstoragefromon-chainto off-chainthroughthresholdcryptographyschemes. These
schemesoffer trust throughtheir provablesecurityand decentralization, whichmatchesthe dis
tributed andtrustlessnatureof the blockchain. At thesametime, asabulletin board, the blockchain
canserveasa reliablebroadcastchannelfor thesecryptographicalgorithms. Therefore, combining
thresholdcryptographywith blockchainscansimultaneouslystrengthenblockchainsandfacilitate
the implementationof thresholdcryptography.

In thispaper, weproposeARPANetwork, a permissionlessdistributednetwork, to providees
sentialthresholdsignaturecapabilityfor blockchains. Thresholdsignatureis a protocolthat allows
for processingsignature-relatedfunctionsamongagroupof nodesthroughmulti-partycomputation
(MPC). It canhelpwith keepingsecretsdistributed, reachingconsensusbymajorityvote, orhiding
theidentityof signers. With theaidoftheARPANetwork, onecanbuildapplicationsinvolvingse
curekeymanagement, anonymoustransaction, cross-chainmessaging, quorumapproval, distributed
randomnessgeneration, etc. Like blockchain, the trustworthinessof the ARPA Networkcomesfrom
its distributionacrossindependentnodes. Thesenodesarebundledinto groups, with eachgroup
capableofexecutingthethresholdBoneh-Lynn-Shacham(BLS) signaturescheme. Thankstotheag
gregatabilityof BLSsignaturesandthenodemanagementmechanismweapply, theARPA Network
hasthe followingfeatures.

%ÏDecentralization: ARPAnodesprovidethresholdsignatureservicein adecentralizedmanner.
Trust is distributedto multipleentitieslocatedin differentregionsrunningindividualnodes.
Thismanneroffersbettertamperprotectionat the physicallevel.

• Flexibility: ARPA protocolsupportsa varietyof signatureapplications. Usersareallowedto
customizetheir signaturepolicy, importor exportsecrets, andchoosethesecuritylevel.
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%Ï Verifiability: ARPAsignatureschemeallowsusersto triviallyverifytheirsignatures. Byvirtue
of theunderlyingcryptographicprimitive, thesignaturescannotbeforgedor manipulated.

• Non-interactivity: ARPAprotocolavoidsheavysynchronouscommunicationin thesignature
generationphase. A non-interactiveprocedureguaranteesreliableservicestatusandflexible
networktopology.

%ÏHighavailability: ARPAsignatureservicekeepsahighavailabilitythankstoitsdecentralization
andnon-interactivity. Asthenetworkgrows, thedowntimewill reduceaccordingly.

%ÏMulti-ChainSupport: ARPAnetworkis designedto supportmultiplechains, allowingdevel
opersfromdiverseecosystemsto leverageARPAwhenbuildingtheirapplications. In addition,
our underlyingthresholdsignaturenetworkwill keepconsistencybetweenthe differentdata
replicas.

In the remainderof this paper, wefirst overviewthe existingthresholdsignatureschemesand
point out the reasonwhy thresholdBLSsignatureis suitablefor distributedsystemsin section2.
Thensection3 listsout presuppositionsandthebuildingblocksof our design. A walk-through
of our implementedprotocolis givenin section4, includingthe cryptographicpart andthe node
managementmechanism. Section5presentsthesystemdesignbyshowingthehigh-levelarchitecture
of thenetwork. Finally, section6 demonstratesRandcast, a distributedpseudo-randomnumber
generator, as a usecaseof the ARPA Network.

2 Background and Related Works

Thresholdsignatureschemeshavebeenresearchedandextensivelyappliedin the last fewyears.
Manyclassicalsignaturealgorithmshavebeenthresholdized, includingBLS, ECDSA[10], EdDSA
[17], RSA[8]. However, Somethresholdsignatureschemesarenotwell-suitableforuseindistributed
systems. Forexample, thresholdECDSAtakes3to 13synchronouscommunicationroundsdepending
ontheconstructionmethodsused[1]. In real-worldsituations, transmissionlatencydeterminesthe
performanceof theMPCprotocols. Multipleroundsofcommunicationswill undoubtedlyaffectthe
averagespeedofthresholdsignaturegeneration. Moreover, afailednodemayevencausetheprotocol
to abort. Fortunately, by utilizinga bilinearpairing, the BLSsignaturemayhelpto mitigatethis
problem.

A pairingis amape: G •× G2!’ GT, whichhasbilinearity,

Va,b"dZ ,P"dG •,Q=G2,e(aP,bQ) =e(P,Q)ab (1)

TheBLSsignatureschemeisbuiltuponthepairingwhileitssignaturesandpublickeyslieinG •and
G2, respectively. Withoutlossof generality, werepresentsignaturesbyelementsin G •to achievea
morecompactsignature. It canbeseenfromequation1 that thereexistsa homomorphicmapping
betweenthesecretkeysandthesignatures. Thismeansspecificcomputationsongeneratedsignatures
implycorrespondingcomputationsonsecretkeys. Thismakestheasynchronousthresholdsignature
schemepossible.

ThresholdBLSsignatureshavealsobeenstudiedby someauthors. Someof themconsidermulti
signatures. Theycanbeseenasa specialthresholdsignatureschemethat requiresall partiesto
participatein signaturegenerationratherthana partof them. Comparedwith a multi-signature
schemebuilt onothersignatures, BLSsignaturescanbeaggregatedpubliclyby a simplemultipli
cation, evenwhenoriginalsignersareoffline. e.g., aBLSmulti-signaturefor Bitcoinis describedin
Boneh, Drijvers, andNeven[2].

As for the t-out-of-n thresholdBLSsignatureschemes, the maindifferenceamongthemis the
choiceof distributedkeygeneration(DKG) sub-protocol. Generallyspeaking, a DKGprotocol
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generatespublicandprivatekeysharesfor nodeswithoutcomputingtheprivatekey. It canbeseen
asseveralparallelexecutionsof verifiablesecretsharing(VSS), whichis thecornerstoneof most
MPCprotocols. DKGprotocolshavedifferentcommunicationsettings, synchronyandasynchrony.
An asynchronousverifiablesecretsharingschemeis intractableto design, but therearestill several
teamsresearchingthis subject. UnconditionallysecureAVSShasa communicationcomplexityof

(n5), makingit unrealisticto use. Compromisingtheunconditionalsecurityassumption, several
schemesprovideamorepracticalperformancebutarestillgenerallyineffective[13].

SynchronousVSSismorepracticalto designanddeploy. Galindo[9] implementsitsDKGby
Pedersen'sVSS[16]. TheKeepNetwork[18] usesDKGproposedby Gennaro[11] to generate
keypairs. TheseDKGsareall basedontheJoint-FeldmanDistributedKey Generation(JF-DKG)
mentionedbyPedersen[15]. It hasbeendiscussedinGennaroetal. [11] thatthepublickeygenerated
byJF-DKGcouldbebiasedby astaticadversary. However, thehardnessoftheellipticcurvediscrete
logproblem(ECDLP) for thepublickeywill notbeweakened. It issufficientlysecureforthreshold
BLSsignatures. Consideringthesimplicityandefficiencyoftheprotocol, wewill deployJF-DKGto
generatekeysharesfor nodesin oursystem. OtherDKGvariantswill beintegratedin thefutureto
supportdifferentscenarios.

3 Presuppositions

Whilebuildingan underlyingthresholdsignatureservicefor the blockchain, weshouldfirst clarify
the securityand communicationmodel. The followingoutlinedassumptionsarehighly relevantto
the characteristicsof the blockchain, wherethe systemis distributedandpermissionlesswhilethe
participantsareeconomicallyrationalbut potentiallymalicious.

3.1 Security Assumption

We assumethat the adversaryis a static, malicious, honest-majority adversary. The attackercan
corruptupto t of then partiesin thenetworkat onetime, wheret < n/2. Thecorruptedparties
maydivertfromtheprescribedprotocolin anyway. Consideringthemaliciousbehaviors, honest
majorityisthebestachievablethresholdforprotocolsthatprovidebothsecrecyandrobustness[11].
Thestaticadversarywouldchoosethe corruptedpartiesfar aheadof time, whichmeansgetting
controlof a particularpartyis non-trivial. But it is possiblethat thecorruptedpartiesmayvary
for a longtime. Therefore, a key rotationor refreshmentschemeis introducedto copewith the
long-termkey exposure.

3.2 Communication Model

Thedistributedsignaturenetworkis composedof a setof n partiesP •,··· , Pnthat areconnected
by a completenetworkof privatepoint-to-point channels. In addition, the partieshaveaccessto a
dedicatedbroadcastchannel. Severalworkshaveresearchedthethresholdsignaturewithoutapreset
reliablebroadcast[12, 13, 6]. Theyassimilatevarioussecretsharingschemesintoreliablebroadcast
or consensusprotocols. AVSS[6] mergesa bivariatepolynomialintoBracha'sreliablebroadcast
[5]. Gennaro[11] leveragesByzantinefaulttolerant(BFT) protocol[7] to buildtheDKGfor the
Internet. It canbeconcludedfromthesearticlesthat constructinga reliablebroadcastchannelis
almostequivalentto reachingaconsensusamongnodes. Consideringtherearekindsofblockchains
andsmartcontractsthat helpusbroadcastandrecordmessagespublicly, it is reasonableto offload
this part of a protocolto blockchains.
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3.3 SynchronyAssumption
Basedonthe blockgenerationmechanism, wemayassumea partiallysynchronouscommunication
model: theprotocolproceedsin synchronizedrounds, andmessagesarereceivedby their recipients
within somespecifiedtime-bound. Theblocktime of a blockchainthat guaranteeslivenesscanbe
usedasthesynchronizedclockin thethresholdsignature. Thedrawbackis that a typicalblocktime
isseveralordersofmagnitudelongerthananInternettransmission. Thepartialsynchronyopensup
an avenueof attackwhereanadversarycanobservethe messagesof the uncorruptedparties, then
decideonhisactionduringeachroundof the protocol, andstill gethismessagesdeliveredto the
restof thepartiesontime. In theworstcase, the adversarymayspeaklast in everycommunication
roundtoexploitback-running[11].

ARPA Threshold Signature Protocol

Basedontheassumptionsmadepreviously, ARPANetworkbuildsuptheprotocolbyincorporating
Joint-FeldmanDistributedKeyGenerationintostandardizedBLSsignature[3] oncurveBLS12-381
[4]. Furthermore, ARPANetworkcombinesthethresholdBLSsignaturewith theblockchain. The
thresholdBLSsignatureisresponsiblefor generatingadecentralizedtamper-proofsignature, andthe
blockchainprovidesa reliablebroadcastchannelaswell ascoordinatingfunctionality. Procedures
for noderegistration, secession, grouping, aswellasothernodemanagementmechanismsarealso
defined .

At ahighlevel, thenetworkinitializesbyallowingnodesto stakeandjoin. Thesenodeswill then
bedividedinto groupsandcompletetheDKG process. After the networkshasstarted, theusercan
requestservicesby sendinga transactionto a specificsmartcontracton their blockchain. Thetask
will thenbeforwardedto theARPAnetworkandgetassignedto oneof thegroupsof networknodes.
Thisgroupof nodeswill thencollectivelygenerateasignatureonthemessageprovidedandreturn
it back to the blockchain.

4.1 Distributed Key Generation

Asanessentialcomponentof thresholdcryptosystems, a distributedkeygenerationprotocolis re
sponsiblefor generatingprivateandpublickeysofparticipants. Theunderlyingsecretsharingscheme
usedin the DKG decidesthe relationshipof keysharesheldby eachparticipant. Thisalsofunda
mentallydeterminesthekeymanagementpolicyandthesignaturegenerationalgorithmusedin the
thresholdsignaturescheme. OurdeployedJF-DKGisdescribedin algorithm1.

4.2 Threshold BLS Signature

BLSsignatureisfirstproposedasashortsignatureschemewherethesignaturesconsistonlyofasingle
groupelement. ElGamaltypeschemessuchasdigitalsignaturealgorithm(DSA) andellipticcurve
digitalsignaturealgorithm(ECDSA) producesignaturescomprisedofapairof integers. Therefore,
BLSsignaturesareabouthalf the lengthof thoseproducedby otherwidelyusedschemesat thesame
securitylevel[14]. BLSsignaturesutilizeabilinearpairingwhichoffersseveralinterestingfeatures.
Firstly, BLSsignaturesaredeterministicgivenaparticularmessageanda keypair, unlikeECDSA,
whichrequiresa freshrandomvaluefor eachsigning. This preventssignersfrombiasingresults
by repeatedsigningattempts. Secondly, BLSsignaturesareaggregatable, whichmeansspecific
computationsongeneratedsignaturesarepossible. Thismakesa differencebetweenthethreshold
BLSsignatureandotherthresholdsignatures. Multipleroundsof synchronouscommunicationare
unnecessaryforcombiningpartialBLSsignatures. TheBLSsignatureschemeconsistsofthefollowing
sub-procedures.
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Algorithm 1 Joint-FeldmanDistributedKeyGeneration[11]
Require: Adversarythresholdt, groupsizen, an ellipticcurveG ‚with a primeorderr anda

generator 92.
Ensure: Shamirsecretsharesski for partyPi respectively.

k = 01: EachpartyP;choosesafi(2) = :0 -0aikzk,whereaikERZ ,broadcastscommitmentCik
fork= [0,t]. EachpartyP; computesthesharessij= fi (j ) modr forj = [1,n] andsends
partyP; secretly.

Sijpkj= Aö”U�UAL92ª

Sij II (Cik) fori € [1,n]. If thecheckfor<= 02: EachpartyP; verifiestheshareshisreceived92²
anindexi fails, P; raisesacomplaintagainstpartyPi

3: PartyP; revealsthesharescorrespondingtoraisedcomplaints. EachpartyPj checksthevalidity
betweencomplaintsandequations. Anyfailedpartywill becontainedin a localdisqualifiedset
of eachparty. QUAL is definedasthe setof non-disqualifiedparties.

4: Thepublickey y is computedaspk HiEQUALCio. Thesecretsharedvalueskitselfisnot
computedby anyparty, but it is equalto sk EiEQUALaiomodr. EachpartyPjsetshis
shareof thesecretasskj :6”U�UALSijmodr, andthecorrespondingpublickeyshareas

HiEQUALII -0(Cik).jk
=

=

Key Generation To generateakeypair, asignerfirst choosesarandomsecretskERZ and
computesthecorrespondingpublickeyaspk= gåk€G ‚.

=

0 =

Signing To computea BLS signatureo on an arbitrarymessagem, the signercomputes
: sk× H(m) € G •. H(m) isahash-to-curvefunctionthatmapsanarbitrarybit stringto

anelementin G •.

Verification To verifythe validity of BLS signature givenmessagem, theverifier
checksif (92,pk,H(m),o) isaDiffie-Hellmanquadruple, whichwillbethecasethate(o,92) =
e(H(m),pk) holds.

0 ==

A thresholdsignatureschemeis computinga signatureamonga groupof independentnodes
MPC. Consideringthe differentprocessesof varioussignatureschemes, the constructionof their
thresholdversionswill beverydissimilar. Forexample, thethresholdECDSAinvolveshomomorphic
multiplicationof encryptedmessagesresultingin a complexsub-protocolcalledMultiplicativeto
Additive(MtA). It takesseveralroundsofsynchronouscommunicationsto process. Asfor theBLS
signature, thanksto thehomomorphicproperty, thethresholdBLSsignatureis neatandclear. Its
sub-proceduresareasfollows.

t

II ik
k = 0

aik
92

Sij to

DistributedKey GenerationThen partiesjointlyexecuteAlgorithm1togenerateagroup
publickeypk € G2, a virtual privatekeysk€ Z , andtheir sharespk�ð, sk�ð.

Partial Signature Generation To signa messagem, eachpartyP; individuallysignsthe
partialBLSsignatureoi =sk�ð× H(m) byhisprivatekeysharesk�ð.

t

Partial Signature Verification TovalidateapartialBLSsignature, oneusesthecorrespond
ingpublickeyshareto checkif e(H(m),pk;) = e(0 •.92) holds.

m=0,m# k

Signature Reconstruction To reconstructtheBLSsignatureo onm, onehasto collectt + 1
validandindependentpartialsignatures, thencompute
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VerificationTo verifythevalidityof a BLSsignature�ßonagivenmessagem, theverifier
checksif (92,pk,H(m),o) isaDiffie-Hellmanquadruple, whichwillbethecasethate(0,92)
e(H(m),pk) holds.

=

Thanksto the propertiesof Feldman'sVSSscheme, the generatedsignatureo is identicalno
matterwhichpartial signaturesarechosenduringreconstruction. Meanwhile, the determinismof
BLSsignaturealsoguaranteesthe immutabilityof thethresholdsignaturenomatterwhatkindsof
(computationallybounded) attacksareconducted. Wenowhaveadecentralized, verifiable, tamper
proofthresholdBLSsignaturescheme.

5 ARPA NetworkSystemDesign
TheARPANetworkis designedandimplementedasa distributedsystemto processthe threshold
BLSsignaturescheme, asshownin Figure1. Thenetworkis compatiblewith anysmart-contract
capableblockchain. Theonly requirementto supporta newblockchainis the creationof a smart
contractto integratethe ARPA Networkwith the targetblockchain. Logically, the ARPA Network
hastwo layers: the servicelayerandthe provisionlayer. Theservicelayerconductsthe above
mentionedthresholdBLSsignaturescheme,whiletheprovisionlayermanagesthenodesandreliably
broadcastsinformationthrough blockchain.

Whenintegratingwith a blockchain, TheARPA Networkneedsa "controller" smartcontractto
manageits dynamicglobalstates. Onahighlevel, thesedynamicglobalstatesincludenodeinfor
mation, groupinformation, andall BLSsignaturetasks. Eachunregisterednodedirectlyinteracts
with the "controller" to registerthemselvesinto the ARPA Networkanddiscoverthe information
neededto communicatewith other registerednodes.

Forhigherthroughputandbetterserviceavailability, thenodesin theARPAnetworkaresplit
into multiplegroupsto handleBLSsignaturetasksin parallel. The "controller" is alsoresponsible
for initiatingthegroupingof thenodesandstoringthegroupinformation. Thegroupingprocess
is essentiallya DKGprocess. A "coordinator" smartcontractis deployedad-hocto coordinatea
subsetof nodesthroughthe differentphasesof the DKG process, thensubmitsthe proofof DKG
completionto the "controller" for verification.

The "controller" alsoactsasanAPI endpointwhichprovidesBLSsignatureservicesto other
DAppclients. TheDAppclientrequeststheBLSsignaturebycallingtheirsmartcontractextending
our "consumer" smartcontract, whichin turn callsthe underlying"controller" APIs. The "con
troller" assignsthe BLSsignaturetaskto a specificgroup. Eachgroupednodemonitorsthe BLS
signaturetaskeventemittedby the "controller" andstartsa BLSsignaturetaskif it belongsto the
assignedgroup, thensubmitsthe signatureto the "controller" uponcompletion. The "controller"
thenreturnstheresultsto thecallerDApps. A backupmechanismis alsoin placeif the assigned
groupfailsto fulfill the requestwithin a reasonabletime.

6 Randcast

TheARPANetworkcanbeleveragedtobuildavarietyofapplications. A distributedrandomnumber
generator(DRNG) isonepossibleusecase. Likethephysicalworld,wherethewholeuniverseisbuilt
uponrandommotionsof molecules, randomnumbersareubiquitousandessentialin cyberspace.
A trustworthyandreliablepseudo-randomnumbergeneratoris a cornerstoneto both blockchain
infrastructuresaswellasthe applicationsbuilt uponit . In this section, wepresentRandcast, a
randomnessgenerationapplicationof the ARPA Network.

An easyapproachto generatinga randomnumberis througha trustedthird party. However,
centralizedrandomnessgenerationsuffersfromtrust degradationwith a concernfor the backdoors.
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Figure1: A high-levelarchitecturalviewoftheARPANetwork(thisarchitecturediagrammayneed
a change)

Whenusedin a distributedsystem, a DRNGis desirable, andthe thresholdBLSsignatureis a
cryptographicprimitiveto buildone. RandcastleveragestheARPANetworkto providerandomness
service. Oncethe networkreceivesa seedfor a randomnumbergenerationtask, onegroupis called
to generatea signatureonthe seed. Thesignaturecanthenbeusedasa deterministic, verifiable,
unforgeablerandomnumber. Inheritingfromthe thresholdsignaturenetwork, Randcasthasthe
followingfeatures.

%ÏDecentralization: Randcastproducesrandomnumbersin a decentralizedmanner. Entropy
is gatheredfrommultipleentitieslocatedin differentregionsrunningindividualnodes. This
manneroffersunpredictabilityandfairnessat thephysicallevel.

• Uniqueness: Randcastgeneratesrandomnumbersdependingonlyonrequestmessagesandnode
secrets. Givencertainsigninggroupanduserinput, the randomnessis uniqueandtamper
proof, whichmitigatescorruptioninsidethenetwork.

%ÏVerifiability: Randcastallowseveryoneto checkthevalidityof therandomnumber. Byvirtue
of underlyingcryptographicprimitive, Therandomnumberis unlikelyto beforgedor manip
ulated .
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• Non-interactive: Randcastavoidsheavysynchronouscommunicationin therandomgeneration
phase. A non-interactiveprocedureguaranteesa betterservicestatus.

%ÏHighavailability: Randcasthasa highavailabilitythanksto its decentralizationandnon
interactivity. As the networkgrows, downtimewill reduceaccordingly.

Multi-ChainSupport: Randcastis designed adaptto multiplechains, allowingdevelopers
frommultipleecosystemsto cast"randomness" spells. Our underlyingthresholdsignature
networkwill keepconsistencybetweenthedifferentdatareplicas.



A BLS 12-381specification

BLS12-381isaspecificcurveofapairing-friendlycurvefamily. It hasanembeddeddegreeas12and
a381-bit fieldprime. Thepublicparametersareoutlinedasfollows[4].

u = -0x

k :

9 = 0x

r = Ox

E(F •) :=
Fq² =

E' (Fq²) :=

References

d2010000 00010000

12

1a0111ea 397fe69a 4b1ba7b6 434bacd7 64774b84 f38512bf 6730d2a0

f6b0f624 leabfffe b153ffff b9feffff ffffaaab

73eda753 299d7d48 3339d808 09a1d805 53bda402 fffe5bfe ffffffff

00000001

y²= 3= x +4

Fa[i ]/(x² + 1)
3y²= x³.= x³ +4(i + 1)

[1] Jean-PhilippeAumasson, AdrianHamelink, andOmerShlomovits. A surveyofecdsathreshold
signing. CryptologyePrintArchive, 2020.

[2] Dan Boneh, Manu Drijvers, and GregoryNeven. Compactmulti-signaturesfor smaller
blockchains. In InternationalConferenceon the TheoryandApplicationof Cryptologyand
InformationSecurity, pages435-464. Springer, 2018.

[3] DanBoneh, SergeyGorbunov, RiadS.Wahby, HoeteckWee, ChristopherA.Wood, andZhenfei
Zhang. BLS Signatures. Internet-Draft draft-irtf-cfrg-bls-signature-05, InternetEngineering
Task Force, June2022.Work in Progress.

[4] SeanBowe.BLS12-381: Newzk-SNARKEllipticCurveConstruction.https :// electriccoin .
co/blog/new-snark-curve/ , 2017.[Online; accessed31-May-2022].

[5] GabrielBracha. Anasynchronous[(n-1)/3]-resilientconsensusprotocol. In Proceedingsofthe
thirdannualACMsymposiumonPrinciplesofdistributedcomputing, pages154–162, 1984.

[6] ChristianCachin, KlausKursawe, AnnaLysyanskaya, andRetoStrobl. Asynchronousverifiable
secretsharingandproactivecryptosystems. In Proceedingsof the9thACM Conferenceon
ComputerandCommunicationsSecurity, pages88-97, 2002.

[7] MiguelCastro, BarbaraLiskov, et al. Practicalbyzantinefault tolerance. In OsDI, volume99,
pages173-186, 1999.

[8] IvanDamgårdandMaciejKoprowski.Practicalthresholdrsasignatureswithoutatrusteddealer.
In InternationalConferenceontheTheoryandApplicationsofCryptographicTechniques,pages
152-165. Springer, 2001.

[9] DavidGalindo, JiaLiu, MihairOrdean, andJin-MannWong. Fullydistributedverifiableran
domfunctionsandtheir applicationto decentralisedrandombeacons. In 2021IEEE European
SymposiumonSecurityandPrivacy(EuroS&P), pages88–102. IEEE, 2021.



[10] RosarioGennaroandStevenGoldfeder. Fastmultipartythresholdecdsawith fasttrustless
setup. In Proceedingsofthe2018ACMSIGSACConferenceonComputerandCommunications
Security, pages1179-1194, 2018.

[11] RosarioGennaro, StanislawJarecki, HugoKrawczyk, andTal Rabin. Securedistributedkey
generationfordiscrete-logbasedcryptosystems. Journalof Cryptology, 20(1):51-83, 2007.

[12] AniketKateandIanGoldberg. Distributedkeygenerationfor theinternet. In 200929thIEEE
InternationalConferenceonDistributedComputingSystems, pages119–128. IEEE, 2009.

[13] AniketKate, YizhouHuang, andIanGoldberg. Distributedkeygenerationin thewild. Cryp
tologyePrintArchive, 2012.

[14] AlfredMenezes. Anintroductiontopairing-basedcryptography. Recenttrendsin cryptography,
477:47-65, 2009.

[15] TorbenPrydsPedersen. Non-interactiveandinformation-theoreticsecureverifiablesecretshar
ing. In Annualinternationalcryptologyconference, pages129–140. Springer, 1991.

[16] TorbenPrydsPedersen. A thresholdcryptosystemwithoutatrustedparty. In Workshoponthe
TheoryandApplicationofof CryptographicTechniques, pages522–526. Springer, 1991.

[17] DouglasR StinsonandRetoStrobl. Provablysecuredistributedschnorrsignaturesanda (t , n)
thresholdschemefor implicitcertificates. In AustralasianConferenceonInformationSecurity
andPrivacy, pages417-434. Springer, 2001.

[18] TheKeepNetworkTeam. TheKeepRandomBeacon: AnImplementationofaThresholdRelay.
https://docs.keep.network/random-beacon/, 2022.[Online; accessed31-Aug-2022].

9


