
Bitrock Blockchain
The last few years saw a surge in the number of Ethereum layer 2 (side chain) solutions, aiming to 
address different drawbacks of the Ethereum chain such as speed, scalability, and cost. Many of 
those side chains have managed to improve certain aspects but not (or sometimes at the expense 
of) others, and many have not stood the test of time - with lessened long-term sustainability and 
adoption. This adds to the ongoing scarcity of reliable, robust, and scalable L2 blockchains. On top 
of all, most of these solutions launched through private sales, large-raise presales, or VC (Venture 
Capital) backings, and therefore may have started out at fairly high market capitalizations – which 
alienates a significant portion of the average retail investor demographic (with average capital in 
the market) since such high starting valuations are typically perceived as not likely to lead to a 
worthwhile ROI.

To provide a holistic and more comprehensive approach to the latest in L2 solutions, Bitrock 
stepped in as a novel and innovative Ethereum side chain solution. Having stealth launched in July 
2023 with no presale, private sale, or VC backing, not only is Bitrock functionally superior to many 
other L2 chains on the market, but it also presents itself as a highly viable and currently 
undervalued investment opportunity with high ROI potential when compared with the valuations its 
more seasoned peers have achieved over the years.

After rigorous Testnet testing, Bitrock launched with a live Testnet, and released the Mainnet just 3 
days later, boasting a highly impressive 2 second block time and near-zero gas fees (~0.000001 
GWEI), redefining native chain transaction speed and cost norms. Soon, users will be able to bridge 
the ERC-20 BROCK to native BROCK through the upcoming chain bridge in partnership with 
Sphynx labs. In addition, the team is working to soon release an innovative BROCK multichain DEX 
(swap), where cryptocurrencies can be traded directly on their native chains without the need to 
use DEX's native to those chains, hold native chain tokens, or pay gas fees in those native tokens. 
All of the former can be handled through Bitrock's native multichain DEX, and all gas is equalized 
from other chains and paid in BROCK. Additional Bitrock utilities (chain related, DEX related, and 
otherwise) are still under development and will be rolled out in due time.

With plenty of prep work done ahead of launch, and a solid track record since launch by a highly 
competent, motivated, and dedicated team, Bitrock plans to test the limits of what an Ethereum L2 
solution can attain in cost-effectiveness, convenience, scalability, and speed.
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Consensus Algorithm

Bitrock blockchain uses IBFT 2.0 proof of authority (PoA) consensus where energy use is more 
efficient than proof of work (PoW) networks. In IBFT 2.0 networks, approved accounts, known as 
validators, validate transactions and blocks. Validators take turns to create the next block. Before 
inserting the block onto the chain, a super-majority of validators must first sign the block. The 
validator group will grow over time as additional validators are added. Bitrock offers rewards to 
approved accounts known as validators of 100000000000000 Wei or 0.0001 BROCK every 2s 
block validated.

Bitrock also supports Ethereum Virtual Machine (EVM) compatible applications, allowing you to 
deploy smart contracts or WEB3 Applications compatible with EVM and all Ethereum tools like 
Metamask, Truffle and others.

Framework Architecture
The following diagram outlines the high-level architecture of the Network.

The Difference
The following diagram outlines the difference between PoW and IBFT 2.0 PoA in performance 
scale.
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Running Full Node

Prerequisites

Java JDK - version 19 or higher. 
Java 17+. You can install Java using brew install openjdk . Alternatively, you can manually 
install the .Java JDK

Hyperledger Besu Engine.

500 GB of disk space and 12 GB RAM is recommended.

Ubuntu 20.04 or MacOS High Sierra 10.13 or later versions.

Tip before running in Linux:

If synchronizing to Mainnet on Linux or other chains with large data requirements, increase the 
maximum number of open files allowed using ulimit . If the open files limit is not high enough, a 
Too many open files  RocksDB exception occurs.

Get Started
Bitrock-Mainnet Genesis File: ​https://bit-rock.io/mainnetgenesis.json

1. Create Directory

mkdir bitrock_node
cd bitrock_node
wget https://bit-rock.io/mainnetgenesis.json

2. Create Configuration File

Create a chain_config.toml with the following options:

#Enode Pointing
bootnodes=
["enode://1fd6bfa1ac606ab3cdbbbacef1b27a1e38b0ac54d5c1a361d07a27211b54b4817aa9b14e596f2
3c7020d246998f5224ae18882b181dad2ee940d774a085eb7bd@206.81.20.253:30303"]

#Bitrock Genesis File
genesis-file="[PATH]/mainnetgenesis.json"

#Data directory
data-path="[PATH]/bitrock_node

#Chain Configuration 
rpc-http-enabled=true
rpc-ws-enabled=true
host-allowlist=["*"]
sync-mode=["FULL"]
rpc-http-host=["0.0.0.0"]
rpc-ws-host=["0.0.0.0"]
rpc-http-cors-origins=["all"]

#API Method
rpc-http-api=["ETH","NET","WEB3","ADMIN","IBFT","TXPOOL","DEBUG","TRACE"]
rpc-ws-api=["ETH","NET","WEB3","ADMIN","IBFT","TXPOOL","DEBUG","TRACE"]

3. Start Node

besu --config-file=chain_config.toml

4. Run in a Service System

nano /etc/systemd/system/bitrockfullnode.service

[Unit]
Description= bitrock full node 

[Service]
Type=simple
User=root
Restart=always
ExecStart=[PATH]/besu --config-file=[PATH]/chain_config.toml 

[Install]
WantedBy=default.target

5. Confirm Bitrock Network is Running

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_gasPrice","params":[],"id":53}' 
http://127.0.0.1:8545

Response:

{
  "jsonrpc" : "2.0",
  "id" : 53,
  "result" : "0x3e8"
}

Request to become a Validator:  info@bit-rock.io
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Connect to Chain

MetaMask can access many more networks other than just the Ethereum mainnet - any EVM-
compatible network can be added. The abbreviation RPC stands for Remote Procedure Call, a set 
of protocols that allow a client (such as MetaMask) to interact with a blockchain.

Bitrock Testnet 

Network Name Bitrock Testnet

Symbol BROCK

RPC Endpoints https://testnet.bit-rock.io

Websocket Endpoint wss://testnet.bit-rock.io/ws/

Chain ID 7771

Block Explorer ​ ​https://testnetscan.bit-rock.io

Faucet ​ ​https://faucet.bit-rock.io/

Bitrock Mainnet

Network Name Bitrock Mainnet

Symbol BROCK

RPC Endpoints https://connect.bit-rock.io

Websocket Endpoint wss://connect.bit-rock.io/ws/

Chain ID 7171

Block Explorer ​ ​https://scan.bit-rock.io

JSON-RPC Method

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_gasPrice","params":[],"id":53}' https://connect.bit-rock.io
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API Method
The API Method allows you to interact with the Bitrock Blockchain.

ADMIN  methods​

admin_addPeer ​

If connections are timing out, ensure the node ID in the enode URL is correct.

Parameters​

enode : - String = 
enode://1fd6bfa1ac606ab3cdbbbacef1b27a1e38b0ac54d5c1a361d07a27211b54b4817aa9b14e596
f23c7020d246998f5224ae18882b181dad2ee940d774a085eb7bd@206.81.20.253:30303

Returns​

result : boolean - true  if peer added or false  if peer already a static node

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_addPeer","params":["
enode://1fd6bfa1ac606ab3cdbbbacef1b27a1e38b0ac54d5c1a361d07a27211b54b4817aa9b14e596f23c7
"],"id":1}' https://connect.bit-rock.io

admin_changeLogLevel ​

Changes the log level without restarting Besu. You can change the log level for all logs, or you can 
change the log level for specific packages or classes.

You can specify only one log level per RPC call.

Parameters​

level : string - log level

log_filter : array - (optional) packages or classes for which to change the log level

Returns​

result : string - Success  if the log level has changed, otherwise error

The following example changes the debug level for specified classes to DEBUG .

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0", "method":"admin_changeLogLevel", "params":["DEBUG

The following example changes the debug level of all logs to WARN .

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_changeLogLevel","params":["WARN"],

admin_generateLogBloomCache ​

Generates cached log bloom indexes for blocks. APIs such as eth_getLogs  and 
eth_getFilterLogs  use the cache for improved performance.

Note

Each index file contains 100000 blocks. The last fragment of blocks less than 100000 are not 
indexed.

Parameters​

startBlock : string - block to start generating indexes

endBlock : string - block to stop generating indexes

Returns​

result : object - log bloom index details:

startBlock : string - starting block for the last requested cache generation

endBlock : string - ending block for the last requested cache generation

currentBlock : string - most recent block added to the cache

indexing : boolean - indicates if indexing is in progress

boolean - indicates acceptance of the request from this call to generate the cache

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{jsonrpc":"2.0","method":"admin_generateLogBloomCache", "params":["

admin_logsRemoveCache ​

Removes cache files for the specified range of blocks.

Parameters​

fromBlock : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

toBlock : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

You can skip a parameter by using an empty string, "" . If you specify:

No parameters, the call removes cache files for all blocks.

Only fromBlock , the call removes cache files for the specified block.

Only toBlock , the call removes cache files from the genesis block to the specified block.

Returns​

result : object - Cache Removed  status or error .

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_logsRemoveCache","params":["1", "1

admin_logsRepairCache ​

Repairs cached logs by fixing all segments starting with the specified block number.

Parameters​

startBlock : string - decimal index of the starting block to fix; defaults to the head block

Returns​

result : object - status of the repair request; Started  or Already running

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_logsRepairCache","params":["1200"]

admin_nodeInfo ​

Returns networking information about the node. The information includes general information 
about the node and specific information from each running Ethereum sub-protocol (for example, 
eth ).

Parameters​

None

Returns​

result : object - node object with the following fields:

enode : string - enode URL of the node

listenAddr : string - host and port for the node

name : string - client name

id : string - node public key

ports : object - peer discovery and listening ports

protocols : object - list of objects containing information for each Ethereum sub-protocol

Note

If the node is running locally, the host of the enode  and listenAddr  display as [::]  in the 
result. When advertising externally, the external address displayed for the enode  and 
listenAddr  is defined by --nat-method .

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_nodeInfo","params":[],"id":1}' htt

admin_peers ​

Returns networking information about connected remote nodes.

Parameters​

None

Returns​

result : array of objects - list of objects returned for each remote node, with the following fields.

version : string - P2P protocol version

name : string - client name

caps : array of strings - list of Ethereum sub-protocol capabilities

network : object - local and remote addresses established at time of bonding with the peer 
(the remote address might not match the hex value for port ; it depends on which node 
initiated the connection.)

port : string - port on the remote node on which P2P discovery is listening

id : string - node public key (excluding the 0x  prefix, the node public key is the ID in the 
enode URL enode://<id ex 0x>@<host>:<port> .)

protocols : object - current state of peer including difficulty  and head  ( head  is the 
hash of the highest known block for the peer.)

enode : string - enode URL of the remote node

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_peers","params":[],"id":1}' https:

admin_removePeer ​

Removes a static node.

Parameters​

enode : string - enode URL of peer to remove

Returns​

result : boolean - true  if peer removed or false  if peer not a static node

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"admin_removePeer","params":["enode://f59

DEBUG  methods​

The DEBUG  API methods allow you to inspect and debug the network. The DEBUG  API is a more 
verbose alternative to the TRACE  API, and its main purpose is compatibility with tools such as 
Remix. Where these APIs overlap, we recommend using the TRACE  API for production use over the 
DEBUG  API. Specifically, we recommend trace_block  over debug_traceBlock , and 
trace_transaction  over debug_traceTransaction .

Note

The DEBUG  API methods are not enabled by default for JSON-RPC. To enable the DEBUG  API 
methods, use the --rpc-http-api  or --rpc-ws-api  options.

debug_accountAt ​

Returns account information at the specified index of the specified block.

Parameters​

blockHashOrNumber : string - block hash or number at which to retrieve account information

txIndex : number - transaction index at which to retrieve account information

address : string - contract or account address for which to retrieve information

Returns​

result : object - account details object with the following fields:

code : data - code for the account. Displays 0x0  if the address is an externally owned 
account.

nonce : quantity - number of transactions made by the account before this one

balance : quantity - balance of the account in Wei

codehash : data - code hash for the account

This example uses an externally owned account address for the address  parameter.

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_accountAt","params":["0xc8df1f061a

This example uses a contract address for the address  parameter.

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_accountAt","params":["0x2b76b3a2fc

debug_accountRange ​

Retesteth uses debug_accountRange  to implement debugging.

Returns the accounts for a specified block.

Parameters​

blockHashOrNumber : string - block hash or number at which to retrieve account information

txIndex : number - transaction index at which to retrieve account information

address : string - address hash from which to start

limit : integer - maximum number of account entries to return

Returns​

result : object - account details object with the following fields:

addressMap : map of strings to strings - map of address hashes and account addresses

nextKey : string - hash of the next address if any addresses remain in the state, otherwise 
zero

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_accountRange","params":["12345", 0

debug_batchSendRawTransaction ​

Sends a list of signed transactions. This is used to quickly load a network with a lot of transactions. 
This does the same thing as calling eth_sendRawTransaction  multiple times.

Parameters​

data : string - signed transaction data array

Returns​

result : array of objects - object returned for each transaction, with the following fields:

index : string - index of the transaction in the request parameters array

success : boolean - indicates whether or not the transaction has been added to the 
transaction pool

errorMessage : string - (optional) error message

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_batchSendRawTransaction","params":

debug_getBadBlocks ​

Returns a list of invalid blocks. This is used to detect and analyze consensus flaws.

Parameters​

None

Returns​

result : array of objects - list of block objects

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_getBadBlocks","params":[],"id":1}

debug_getRawBlock ​

Returns the RLP encoding of the specified block.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : object - RLP-encoded block object

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_getRawBlock","params":["0x32026E"]

Returns the RLP encoding of the header of specified block.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : string - RLP-encoded block header or error

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_getRawHeader","params":["0x32026E"

debug_metrics ​

Returns metrics providing information on the internal operation of Besu.

The available metrics might change over time. The JVM metrics might vary based on the JVM 
implementation used.

The metric types are:

Timer

Counter

Gauge

Parameters​

None

Returns​

result : object - metrics object

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_metrics","params":[],"id":1}' http

debug_replayBlock ​

Re-imports the block matching the specified block number, by rolling the head of the local chain 
back to the block right before the specified block, then importing the specified block.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : string - Success  or error

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_replayBlock","params":["0x1"],"id"

debug_resyncWorldstate ​

Triggers a re-synchronization of the world state while retaining imported blocks. This is useful if 
there are world state database inconsistencies (for example, Bonsai database issues).

Parameters​

None

Returns​

result : string - Success  or error

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_resyncWorldstate","params":[],"id"

debug_setHead ​

Sets the current head of the local chain to the block matching the specified block number.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : string - Success  or error

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_setHead","params":["0x1"],"id":1}

debug_standardTraceBlockToFile ​

Generates files containing the block trace. A separate file is generated for each transaction in the 
block.

You can also specify a trace file for a specific transaction in a block.

Use debug_standardTraceBadBlockToFile  to view the trace for an invalid block.

Parameters​

blockHash : string - block hash

txHash : string - (optional) transaction hash; if omitted, a trace file is generated for each 
transaction in the block.

disableMemory : boolean - (optional) specifies whether to capture EVM memory during the trace; 
defaults to true

Returns​

result : string - location of the generated trace files

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_standardTraceBlockToFile","params"
"txHash": "0x4ff04c4aec9517721179c8dd435f47fbbfc2ed26cd4926845ab687420d5580a6", "disable

debug_standardTraceBadBlockToFile ​

Generates files containing the block trace of invalid blocks. A separate file is generated for each 
transaction in the block.

Use debug_standardTraceBlockToFile  to view the trace for a valid block.

Parameters​

blockHash : string - block hash

Returns​

result : string - location of the generated trace files

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_standardTraceBadBlockToFile","para

debug_storageRangeAt ​

Remix uses debug_storageRangeAt  to implement debugging. Use the Debugger tab in Remix 
instead of calling debug_storageRangeAt  directly.

Returns the contract storage for the specified range.

Parameters​

blockHash : string - block hash

txIndex : number - transaction index from which to start

address : string - contract address

startKey : string - start key

limit : number - number of storage entries to return

Returns​

result : object - range object.

curl HTTP request

wscat WS request

JSON result

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_storageRangeAt","params":["0x2b76b

debug_traceBlock ​

Returns full trace of all invoked opcodes of all transactions included in the block.

Parameters​

block : string - RLP of the block

options : object - request options object with the following fields (all optional and default to 
false ):

disableStorage : boolean - true  disables storage capture.

disableMemory : boolean - true  disables memory capture.

disableStack  : boolean - true  disables stack capture.

Returns​

result : object - trace object

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_traceBlock","params":["0xf90277f90

debug_traceBlockByHash ​

Returns full trace of all invoked opcodes of all transactions included in the block.

Parameters​

blockHash : string - block hash

options : object - request options object with the following fields (all optional and default to 
false ):

disableStorage : boolean - true  disables storage capture.

disableMemory : boolean - true  disables memory capture.

disableStack  : boolean - true  disables stack capture.

Returns​

result : array of objects - list of trace objects

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_traceBlockByHash","params":["0xace

debug_traceBlockByNumber ​

Returns full trace of all invoked opcodes of all transactions included in the block.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

options : object - request options object with the following fields (all optional and default to 
false ):

disableStorage : boolean - true  disables storage capture.

disableMemory : boolean - true  disables memory capture.

disableStack  : boolean - true  disables stack capture.

Returns​

result : array of objects - list of trace objects

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"debug_traceBlockByNumber","params":["0x7

ETH  methods​

The ETH  API methods allow you to interact with the blockchain.

Note

Methods with an equivalent GraphQL query include a GraphQL request and result in the method 
example. The parameter and result descriptions apply to the JSON-RPC requests. The GraphQL 
specification is defined in the schema.

eth_accounts ​

Returns a list of account addresses a client owns.

Parameters​

None

Returns​

result : array of strings - list of 20-byte account addresses owned by the client

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_accounts","params":[],"id":53}' http

eth_blockNumber ​

Returns the index corresponding to the block number of the current chain head.

Parameters​

None

Returns​

result : string - hexadecimal integer representing the index corresponding to the block number 
of the current chain head

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_blockNumber","params":[],"id":51}' c

eth_call ​

Invokes a contract function locally and does not change the state of the blockchain.

You can interact with contracts using eth_sendRawTransaction  or eth_call .

If revert reason is enabled with --revert-reason-enabled , the eth_call  error response 
includes the revert reason.

Parameters​

call : object - transaction call object

blockNumber  or blockHash : string - integer representing a block number, block hash, or one of 
the string tags latest , earliest , or pending , as described in block parameter

Note

By default, eth_call  does not fail if the sender account has an insufficient balance. This is done 
by setting the balance of the account to a large amount of ether. To enforce balance rules, set the 
strict  parameter in the transaction call object to true .

Returns​

result : string - return value of the executed contract

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_call","params":[{"to":"0x69498dd54bd

Example of a simulated contract creation

The following example creates a simulated contract by not including the to  parameter from the 
transaction call object in the call  parameter. Besu simulates the data to create the contract.

curl HTTP

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_call","params":[{"from":"0xfe3b557e8

eth_chainId ​

Returns the chain ID.

Parameters​

None

Returns​

result : string - chain ID in hexadecimal

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_chainId","params":[],"id":51}' curl 

eth_coinbase ​

Returns the client coinbase address. The coinbase address is the account to pay mining rewards 
to.

To set a coinbase address, start Besu with the --miner-coinbase  option set to a valid Ethereum 
account address. You can get the Ethereum account address from a client such as MetaMask or 
Bitrock Scan. For example:

Example

besu --miner-coinbase="0xfe3b557e8fb62b89f4916b721be55ceb828dbd73" --rpc-http-enabled

Parameters​

None

Returns​

result : string - coinbase address

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_coinbase","params":[],"id":53}' curl

eth_createAccessList ​

Creates an EIP-2930 access list that you can include in a transaction.

Parameters​

transaction : object - transaction call object

blockNumber  or blockHash : string - integer representing a block number, block hash, or one of 
the string tags latest , earliest , or pending , as described in block parameter.

Returns​

result : object - access list object with the following fields:

accessList : array of objects - list of objects with the following fields:

address : string - addresses to be accessed by the transaction

storageKeys : array - storage keys to be accessed by the transaction

gasUsed : string - approximate gas cost for the transaction if the access list is included

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"method":"eth_createAccessList","params":[{"from": "0xaeA8F8f78132

eth_estimateGas ​

Returns an estimate of the gas required for a transaction to complete. The estimation process does 
not use gas and the transaction is not added to the blockchain. The resulting estimate can be 
greater than the amount of gas the transaction ends up using, for reasons including EVM 
mechanics and node performance.

The eth_estimateGas  call does not send a transaction. You must call 
eth_sendRawTransaction  to execute the transaction.

If revert reason is enabled with --revert-reason-enabled , the eth_estimateGas  error 
response includes the revert reason.

Parameters​

For eth_estimateGas , all fields are optional because setting a gas limit is irrelevant to the 
estimation process (unlike transactions, in which gas limits apply).

call : object - transaction call object

Returns​

result : string - amount of gas used

The following example returns an estimate of 21000 wei ( 0x5208 ) for the transaction.

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_estimateGas","params":[{"from":"0xFE

The following example request estimates the cost of deploying a simple storage smart contract to 
the network. The data field contains the hash of the compiled contract you want to deploy. (You 
can get the compiled contract hash from your IDE, for example, Remix > Compile tab > details > 
WEB3DEPLOY.) The result is 113355 wei.

curl HTTP request

JSON result

curl -X POST \
https://connect.bit-rock.io \
-H 'Content-Type: application/json' \
-d '{
  "jsonrpc": "2.0",
  "method": "eth_estimateGas",
  "params": [{
    "from": "0x8bad598904ec5d93d07e204a366d084a80c7694e",
    "data": "0x608060405234801561001057600080fd5b5060e38061001f6000396000f3fe60806040526
  }],
  "id": 1
}'

eth_feeHistory ​

Returns base fee per gas and transaction effective priority fee per gas history for the requested 
block range, allowing you to track trends over time.

Parameters​

blockCount : integer or string - Number of blocks in the requested range. Between 1 and 1024 
blocks can be requested in a single query. If blocks in the specified block range are not 
available, then only the fee history for available blocks is returned. Accepts hexadecimal or 
integer values.

newestBlock : string - Integer representing the highest number block of the requested range 
or one of the string tags latest , earliest , or pending , as described in block parameter.

array  of integers  - (optional) A monotonically increasing list of percentile values to sample 
from each block's effective priority fees per gas in ascending order, weighted by gas used.

Returns​

result : object - Fee history results object.

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_feeHistory","params": ["0x5", "lates

eth_gasPrice ​

Returns a percentile gas unit price for the most recent blocks, in Wei. By default, the last 100 
blocks are examined and the 50th percentile gas unit price (that is, the median value) is returned.

If there are no blocks, the value for --min-gas-price  is returned. The value returned is 
restricted to values between --min-gas-price  and --api-gas-price-max . By default, 1000 
Wei and 500GWei.

Use the --api-gas-price-blocks , --api-gas-price-percentile  , and --api-gas-
price-max  command line options to configure the eth_gasPrice  default values.

Parameters​

None

Returns​

result : string - percentile gas unit price for the most recent blocks, in Wei, as a hexadecimal 
value

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_gasPrice","params":[],"id":53}' http

eth_getBalance ​

Returns the account balance of the specified address.

Parameters​

address : string - 20-byte account address from which to retrieve the balance

blockNumber  or blockHash : string - integer representing a block number, block hash, or 
one of the string tags latest , earliest , or pending , as described in block parameter

Returns​

result : string - current balance, in Wei, as a hexadecimal value

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getBalance","params":["0xfe3b557e8fb

eth_getBlockByHash ​

Returns information about the block matching the specified block hash.

Parameters​

hash : string - 32-byte hash of a block

verbose : boolean - if true , returns the full transaction objects; if false , returns the 
transaction hashes

Returns​

result : object - block object, or null  when there is no block

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getBlockByHash","params":["0xd5f1812

eth_getBlockByNumber ​

Returns information about the block matching the specified block number.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , pending , finalized , or safe  as described in block parameter

verbose : boolean - if true , returns the full transaction objects; if false , returns only the 
hashes of the transactions.

Returns​

result : object - block object, or null  when there is no block.

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getBlockByNumber","params":["0x68B3"

eth_getBlockTransactionCountByHash ​

Returns the number of transactions in the block matching the specified block hash.

Parameters​

hash : string - 32-byte block hash

Returns​

result : number - integer representing the number of transactions in the specified block, or 
null  if no matching block hash is found

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getBlockTransactionCountByHash","par

eth_getBlockTransactionCountByNumber ​

Returns the number of transactions in a block matching the specified block number.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : string - integer representing the number of transactions in the specified block, or null  
if no matching block number is found

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getBlockTransactionCountByNumber","p

eth_getCode ​

Returns the code of the smart contract at the specified address. Besu stores compiled smart 
contract code as a hexadecimal value.

Parameters​

address : string - 20-byte contract address

blockNumber  or blockHash : string - integer representing a block number, block hash, or one of 
the string tags latest , earliest , or pending , as described in block parameter

Returns​

result : data - code stored at the specified address

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getCode","params":["0xa50a51c09a5c45

eth_getFilterChanges ​

Polls the specified filter and returns an array of changes that have occurred since the last poll.

Parameters​

filterId : string - filter ID

Returns​

result : array of strings or objects - if nothing changed since the last poll, an empty list; 
otherwise:

For filters created with eth_newBlockFilter , returns block hashes.

For filters created with eth_newPendingTransactionFilter , returns transaction hashes.

For filters created with eth_newFilter , returns log objects.

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getFilterChanges","params":["0xf8bf5

eth_getFilterLogs ​

Returns an array of logs for the specified filter.

Leave the --auto-log-bloom-caching-enabled  command line option at the default value of 
true  to improve log retrieval performance.

Note

eth_getFilterLogs  is only used for filters created with eth_newFilter . To specify a filter 
object and get logs without creating a filter, use eth_getLogs .

Parameters​

filterId : string - filter ID

Returns​

result : array of objects - list of log objects

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getFilterLogs","params":["0x5ace5de3

eth_getLogs ​

Returns an array of logs matching a specified filter object.

Leave the --auto-log-bloom-caching-enabled  command line option at the default value of 
true  to improve log retrieval performance.

caution

Using eth_getLogs  to get logs from a large range of blocks, especially an entire chain from its 
genesis block, might cause Besu to hang for an indeterminable amount of time while generating 
the response. We recommend setting a range limit using the --rpc-max-logs-range  option (or 
leaving it at its default value of 1000).

Parameters​

filterOptions : object - filter options object

Returns​

result : array of objects - list of log objects

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getLogs","params":[{"fromBlock":"ear

eth_getMinerDataByBlockHash ​

Returns miner data for the specified block.

Parameters​

hash : string - 32-byte block hash

Returns​

result : object - miner data object

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method": "eth_getMinerDataByBlockHash","params": 

eth_getMinerDataByBlockNumber ​

Returns miner data for the specified block.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : object - miner data object

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method": "eth_getMinerDataByBlockNumber","params"

eth_getProof ​

Returns the account and storage values of the specified account, including the Merkle proof.

The API allows IoT devices or mobile apps which are unable to run light clients to verify responses 
from untrusted sources, by using a trusted block hash.

Parameters​

address : string - 20-byte address of the account or contract

keys : array of strings - list of 32-byte storage keys to generate proofs for

blockNumber  or blockHash : string - integer representing a block number, block hash, or one of 
the string tags latest , earliest , or pending , as described in block parameter

Returns​

result : object - account details object with the following fields:

balance : string - account balance

codeHash : string - 32-byte hash of the account code

nonce : string - number of transactions sent from the account

storageHash : string - 32-byte SHA3 of the storageRoot

accountProof : array of strings - list of RLP-encoded Merkle tree nodes, starting with the 
stateRoot

storageProof : array of objects - list of storage entry objects with the following fields:

key : string - storage key

value : string - storage value

proof : array of strings - list of RLP-encoded Merkle tree nodes, starting with the 
storageHash

curl HTTP

wscat WS

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method": "eth_getProof","params": [
"0a8156e7ee392d885d10eaa86afd0e323afdcd95", ["0x0000000000000000000000000000000000000000

eth_getStorageAt ​

Returns the value of a storage position at a specified address.

Parameters​

address : string - 20-byte storage address

index : string - integer index of the storage position

blockNumber  or blockHash : string - integer representing a block number, block hash, or one of 
the string tags latest , earliest , or pending , as described in block parameter

Returns​

result  : string - value at the specified storage position

Calculating the correct position depends on the storage you want to retrieve.

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method": "eth_getStorageAt","params": ["0x‭3B3F3E‬"

eth_getTransactionByBlockHashAndIndex ​

Returns transaction information for the specified block hash and transaction index position.

Parameters​

block : string - 32-byte hash of a block

index : string - integer representing the transaction index position

Returns​

result : object - transaction object, or null  when there is no transaction

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getTransactionByBlockHashAndIndex","

eth_getTransactionByBlockNumberAndIndex ​

Returns transaction information for the specified block number and transaction index position.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

index : string - transaction index position

Returns​

result : object - transaction object, or null  when there is no transaction

This request returns the third transaction in the 82990 block on the Bitrock Chain. You can also 
view this block and transaction on Bitrock Scan.

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getTransactionByBlockNumberAndIndex"

eth_getTransactionByHash ​

Returns transaction information for the specified transaction hash.

Parameters​

transaction : string - 32-byte transaction hash

Returns​

result : object - transaction object, or null  when there is no transaction

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getTransactionByHash","params":["0xa

eth_getTransactionCount ​

Returns the number of transactions sent from a specified address. Use the pending  tag to get 
the next account nonce not used by any pending transactions.

Parameters​

address : string - 20-byte account address

blockNumber  or blockHash : string - integer representing a block number, block hash, or one of 
the string tags latest , earliest , or pending , as described in block parameter

Returns​

result : string - integer representing the number of transactions sent from the specified address

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getTransactionCount","params":["0xc9

eth_getTransactionReceipt ​

Returns the receipt of a transaction by transaction hash. Receipts for pending transactions are not 
available.

If you enabled revert reason, the receipt includes available revert reasons in the response.

Parameters​

transaction : string - 32-byte hash of a transaction

Returns​

result : object - transaction receipt object, or null  when there is no receipt

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getTransactionReceipt","params":["0x

eth_getUncleByBlockHashAndIndex ​

Returns uncle specified by block hash and index.

Parameters​

block : string - 32-byte block hash

uncleIndex : string - index of the uncle

Returns​

result : object - block object

note

Uncles don't contain individual transactions.

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getUncleByBlockHashAndIndex","params

eth_getUncleByBlockNumberAndIndex ​

Returns uncle specified by block number and index.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

uncleIndex : string - index of the uncle

Returns​

result : object - block object

note

Uncles do not contain individual transactions.

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getUncleByBlockNumberAndIndex","para

eth_getUncleCountByBlockHash ​

Returns the number of uncles in a block from a block matching the given block hash.

Parameters​

block : string - 32-byte block hash

Returns​

result : string - integer representing the number of uncles in the specified block

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getUncleCountByBlockHash","params":[

eth_getUncleCountByBlockNumber ​

Returns the number of uncles in a block matching the specified block number.

Parameters​

blockNumber : string - integer representing a block number or one of the string tags latest , 
earliest , or pending , as described in block parameter

Returns​

result : string - integer representing the number of uncles in the specified block

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getUncleCountByBlockNumber","params"

eth_getWork ​

Returns the hash of the current block, the seed hash, and the required target boundary condition.

Parameters​

None

Returns​

result : array of strings - array with the following items:

header : string - 32-byte hash of the current block header (PoW-hash)

seed : string - 32-byte seed hash used for the DAG

target : string - 32-byte required target boundary condition: 2^256 / difficulty

blockNumber : string - hexadecimal integer representing the current block number

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_getWork","params":[],"id":1}' https:

eth_hashrate ​

Returns the number of hashes per second with which the node is mining.

When the stratum server is enabled, this method returns the cumulative hashrate of all sealers 
reporting their hashrate.

Parameters​

None

Returns​

result : string - number of hashes per second

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_hashrate","params":[],"id":1}' https

eth_mining ​

Whether the client is actively mining new blocks. Besu pauses mining while the client synchronizes 
with the network regardless of command settings or methods called.

Parameters​

None

Returns​

result : boolean - indicates if the client is actively mining new blocks

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_mining","params":[],"id":53}' http:/

eth_newBlockFilter ​

Creates a filter to retrieve new block hashes. To poll for new blocks, use 
eth_getFilterChanges .

Parameters​

None

Returns​

result : string - filter ID

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_newBlockFilter","params":[],"id":1}

eth_newFilter ​

Creates a log filter. To poll for logs associated with the created filter, use 
eth_getFilterChanges . To get all logs associated with the filter, use eth_getFilterLogs .

Parameters​

filterOptions : object - filter options object

note

fromBlock  and toBlock  in the filter options object default to latest .

Returns​

result : string - filter ID

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_newFilter","params":[{"fromBlock":"e

eth_newPendingTransactionFilter ​

Creates a filter to retrieve new pending transactions hashes. To poll for new pending transactions, 
use eth_getFilterChanges .

Parameters​

None

Returns​

result : string - filter ID

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_newPendingTransactionFilter","params

eth_protocolVersion ​

Returns current Ethereum protocol version.

Parameters​

None

Returns​

result : string - Ethereum protocol version

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_protocolVersion","params":[],"id":1}

eth_sendRawTransaction ​

Sends a signed transaction. A transaction can send ether, deploy a contract, or interact with a 
contract. Set the maximum transaction fee for transactions using the --rpc-tx-feecap  CLI 
option.

You can interact with contracts using eth_sendRawTransaction  or eth_call .

To avoid exposing your private key, create signed transactions offline and send the signed 
transaction data using eth_sendRawTransaction .

Parameters​

transaction : string - signed transaction serialized to hexadecimal format

Returns​

result : string - 32-byte transaction hash

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_sendRawTransaction","params":["0xf86

eth_submitHashrate ​

Submits the mining hashrate. This is used by mining software such as Ethminer.

Parameters​

hashrate : string - 32-byte hexadecimal string representation of the hashrate

id : string - 32-byte random hexadecimal ID identifying the client

Returns​

result : boolean - indicates if submission is successful

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0", "method":"eth_submitHashrate", "params":["0x00000

eth_submitWork ​

Submits a proof of work (Ethash) solution. This is used by mining software such as Ethminer.

Parameters​

nonce : string - retrieved 8-byte nonce

header : string - 32-byte hash of the block header (PoW-hash)

digest : string - 32-bytes mix digest

Returns​

result : boolean - indicates if the provided solution is valid

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0", "method":"eth_submitWork", "params":["0x000000000

eth_syncing ​

Returns an object with data about the synchronization status, or false  if not synchronizing.

note

Once the node reaches the head of the chain, eth_syncing  returns false, indicating that there is 
no active syncing target.

Parameters​

None

Returns​

result : object or boolean - synchronization status data object with the following fields, or 
false  if not synchronizing:

startingBlock : string - index of the highest block on the blockchain when the network 
synchronization starts

currentBlock : string - index of the latest block (also known as the best block) for the 
current node (this is the same index that eth_blockNumber  returns.)

highestBlock : string - index of the highest known block in the peer network (that is, the 
highest block so far discovered among peer nodes. This is the same value as currentBlock  
if the current node has no peers.)

pulledStates : string - if fast synchronizing, the number of state entries fetched so far, or 
null  if this is not known or not relevant (if full synchronizing or fully synchronized, this field is 
not returned.)

knownStates : string - if fast synchronizing, the number of states the node knows of so far, or 
null  if this is not known or not relevant (if full synchronizing or fully synchronized, this field is 
not returned.)

curl HTTP

wscat WS

JSON result

curl GraphQL

GraphQL

GraphQL result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_syncing","params":[],"id":51}' https

eth_uninstallFilter ​

Uninstalls a filter with the specified ID. When a filter is no longer required, call this method.

Filters time out when not requested by eth_getFilterChanges  or eth_getFilterLogs  for 10 
minutes.

Parameters​

filterId : string - filter ID

Returns​

result : boolean - indicates if the filter is successfully uninstalled

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"eth_uninstallFilter","params":["0x70355a

MINER  methods​

The MINER  API methods allow you to control the node’s mining operation.

note

The MINER  API methods are not enabled by default for JSON-RPC. To enable the MINER  API 
methods, use the --rpc-http-api  or --rpc-ws-api  options.

miner_changeTargetGasLimit ​

Updates the target gas limit set using the --target-gas-limit  command line option.

Parameters​

gasPrice : number - target gas price in Wei

Returns​

result : string - Success  or error

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"miner_changeTargetGasLimit","params":[80

miner_setCoinbase ​

Sets the Coinbase, the address for the mining rewards.

note

You can also use miner_setEtherbase  as an alternative method. They both work the same way. 
Etherbase is a historic name for Coinbase.

Parameters​

coinbase : string - Account address you pay mining rewards to

Returns​

result : boolean - true  when address is set

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"miner_setCoinbase","params":["0xFE3B557E

miner_start ​

Starts the mining process. To start mining, you must first specify a miner coinbase using the --
miner-coinbase  command line option or using miner_setCoinbase .

Parameters​

None

Returns​

result : boolean - true  if mining starts, or if the node is already mining

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"miner_start","params":[],"id":1}' https:

miner_stop ​

Stops the mining process on the client.

Parameters​

None

Returns​

result : boolean - true  if mining stops, or if the node is not mining

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"miner_stop","params":[],"id":1}' https:/

NET  methods​

The NET  API methods provide network-related information.

net_enode ​

Returns the enode URL.

Parameters​

None

Returns​

result : string - enode URL of the node

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"net_enode","params":[],"id":1}' https://

net_listening ​

Whether the client is actively listening for network connections.

Parameters​

None

Returns​

result : boolean - indicates if the client is actively listening for network connections

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"net_listening","params":[],"id":53}' htt

net_peerCount ​

Returns the number of peers currently connected to the client.

Parameters​

None

Returns​

result : string - number of connected peers in hexadecimal

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"net_peerCount","params":[],"id":53}' htt

TXPOOL  methods ​

The TXPOOL  API methods allow you to inspect the contents of the transaction pool.

note

The TXPOOL  API methods are not enabled by default for JSON-RPC. To enable the TXPOOL  API 
methods, use the --rpc-http-api  or --rpc-ws-api  options.

txpool_besuPendingTransactions ​

Lists pending transactions that match the supplied filter conditions.

Parameters​

numResults : number - integer representing the maximum number of results to return

fields : object - object of fields used to create the filter condition

Each field in the object corresponds to a field name containing an operator, and a value for the 
operator. A field name can only be specified once, and can only contain one operator. For example, 
you cannot query transactions with a gas price between 8 and 9 Gwei by using both the gt  and 
lt  operator in the same field name instance.

All filters must be satisfied for a transaction to be returned.

Field name Value Value type Supported operat

from
Address of the 
sender.

Data, 20 bytes eq

to

Address of the 
receiver, or 
"contract_creati
on" .

Data, 20 bytes eq , action

gas
Gas provided by the 
sender.

Quantity eq , gt , lt

gasPrice
Gas price, in wei, 
provided by the 
sender.

Quantity eq , gt , lt

value
Value transferred, in 
wei.

Quantity eq , gt , lt

nonce
Number of 
transactions made by 
the sender.

Quantity eq , gt , lt

Supported operators:

eq  (equal to)

lt  (less than)

gt  (greater than)

action

note

The only supported action  is "contract_creation" .

Returns​

result : array of objects - list of objects with details of the pending transaction

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"txpool_besuPendingTransactions","params"

txpool_besuStatistics ​

Lists statistics about the node transaction pool.

Parameters​

None

Returns​

result : object - transaction pool statistics object with the following fields:

maxSize : number - maximum number of transactions kept in the transaction pool; use the 
 option to configure the maximum size.

--
tx-pool-max-size

localCount : number - number of transactions submitted directly to this node

remoteCount : number - number of transactions received from remote nodes

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"txpool_besuStatistics","params":[],"id":

txpool_besuTransactions ​

Lists transactions in the node transaction pool.

Parameters​

None

Returns​

result : array of objects - list of transactions

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"txpool_besuTransactions","params":[],"id

WEB3  methods​

The WEB3  API methods provide functionality for the Ethereum ecosystem.

web3_clientVersion ​

Returns the current client version.

Parameters​

None

Returns​

result : string - current client version

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"web3_clientVersion","params":[],"id":1}

web3_sha3 ​

Returns a  hash of the specified data. The result value is a  hash, not the 
standardized SHA3-256.

SHA3 Keccak-256

Parameters​

data : string - data to convert to a SHA3 hash

Returns​

result : string - SHA3 result of the input data

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"web3_sha3","params":["0x68656c6c6f20776f

Miscellaneous methods​

rpc_modules ​

Lists enabled APIs and the version of each.

Parameters​

None

Returns​

result : map of strings to strings - enabled APIs and their versions

curl HTTP request

wscat WS request

JSON result

curl -X POST --data '{"jsonrpc":"2.0","method":"rpc_modules","params":[],"id":1}' https:
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How to Get Bitrock Token

If you are ready to invest in Bitrock, here is a step by step guide to help you get started:

1. Decentralized Exchange & Digital Wallet
Bitrock is an ERC-20 token on the Ethereum blockchain. Any wallet that supports ERC-20 tokens 
supports Bitrock - including ,  wallet, etc. Set up a new ERC-20 compatible 
digital wallet or use your existing one. Once the wallet is open, access the wallet's dApp browser 
then head to .

Metamask Coinbase

Uniswap

Copy and paste Bitrock's smart contract address (below) and enter the number of Bitrock tokens 
you want to buy.

Bitrock Smart Contract

0xde67d97b8770dC98C746A3FC0093c538666eB493

Watch on

How to Use Uniswap with Trust WalletHow to Use Uniswap with Trust Wallet
ShareShare

Note: You can swap to Bitrock from ERC-20 tokens such as ETH/USDT, but make sure to set aside 
a certain allocation of ETH for gas fees.

2. Centralized Exchanges
~ Coming Soon.
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Bridge ETH<>BROCK

1. Bridge using Sphynx Labs

1. Navigate to  and connect your wallet to ETH.https://thesphynx.co/bridge/1

2. Select currency: Bitrock (To Chain will auto fill).

3. On your first bridge transaction, approve Bitrock spending first. In Metamask, make sure to 
select Use Default as custom spending cap.

4. Enter the amount of Bitrock to bridge (or press Max to select your entire balance).

5. Press Next and review your transaction before confirming with your wallet.

6. Wait for the transaction to complete, switch your wallet to Bitrock Mainnet, your native coins 
will arrive soon!

Watch full tutorial:

Telegram
Telegram

How to Get Bitrock Token
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Smart Contract Deployment

Anyone can build a smart contract application on the Bitrock network. Below is a step-by-step 
walkthrough on how to deploy a simple smart contract counter using Remix.

Note: Before you start deploying using Remix, make sure you are connected Bitrock network in 
your Metamask. See the   section for details.Connect a Chain

1. What is Remix?
 is open-source Ethereum IDE you can use to write, compile and debug Solidity code. As 

such, Remix can be a hugely important tool in Web3 and dApps development.
Remix

You can jump to the Remix text editor  and copy paste this code below.https://remix.ethereum.org

counter.sol

// SPDX-License-Identifier: MIT
pragma solidity ^0.8.4;

contract TestBitRockSimpleCounter {
    int private count = 0;
    function incrementCounter() public {
        count += 1;
    }
    function decrementCounter() public {
        count -= 1;
    }

    function getCount() public view returns (int) {
        return count;
    }
}

2. Compile Code
After the code is written, compile it using Solidity version based on the code written.

 

Once the code is compiled, a green Check will be shown.  

3. Deploy and view on Bitrock Explorer

After the code is compiled, it is ready to be deployed on the Bitrock Network. Click the Deploy 
button and a Metamask confirmation window will pop up.

Note: Bitrock Blockchain smart contract deployment fees are near-zero.

4. The smart contract is ready to be used
After the smart contract is deployed, the contract address can be seen and explored on 

​
Bitrock 

explorer. 
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Earn Bitrock

Bitrock provides a very lucrative staking opportunity for all token holders with a substantial APY 
and a lock-up time of only 7 days.

1. Buy Bitrock Token
You can buy Bitrock Token on Ethereum using decentralized exchanges and a digital wallet. 

​
See 

more info.

2. Stake Your Bitrock Token

Currently, Bitrock staked on the Ethereum network returns an APY of 90% with a 7 day lock-
time and flexible reward claims.

Staking rules

APY:  60%

Locking Time: 7 Days (UTC Time)

Emergency Withdraw: 25% Tax

Claim Reward Time: Flexible.

Ethereum Mainnet Bitrock Mainnet
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Network Explorer

Block explorer is an online tool that indexes and tracks all blockchain transaction activities. All 
information and data related to blocks, transactions, wallets, contracts, tokens and more can be 
found here.

Testnet Explorer ​https://testnetscan.bit-rock.io/

Mainnet Explorer ​https://scan.bit-rock.io/
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Use the Swap

Bitrock Swap/DEX allows you to trade all tokens on the Bitrock Mainnet. It will also include a 
multichain mechanism (more info. soon) that enables crosschain trading.
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Token Builder

Token Builder is a Bitrock Web3 dApp that helps you create and launch BROCK-20 tokens in just 5 
steps.
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NFT Marketplace

Bitrock NFT Marketplace is a marketplace that unites NFT buyers and sellers on 1 platform. All 
NFTs can be staked with a very rewarding APY.
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