
Lisk SDK

The Lisk SDK is an open-source software development kit which enables developers to build scalable blockchain
applications in JavaScript.

Highlights

The most important highlights and features of the Lisk SDK:

One blockchain per app: blockchain applications each run on their own customized blockchain.

Programming language:  (JavaScript) &  (TypeScript)

Consensus algorithm: Lisk DPoS & Lisk BFT

Completely modular: Configure, exchange or extend any of the blockchain related logic in the application with Modules

and assets and Plugins.

Convenient development tools:

Lisk Commander:

Bootstrap a complete default blockchain application with a single command.

Generate skeletons for modules, assets, and plugins.

Use the Lisk SDK libraries directly in the terminal via the interactive Lisk console.

Many other convenient CLI tools such as creating accounts, encrypting passphrases / messages and more.

Dashboard plugin: Communicate conveniently with your blockchain application during development via a
dashboard.

SDK testing utilities: simplifies the testing of all components of a blockchain application by providing dedicated
fixtures, mocks, and utility functions.

Interoperable (coming soon, see roadmap): Make your app interoperable with other blockchain applications, by

registering it as a sidechain on the Lisk mainchain.

Next
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Quickstart

The quickest way to bootstrap a blockchain application with the Lisk SDK is explained here.
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Supported Operating Systems

The Lisk SDK will run on both the Ubuntu and MacOS operating systems listed below:

18.04 (LTS)

20.04 (LTS)

Dependencies

The following dependencies need to be installed to run the Lisk SDK:

Dependencies Version

Git v2 (latest)

Node.js v16.15.0

Lisk Commander v5.1.10 (latest)

Node.js

If you are using NVM, (Node.js Version Manager), ensure you install the correct version as shown below:

Lisk Commander

It is recommended to install Lisk Commander globally with NPM (Node Package Manager), to facilitate the convenient
usage of the Lisk Commander CLI.

Project setup

new_app/

The user is asked for the application name, description, author, and license after running lisk init .

Next, all the required files are created by Lisk Commander.

Using template "lisk-ts"
Initializing git repository
Updating .liskrc.json file
Creating project structure
? Application name new_app
? Application description My blockchain application
? Author mona
? License ISC

Start the application

Execute the following command to start the blockchain application.

new_app/

To verify that the application has started, check the log messages in the terminal. If the start was successful, the
application will enable forging for all genesis delegates and will begin adding new blocks to the blockchain every 10
seconds.

To see an overview of all the available CLI commands, execute the following commands in the root folder of the application:

new_app/

Using the application CLI globally

To use the application commands globally, create an alias in the .bashrc  file.

~/.bashrc/

1 Adjust to the path where your new_app  is located.

After updating the .bashrc  file, make it directly available in the terminal by executing the following command:

Now it is possible to conveniently run the application CLI commands from anywhere by referring to the alias.

Prev Next

Ubuntu MacOS

Please note that the SDK does not come with any official support for Windows.

Note

nvm install v16.15.0

npm install --global lisk-commander

mkdir new_app
cd new_app

lisk init

./bin/run start

The application CLI offers various commands to conveniently manage your blockchain application.

Note

./bin/run --help

alias new_app="$HOME/new_app/bin/run" (1)

. ~/.bashrc

new_app --help
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Application CLI

A complete command reference of the application CLI is summarized on this page.
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Commands

help

Displays the general help information for the application CLI.

start

Starts the blockchain node.

console

Lisk interactive REPL session to run commands.

autocomplete

Displays autocomplete installation instructions.

hash-onion

Create hash onions to be used by a delegate.

Topics

account

Commands relating to blockchain accounts.

account:create

Returns a randomly-generated mnemonic passphrase with its corresponding public/private key pair and Lisk address.

account:get

Gets account information for a given address.

account:show

Shows the account information for a given passphrase.

account:validate

Validates a base32 address.

block:get

Gets block information for a given id or height.

blockchain

Commands relating to the blockchain data.

blockchain:export

Export the blockchain data to a file.

blockchain:hash

Generate SHA256 hash from the blockchain data.

blockchain:import

Import the blockchain data from a file.

blockchain:reset

Resets the blockchain data.

config

Commands relating to the configuration of the blockchain application.

config:create

Creates a configuration file for the blockchain application.

config:show

Shows the application config.

forger-info

Commands relating to the forger-info data.

forger-info:export

Export the forger-info data to a file.

forger-info:import

Import the forger-info data from a file.

forging

Commands relating to forging.

forging:config

Generates the delegate forging config for a given passphrase and password.

forging:disable

Disable forging for a given delegate address.

forging:enable

Enable forging for a given delegate address.

forging:status

Get forging information for the locally running node.

genesis-block:create

Creates genesis block file and corresponding delegate config data and accounts information.

node:info

Gets node information from a running application.

passphrase

Commands relating to passphrases.

passphrase:decrypt

Decrypt the secret passphrase using the password provided at the time of encryption.

passphrase:encrypt

Encrypt secret passphrase using a password.

transaction

Commands relating to transactions.

transaction:create

Create transaction which can be broadcast to the network.

transaction:get

Get transaction from the local node by ID.

transaction:send

Send transaction to the local node.

transaction:sign

Signs an encoded transaction.

The application CLI is only available out of the box, if the blockchain application was bootstrapped with Lisk Commander.

Note

A simple blockchain application that saves hello messages in user accounts.

VERSION
  hello_app/0.1.0 darwin-x64 node-v16.15.0

USAGE
  $ ./bin/run [COMMAND] --help

TOPICS
  account        Commands relating to hello_app accounts.
  block          Commands relating to hello_app blocks.
  blockchain     Commands relating to hello_app blockchain data.
  config         Commands relating to hello_app node configuration.
  forger-info    Commands relating to hello_app forger-info data.
  forging        Commands relating to hello_app forging.
  genesis-block  Creates genesis block file.
  node           Commands relating to hello_app node.
  passphrase     Commands relating to hello_app passphrases.
  transaction    Commands relating to hello_app transactions.

COMMANDS
  autocomplete  Display autocomplete installation instructions.
  console       Lisk interactive REPL (Read-eval-print loop), session to run commands.
  hash-onion    Create hash onions to be used by the forger.
  help          Display help for hello_app.
  start         Start Blockchain Node.

USAGE
  $ ./bin/run start

OPTIONS
  -c, --config=config                                    File path to a custom config. Environment variable 
  -d, --data-path=data-path                              Directory path to specify where node data is stored
  -l, --log=trace|debug|info|warn|error|fatal            File log level. Environment variable "LISK_FILE_LOG
  -n, --network=network                                  [default: default] Default network config to use. E
  -p, --port=port                                        Open port for the peer to peer incoming connections
  --api-ipc                                              Enable  communication. This will load plugins as
  --api-ws                                               Enable websocket communication for api-client. Envi
  --api-ws-port=api-ws-port                              Port to be used for api-client websocket. Environme
  --console-log=trace|debug|info|warn|error|fatal        Console log level. Environment variable "LISK_CONSO
  --dashboard-plugin-port=dashboard-plugin-port          Port to be used for Dashboard Plugin. Environment v
  --enable-dashboard-plugin                              Enable Dashboard Plugin. Environment variable "LISK
  --enable-faucet-plugin                                 Enable Faucet Plugin. Environment variable "LISK_EN
  --enable-forger-plugin                                 Enable Forger Plugin. Environment variable "LISK_EN
  --enable-http-api-plugin                               Enable HTTP API Plugin. Environment variable "LISK_
  --enable-monitor-plugin                                Enable Monitor Plugin. Environment variable "LISK_E
  --enable-report-misbehavior-plugin                     Enable ReportMisbehavior Plugin. Environment variab
  --faucet-plugin-port=faucet-plugin-port                Port to be used for Faucet Plugin. Environment vari
  --http-api-plugin-port=http-api-plugin-port            Port to be used for HTTP API Plugin. Environment va
  --http-api-plugin-whitelist=http-api-plugin-whitelist  List of IPs in comma separated value to allow the c
  --monitor-plugin-port=monitor-plugin-port              Port to be used for Monitor Plugin. Environment var
  --monitor-plugin-whitelist=monitor-plugin-whitelist    List of IPs in comma separated value to allow the c
  --overwrite-config                                     Overwrite network configs if they exist already
  --seed-peers=seed-peers                                Seed peers to initially connect to in format of com

EXAMPLES
  start
  start --network devnet --data-path /path/to/data-dir --log debug
  start --network devnet --api-ws
  start --network devnet --api-ws --api-ws-port 8888
  start --network devnet --port 9000
  start --network devnet --port 9002 --seed-peers 127.0.0.1:9001,127.0.0.1:9000
  start --network testnet --overwrite-config
  start --network testnet --config ~/my_custom_config.json

IPC

USAGE
  $ ./bin/run console

OPTIONS
  --api-ipc=api-ipc  Enable api-client with IPC communication.
  --api-ws=api-ws    Enable api-client with Websocket communication.

EXAMPLES
  console
  console --api-ws=ws://localhost:8080
  console --api-ipc=/path/to/server

USAGE
  $ ./bin/run autocomplete [SHELL]

ARGUMENTS
  SHELL  shell type

OPTIONS
  -r, --refresh-cache  Refresh cache (ignores displaying instructions)

EXAMPLES
  $ ./bin/run autocomplete
  $ ./bin/run autocomplete bash
  $ ./bin/run autocomplete zsh
  $ ./bin/run autocomplete --refresh-cache

USAGE
  $ ./bin/run hash-onion

OPTIONS
  -c, --count=count        [default: 1000000] Total number of hashes to produce.
  -d, --distance=distance  [default: 1000] Distance between each hashes.
  -o, --output=output      Output file path.
  --pretty                 Prints JSON in pretty format rather than condensed.

EXAMPLES
  hash-onion --count=1000000 --distance=2000 --pretty
  hash-onion --count=1000000 --distance=2000 --output ~/my_onion.json

USAGE
  $ ./bin/run account:COMMAND

COMMANDS
  account:create    Return randomly-generated mnemonic passphrase with its corresponding public/private key 
  account:get       Get account information for a given address.
  account:show      Show account information for a given passphrase.
  account:validate  Validate base32 address.

USAGE
  $ ./bin/run account:create

OPTIONS
  -c, --count=count  [default: 1] Number of accounts to create.

EXAMPLES
  account:create
  account:create --count=3

USAGE
  $ ./bin/run account:get ADDRESS

ARGUMENTS
  ADDRESS  Address of an account in a hex format.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLE
  account:get ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815

USAGE
  $ ./bin/run account:show

OPTIONS
  -p, --passphrase=passphrase  Specifies a source for your secret passphrase. Command will prompt you for in
                               Examples:
                               - --passphrase='my secret passphrase' (should only be used where security is

EXAMPLE
  account:show

USAGE
  $ ./bin/run account:validate ADDRESS

ARGUMENTS
  ADDRESS  Address in base32 format to validate.

EXAMPLE
  account:validate lskoaknq582o6fw7sp82bm2hnj7pzp47mpmbmux2g

USAGE
  $ ./bin/run block:get INPUT

ARGUMENTS
  INPUT  Height in number or block id in hex format.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  block:get e082e79d01016632c451c9df9276e486cb7f460dc793ff5b10d8f71eecec28b4
  block:get 2

USAGE
  $ ./bin/run blockchain:COMMAND

COMMANDS
  blockchain:export  Export to <FILE>.
  blockchain:hash    Generate SHA256 hash from <PATH>.
  blockchain:import  Import from <FILE>.
  blockchain:reset   Reset the blockchain data.

USAGE
  $ ./bin/run blockchain:export

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  -o, --output=output        The output directory. Default will set to current working directory.

EXAMPLES
  blockchain:export
  blockchain:export --data-path ./data --output ./my/path/

USAGE
  $ ./bin/run blockchain:hash

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK

EXAMPLES
  blockchain:hash
  blockchain:hash --data-path ./data

USAGE
  $ ./bin/run blockchain:import FILEPATH

ARGUMENTS
  FILEPATH  Path to the gzipped blockchain data.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  -f, --force                Delete and overwrite existing blockchain data.

EXAMPLES
  blockchain:import ./path/to/blockchain.db.tar.gz
  blockchain:import ./path/to/blockchain.db.tar.gz --data-path ./lisk/
  blockchain:import ./path/to/blockchain.db.tar.gz --data-path ./lisk/ --force

USAGE
  $ ./bin/run blockchain:reset

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  -y, --yes                  Skip confirmation prompt.

EXAMPLES
  blockchain:reset
  blockchain:reset --data-path ./lisk
  blockchain:reset --yes

USAGE
  $ ./bin/run config:COMMAND

COMMANDS
  config:create  Creates network configuration file.
  config:show    Show application config.

USAGE
  $ ./bin/run config:create

OPTIONS
  -i, --community-identifier=community-identifier  [default: sdk] Community Identifier
  -l, --label=label                                [default: beta-sdk-app] App Label
  -o, --output=output                              [default: /Users/mona/git/lisk-sdk-examples/guides/04-plu

EXAMPLES
  config:create --output mydir
  config:create --output mydir --label beta-sdk-app
  config:create --output mydir --label beta-sdk-app --community-identifier sdk

USAGE
  $ ./bin/run config:show

OPTIONS
  -c, --config=config        File path to a custom config. Environment variable "LISK_CONFIG_FILE" can also 
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  config:show
  config:show --pretty
  config:show --config ./custom-config.json --data-path ./data

USAGE
  $ ./bin/run forger-info:COMMAND

COMMANDS
  forger-info:export  Export to <FILE>.
  forger-info:import  Import from <FILE>.

USAGE
  $ ./bin/run forger-info:export

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  -o, --output=output        The output directory. Default will be set to the current working directory.

EXAMPLES
  forger-info:export
  forger-info:export --data-path ./data --output ./my/path/

SAGE
  $ ./bin/run forger-info:import SOURCEPATH

ARGUMENTS
  SOURCEPATH  Path to the forger-info zip file that you want to import.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  -f, --force                To overwrite the existing data if present.

EXAMPLES
  forger-info:import ./my/path
  forger-info:import --data-path ./data --force

USAGE
  $ ./bin/run forging:COMMAND

COMMANDS
  forging:config   Generate delegate forging config for given passphrase and password.
  forging:disable  Disable forging for given delegate address.
  forging:enable   Enable forging for given delegate address.
  forging:status   Get forging information for the locally running node.

USAGE
  $ ./bin/run forging:config

OPTIONS
  -c, --count=count            [default: 1000000] Total number of hashes to produce.
  -d, --distance=distance      [default: 1000] Distance between each hashes.
  -o, --output=output          The output directory. Default will set to current working directory.

  -p, --passphrase=passphrase  Specifies a source for your secret passphrase. Command will prompt you for in
                               Examples:
                               - --passphrase='my secret passphrase' (should only be used where security is

  -w, --password=password      Specifies a source for your secret password. Command will prompt you for inpu
                               Examples:
                               - --password=pass:password123 (should only be used where security is not imp

  --pretty                     Prints JSON in pretty format rather than condensed.

EXAMPLES
  forging:config
  forging:config --password your_password
  forging:config --passphrase your_passphrase --password your_password --pretty
  forging:config --count=1000000 --distance=2000 --output /tmp/forging_config.json

USAGE
  $ ./bin/run forging:disable ADDRESS

ARGUMENTS
  ADDRESS  Address of an account in a base32 format.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK

  -w, --password=password    Specifies a source for your secret password. Command will prompt you for input 
                             Examples:
                             - --password=pass:password123 (should only be used where security is not imp

  --overwrite                Overwrites the forger info.

  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  forging:disable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815
  forging:disable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815 --data-path ./data
  forging:disable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815 --data-path ./data --password your_password

USAGE
  $ ./bin/run forging:enable ADDRESS HEIGHT MAXHEIGHTPREVIOUSLYFORGED MAXHEIGHTPREVOTED

ARGUMENTS
  ADDRESS                    Address of an account in a base32 format.
  HEIGHT                     Last forged block height.
  MAXHEIGHTPREVIOUSLYFORGED  Delegates largest previously forged height.
  MAXHEIGHTPREVOTED          Delegates largest prevoted height for a block.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK

  -w, --password=password    Specifies a source for your secret password. Command will prompt you for input 
                             Examples:
                             - --password=pass:password123 (should only be used where security is not imp

  --overwrite                Overwrites the forger info.

  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  forging:enable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815 100 100 10
  forging:enable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815 100 100 10 --overwrite
  forging:enable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815 100 100 10 --data-path ./data
  forging:enable ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815 100 100 10 --data-path ./data --password your_pass

USAGE
  $ ./bin/run forging:status

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  forging:status
  forging:status --data-path ./sample --pretty

USAGE
  $ ./bin/run genesis-block:create

OPTIONS
  -a, --accounts=accounts                                                                    [default: 10] N
  -o, --output=output                                                                        [default: confi
  -t, --token-distribution=token-distribution                                                [default: 10000
  -v, --validators=validators                                                                [default: 103] 
  --validators-hash-onion-count=validators-hash-onion-count                                  [default: 10000
  --validators-hash-onion-distance=validators-hash-onion-distance                            [default: 1000
  --validators-passphrase-encryption-iterations=validators-passphrase-encryption-iterations  [default: 10000

EXAMPLES
  genesis-block:create --output mydir
  genesis-block:create --output mydir --accounts 10
  genesis-block:create --output mydir --accounts 10 --validators 103
  genesis-block:create --output mydir --accounts 10 --validators 103 --token-distribution 500

USAGE
  $ ./bin/run node:info

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  node:info
  node:info --data-path ./lisk

USAGE
  $ ./bin/run passphrase:COMMAND

COMMANDS
  passphrase:decrypt  Decrypt secret passphrase using the password provided at the time of encryption.
  passphrase:encrypt  Encrypt secret passphrase using password.

USAGE
  $ ./bin/run passphrase:decrypt ENCRYPTEDPASSPHRASE

ARGUMENTS
  ENCRYPTEDPASSPHRASE  Encrypted passphrase to decrypt.

OPTIONS
  -w, --password=password  Specifies a source for your secret password. Command will prompt you for input if
                           Examples:
                           - --password=pass:password123 (should only be used where security is not imp

  --pretty                 Prints JSON in pretty format rather than condensed.

EXAMPLES
  passphrase:decrypt "iterations=1000000&cipherText=9b1c60&iv=5c8843f52ed3c0f2aa0086b0&salt=2240b7f1aa9c8998
  passphrase:decrypt "iterations=1000000&cipherText=9b1c60&iv=5c8843f52ed3c0f2aa0086b0&salt=2240b7f1aa9c8998

USAGE
  $ ./bin/run passphrase:encrypt

OPTIONS
  -p, --passphrase=passphrase  Specifies a source for your secret passphrase. Command will prompt you for in
                               Examples:
                               - --passphrase='my secret passphrase' (should only be used where security is

  -w, --password=password      Specifies a source for your secret password. Command will prompt you for inpu
                               Examples:
                               - --password=pass:password123 (should only be used where security is not imp

  --output-public-key          Includes the public key in the output. This option is provided for the conven

  --pretty                     Prints JSON in pretty format rather than condensed.

EXAMPLES
  passphrase:encrypt
  passphrase:encrypt --passphrase your-passphrase
  passphrase:encrypt --password your-password
  passphrase:encrypt --password your-password --passphrase your-passphrase --pretty
  passphrase:encrypt --output-public-key

USAGE
  $ ./bin/run transaction:COMMAND

COMMANDS
  transaction:create  Create transaction which can be broadcast to the network. Note: fee and amount should 
  transaction:get     Get transaction from local node by ID.
  transaction:send    Send transaction to the local node.
  transaction:sign    Sign encoded transaction.

The fee and amount are expected in Beddows!

Note

USAGE
  $ ./bin/run transaction:create MODULEID ASSETID FEE

ARGUMENTS
  MODULEID  Registered transaction module id.
  ASSETID   Registered transaction asset id.
  FEE       Transaction fee in Beddows.

OPTIONS
  -a, --asset=asset                          Creates transaction with specific asset information.
  -d, --data-path=data-path                  Directory path to specify where node data is stored. Environmen
  -j, --json                                 Print the transaction in JSON format.

  -p, --passphrase=passphrase                Specifies a source for your secret passphrase. Command will pro
                                             Examples:
                                             - --passphrase='my secret passphrase' (should only be used w

  -s, --sender-public-key=sender-public-key  Creates the transaction with the provided sender public key, wh

  --network-identifier=network-identifier    Network identifier defined for the network or main | test for t

  --no-signature                             Creates the transaction without a signature. Your passphrase wi

  --nonce=nonce                              Nonce of the transaction.

  --offline                                  Specify whether to connect to a local node or not.

  --pretty                                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  transaction:create 2 0 100000000 --asset='{"amount":100000000,"recipientAddress":"ab0041a7d3f7b2c290b5b834
  transaction:create 2 0 100000000 --asset='{"amount":100000000,"recipientAddress":"ab0041a7d3f7b2c290b5b834
  transaction:create 2 0 100000000 --offline --network mainnet --network-identifier 873da85a2cee70da631d90b0
  --asset='{"amount":100000000,"recipientAddress":"ab0041a7d3f7b2c290b5b834d46bdc7b7eb85815","data":"send to

USAGE
  $ ./bin/run transaction:get ID

ARGUMENTS
  ID  Transaction ID in hex format.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLE
  transaction:get eab06c6a22e88bca7150e0347a7d976acd070cb9284423e6eabecd657acc1263

USAGE
  $ ./bin/run transaction:send TRANSACTION

ARGUMENTS
  TRANSACTION  A transaction to be sent to the node encoded as hex string.

OPTIONS
  -d, --data-path=data-path  Directory path to specify where node data is stored. Environment variable "LISK
  --pretty                   Prints JSON in pretty format rather than condensed.

EXAMPLE
  transaction:send
  080810011880cab5ee012220fd061b9146691f3c56504be051175d5b76d1b1d0179c5c4370e18534c58821222a2408641214ab0041
  aa87bcfe6feaac46211c80472ad9297fd87727709f5d7e7b4134caf106b02

USAGE
  $ ./bin/run transaction:sign TRANSACTION

ARGUMENTS
  TRANSACTION  The transaction to be signed encoded as hex string.

OPTIONS
  -d, --data-path=data-path                  Directory path to specify where node data is stored. Environmen
  -j, --json                                 Print the transaction in JSON format.

  -p, --passphrase=passphrase                Specifies a source for your secret passphrase. Command will pro
                                             Examples:
                                             - --passphrase='my secret passphrase' (should only be used w

  -s, --sender-public-key=sender-public-key  Sign the transaction with provided sender public key, when pass

  --include-sender                           Include sender signature in transaction.

  --mandatory-keys=mandatory-keys            Mandatory publicKey string in hex format.

  --network-identifier=network-identifier    Network identifier defined for the network or main | test for t

  --offline                                  Specify whether to connect to a local node or not.

  --optional-keys=optional-keys              Optional publicKey string in hex format.

  --pretty                                   Prints JSON in pretty format rather than condensed.

EXAMPLES
  transaction:sign <hex-encoded-binary-transaction>
  transaction:sign <hex-encoded-binary-transaction> --network testnet
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Application Configuration

The application config object is passed to the Application  instance and must follow the configuration schema.

It is not necessary to include all options that are included in the schema. The application will use the default configuration
options in case a config option is not specified.

Default config options

Prev Next

For more information about the config schema, see the application config schema file at GitHub.

Tip

const config = {
    // label defines the process name and folder within the root path

"label": "beta-sdk-app",
// version must follow semver format
"version": "0.0.0",
// network version defines a  network version
"networkVersion": "1.0",

    // rootPath defines the root path for all data to be stored
"rootPath": "~/.lisk",
// logger holds information for the logging
"logger": {
    // fileLogLevel defines the log level output for the file logging

"fileLogLevel": "info",
// consoleLogLevel defines the log level output for the console logging
"consoleLogLevel": "info",
// logFileName defines a name for the log file
"logFileName": "lisk.log"

},
//  defines communication behavior
"rpc": {
    // enabled creates  or  socket if true

"enable": false,
// enabled communication through 'ipc' or 'ws'
"mode": "ipc",
// In case of `mode` is set to `ws`, this port used
"port": 8080,

        // Change to 0.0.0.0 to connect from a remote server
        "host": "127.0.0.1"

},
// genesisConfig holds the blockchain protocol configuration

    // it is also passed to the module constructor
"genesisConfig": {
    // blockTime defines the frequency of blocks to be created

"blockTime": 10,
// communityIdentifier defines a community identifier used to create the network identifier
"communityIdentifier": "sdk",
// maxPayloadLength defines a maximum payload size allowed in a block in bytes
"maxPayloadLength": 15360,
// bftThreshold defines a threshold for pre-vote and pre-commit
"bftThreshold": 68,
// minFeePerByte defines a minimum fee per byte for a transaction
"minFeePerByte": 1000,
// baseFees defines an additional base fee to be included in the calculation of the minimum 
"baseFees": [

{
"moduleID": 5,
"assetID": 0,
"baseFee": "1000000000"

}
],
// rewards defines a block reward schedule
"rewards": {
    // milestones defines the block reward for every distance

"milestones": ["500000000", "400000000", "300000000", "200000000", "100000000"],
// offset defines at which height the block reward is given
"offset": 2160,
// distance defines the duration of the each milestone
"distance": 3000000

},
// The minimum balance of accounts
"minRemainingBalance": "5000000",
// Number of actively forging delegates.
"activeDelegates": 101,
// Number of random standy delegates that are allowed to forge each round.
"standbyDelegates": 2,
 // The offset of rounds from the current round, which will be used to calculate the vote we
"delegateListRoundOffset": 2

},
// forging holds delegate information for forging
"forging": {

"force": true,
// waitThreshold defines the Number of seconds to wait for previous block before forging
"waitThreshold": 2,
// delegates holds the delegate information for forging
"delegates": [

{
    // encryptedPassphrase defines the encrypted passphrase

"encryptedPassphrase": "iterations=1000000&cipherText=5c53db41ec94b46049ca5a
// hashOnion holds the seed reveal to put in block header
"hashOnion": {
    // count holds the total number of hash onions

"count": 100000,
// distance holds a distance between each hash onion
"distance": 1000,
// hashes holds the seed reveal for every distance
"hashes": [

"34ecc432170c0812e7ca69d73485ca57",
"1bf9423f594619f7d14e6f742c0631a1",

                        // ...
"fa51b75c7920894019b43378af621e2d",
"bd4ea06be86fb6d850023be7ad1d9558",
"da23c5a34d19bbd57ebb159da170dfb5"

]
},
// address defines the address of the delegate
"address": "68d6b039567ebbfc714176d87cdd6906cf526cc7"

}
],
// defaultPassword defines a password to use to decrypt the encrypted Passphrase
"defaultPassword": "state dawn marriage honey cinnamon sadness crumble someone file caution 

},
// network holds the network information of the node
"network": {
    // seedPeers defines an entry point of the network

"seedPeers": [
{

"ip": "127.0.0.1",
"port": 5000

}
],
// port defines an open port for P2P incoming connections
"port": 5000,
// (Optional) blacklistedIPs defines IP address which the node will reject the connection fo

        //"blacklistedIPs": string[],
        // (Optional) fixedPeers defines peers which will always try to connect for outbound connections
        // Warning! The connectivity of the node might be negatively impacted if using this option.
        // "fixedPeers": { ip: string, port: number }[],
        // (Optional) whitelistedPeers defines peers that are always allowed to connect to the node on inbou
        // Warning! Beware of declaring only trustworthy peers in this array as these could attack a

// node with a denial-of-service attack because the banning mechanism is deactivated.
        // whitelistedPeers?: { ip: string, port: number }[],
        // (Optional) peerBanTime defines the length of banning in milliseconds
        // Default: 86400000 (24h)
        //"peerBanTime": number,
        // (Optional) connectTimeout defines a timeout for a connection
        // "connectTimeout": number,
        // Optional.
        // (Optional) actTimeout defines a timeout for response from a peer
        //"ackTimeout": number,
        // (Optional) maxOutboundConnections defines a maximum number of outbound connection allowed
        // Default: 20
        //"maxOutboundConnections": number,
        // (Optional) maxInboundConnections defines a maximum number of inbound connection allowed
        // Default: 100
        //"maxInboundConnections": number,
        // (Optional) sendPeerLimit defines a maximum peer to send information when “send” is called
        // Default: 16
        //"sendPeerLimit": number,
        // (Optional) maxPeerDiscoveryResponseLength defines a maximum length for the peer information respo
        // Default: 200
        //"maxPeerDiscoveryResponseLength": number,
        // (Optional) wsMaxPayload defines maximum size of the payload allowed per communication
        // Default: 3048576
        //"wsMaxPayload": number,
        // (Optional) advertiseAddress defines whether to announce the IP/Port other peers
        // Default: true
        //"advertiseAddress": boolean

},
// (Optional) transactionPool defines custom properties of the transaction pool
"transactionPool": {
    // maxTransactions defines a maximum number of transactions in the pool

"maxTransactions": 4096,
// maxTransactionsPerAccount defines a maximum number of transactions in the pool per sender
"maxTransactionsPerAccount": 64,
// transactionExpiryTime defines timeout of the transaction in the pool in milliseconds
"transactionExpiryTime": 10800000,
// minEntranceFeePriority defines a minimum fee priority required to be added to the transac
"minEntranceFeePriority": "0",
// minReplacementFeeDifference defines a minimum fee difference to replace a transaction wit
"minReplacementFeeDifference": "10"

},
// (Optional) plugins holds a group of plugin-specific configs which is passed to a particular plugi
"plugins": {
    // Example config for the HTTP API plugin

        /*"httpApi": {
            "port": 4000,
            "host": "127.0.0.1",
            "whiteList": ["127.0.0.1"],
            "cors": {
                "origin": "*",
                "methods": ["GET", "POST", "PUT"],
            },
            "limits": {
                "max": 0,
                "delayMs": 0,
                "delayAfter": 0,
                "windowMs": 60000,
                "headersTimeout": 5000,
                "serverSetTimeout": 20000,
            },
        }*/

}
}

P2P

rpc

IPC WS
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Actions

Actions are invoked to receive specific data from the blockchain application. Actions are part of the public request /
response API, and are invoked via RPCs.

Table of Contents

Module- and plugin-specific actions

Application actions

app:getRegisteredActions
app:getRegisteredEvents
app:getRegisteredModules
app:getNodeInfo
app:getConnectedPeers
app:getForgingStatus
app:updateForgingStatus
app:getAccount
app:getAccounts
app:getLastBlock
app:getBlockByID
app:getBlocksByIDs
app:getBlockByHeight
app:getBlocksByHeightBetween
app:getTransactionByID
app:getTransactionsByIDs
app:getTransactionsFromPool
app:postTransaction
app:getForgers
app:getSchema

Module- and plugin-specific actions

Modules and plugins often expose additional actions to the application. All actions and events registered with the
application are available as RPC endpoints.

The actions and events are described on the reference pages for the different modules, see Modules overview and Plugins
overview.

Application actions

app:getRegisteredActions

Returns a list of all actions known to the application.

Includes actions from registered modules and plugins.

Input

none

app:getRegisteredEvents

Returns a list of all events known to the application.

Includes events from registered modules and plugins.

Input

none

app:getRegisteredModules

Gets a list of all modules that are registered in the application.

Input

none

app:getNodeInfo

Gets information about the node.

Input

none

app:getConnectedPeers

Returns all connected peers.

Input

none

app:getForgingStatus

Gets information about the forging status of the node.

Input

none

app:updateForgingStatus

Enable or disable forging for a registered forger in the config.

Input

1 Address as hex string.

2 Password to decrypt the passphrase.

3 When enabling forging, the value should be true .

4 Height of the last forged block by the delegate.

5 Only required when enabling forging. Height of the previously prevoted block by any delegate. Must match the value in the
forger_info  data.

6 Only required when enabling forging. Height of the previously last forged block. Must match the value in the forger_info  data.

7 Optional: If true, overrides maxHeightPreviouslyForged  and maxHeightPrevoted  values in the forger_info data.

app:getAccount

Gets information about an account based on its address.

Example

Input

1 Address as hex string.

app:getAccounts

Gets information about multiple accounts based on their address.

Input

1 List of addresses in hexadecimal representation.

app:getLastBlock

Gets the last forged block of the blockchain.

Input

none

app:getBlockByID

Gets information about a block based on its ID.

Input

1 block ID in hex string

app:getBlocksByIDs

Gets information about multiple blocks based on their IDs.

Input

1 block ID in hex string

app:getBlockByHeight

Gets information about a block based on its height.

Input

1 block height

app:getBlocksByHeightBetween

Gets all blocks starting from height from , until height to .

Input

1 block height to fetch from

2 block height to fetch to

app:getTransactionByID

Gets information about a single transaction based on its ID.

Input

1 transaction ID in hex string

app:getTransactionsByIDs

Gets information about multiple transactions based on their IDs.

Input

1 transaction ID in hex string

app:getTransactionsFromPool

Gets information about all transactions that are currently in the transaction pool of the application.

Input

none

app:postTransaction

Posts a transaction to the node.

Input

1 encoded transaction in hex string

app:getForgers

Returns the status of all registered forgers information for the current round.

Input

none

app:getSchema

Gets the app schema.

Input

none

Prev Next

For mor information about the public application endpoints, check out the  API for Lisk nodes page.

Tip

RPC

To see a full list of all available actions and events of your blockchain application, invoke the actions app:getRegisteredActions
and app:getRegisteredModules.

Tip

Returns

Returns

Returns

Returns

Returns

Returns

{
  address: string; (1)
  password: string; (2)
  forging: boolean; (3)
  height?: number; (4)
  maxHeightPrevoted?: number; (5)
  maxHeightPreviouslyForged?: number; (6)
  override?: boolean; (7)
}

Returns

client.invoke("app:getAccount", {
    address: "d6a79b4f59f7da027405277b55783ba7dd255aa9"
}).then(res => {
    console.log(res);
    const accObject = client.account.decode(res);
    const accJSON = client.account.toJSON(accObject);
    console.log(accJSON);
});

{
  address: string; (1)
}

Returns

{
  address: string[]; (1)
}

Returns

Returns

{
  id: string; (1)
}

Returns

{
  ids: string[]; (1)
}

Returns

{
  height: number; (1)
}

Returns

{
  from: number; (1)
  to: number; (2)
}

Returns

{
  id: string; (1)
}

Returns

{
  ids: string[]; (1)
}

Returns

Returns

{
  transaction: string; (1)
}

Returns

Returns
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Events

Events are part of the public publish / subscribe API of a blockchain application.

Table of Contents

Module- and plugin-specific events

Application events

app:ready
app:shutdown
app:network:ready
app:network:event
app:transaction:new
app:chain:fork
app:chain:validators:change
app:block:new
app:block:delete

Module- and plugin-specific events

Modules and plugins often expose additional events to the application. All actions and events registered with the
application are available as RPC endpoints.

The actions and events are described on the reference pages for the different modules, see Modules overview and Plugins
overview.

Application events

app:ready

Fired when the application starts.

app:shutdown

Fired when the application stops.

app:network:ready

Fired when the network has at least one outbound connection.

app:network:event

Fired when the application receives a  event from the network.

app:transaction:new

Fired when the node receives a new transaction.

app:chain:fork

Fired when the node received a block from the forked chain.

app:chain:validators:change

Fired when the node updates the validator set.

app:block:new

Fired when a new block is added to the blockchain.

app:block:delete

Emitted when a block is deleted from the blockchain.

Prev Next

For mor information about the public application endpoints, check out the  API for Lisk nodes page

Tip

RPC

Returns

Returns

P2P

Returns

Returns

Returns

Returns

Returns

Returns
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Modules overview

An overview of all available modules for the Lisk SDK.

Name Module ID Description

Token module 2 Handles all logic related to balance. Specifically the following criteria:

Validating and subtracting fees for all transactions.

Checking the minimum remaining balance requirement.

Giving block rewards to the block generator.

Transferring account balances.

Sequence module 3 Handles all logic related to the nonce.

It should verify the nonce for all transactions and increment it if valid.

Keys module 4 Handles all logic related to the signatures.

It is responsible for verifying signatures of a transaction from multi-signature and

non-multi-signature accounts. It also handles the registration of multi-signature
accounts.

DPoS module 5 Responsible for handling all DPoS related logics. Specifically the following:

Snapshotting vote weights

Calculating productivity

Handling registerDelegate, voteDelegate, unlockToken, and

reportDelegateMisbehavior transaction assets

Setting the next delegates set

Prev Next
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Token module

The token module handles all logic related to balance. Specifically the following criteria:

Validating and subtracting fees for all transactions.

Checking the minimum remaining balance requirement.

Giving block rewards to the block generator.

Transferring account balances.

Name token

ID 2

Assets ID Name

0 TransferAsset

Reducers credit()

debit()

getBalance()

getMinRemainingBalance()

Actions none

Events none

Table of Contents

Account schema

Transactions

TransferAsset

Reducers

credit()
debit()
getBalance()
getMinRemainingBalance()

Account schema

The token module adds a new property balance  under the key token  to every account in the network as follows:

Transactions

The following transaction assets are provided by the token module.

TransferAsset

Allows the possibility to execute a transfer transaction, which transfers tokens from one account to another.

Schema

Reducers

credit()

Credits a specific amount of tokens to an account.

credit()

debit()

Debits a specific amount of tokens from an account.

debit()

getBalance()

Get the balance of an specific account.

getBalance()

getMinRemainingBalance()

Returns the minimum remaining balance for accounts.

getMinRemainingBalance()

Prev Next

{
    type: 'object',
    properties: {
        balance: {
            fieldNumber: 1,
            dataType: 'uint64',
        },
    },
    default: {
        balance: BigInt(0),
    },
}

{
    $id: 'lisk/transfer-asset',
    title: 'Transfer transaction asset',
    type: 'object',
    required: ['amount', 'recipientAddress', 'data'],
    properties: {
        amount: {
            dataType: 'uint64',
            fieldNumber: 1,
        },
        recipientAddress: {
            dataType: 'bytes',
            fieldNumber: 2,
            minLength: 20,
            maxLength: 20,
        },
        data: {
            dataType: 'string',
            fieldNumber: 3,
            minLength: 0,
            maxLength: 64,
        },
    },
}

async (params: Record<string, unknown>, stateStore: StateStore): Promise<void> => {
    const { address, amount } = params;
    if (!Buffer.isBuffer(address)) {
        throw new Error('Address must be a buffer');
    }
    if (typeof amount !== 'bigint') {
        throw new Error('Amount must be a bigint');
    }
    if (amount <= BigInt(0)) {
        throw new Error('Amount must be a positive bigint.');
    }
    const account = await stateStore.account.getOrDefault<TokenAccount>(address);
    account.token.balance += amount;
    if (account.token.balance < this._minRemainingBalance) {
        throw new Error(
            `Remaining balance must be greater than ${this._minRemainingBalance.toString()}`,
        );
    }
    await stateStore.account.set(address, account);
},

async (params: Record<string, unknown>, stateStore: StateStore): Promise<void> => {
    const { address, amount } = params;
    if (!Buffer.isBuffer(address)) {
        throw new Error('Address must be a buffer');
    }
    if (typeof amount !== 'bigint') {
        throw new Error('Amount must be a bigint');
    }
    if (amount <= BigInt(0)) {
        throw new Error('Amount must be a positive bigint.');
    }
    const account = await stateStore.account.getOrDefault<TokenAccount>(address);
    account.token.balance -= amount;
    if (account.token.balance < this._minRemainingBalance) {
        throw new Error(
            `Remaining balance must be greater than ${this._minRemainingBalance.toString()}`,
        );
    }
    await stateStore.account.set(address, account);
},

async (
    params: Record<string, unknown>,
    stateStore: StateStore,
): Promise<bigint> => {
    const { address } = params;
    if (!Buffer.isBuffer(address)) {
        throw new Error('Address must be a buffer');
    }
    const account = await stateStore.account.getOrDefault<TokenAccount>(address);
    return account.token.balance;
},

async (): Promise<bigint> => this._minRemainingBalance,
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Sequence module

The Sequence module handles all logic related to the nonce.

It should verify the nonce for all transactions and increment it if valid.

Name sequence

ID 3

Assets none

Reducers none

Actions none

Events none

Account schema

The sequence module adds a new property nonce  under the key sequence  to every account in the network as follows:

Prev Next

{
    type: 'object',
    properties: {
        nonce: {
            fieldNumber: 1,
            dataType: 'uint64',
        },
    },
    default: {
        nonce: BigInt(0),
    },
}
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Keys module

The Keys module handles all logic related to the signatures.

It is responsible for verifying signatures of a transaction from multi-signature and non-multi-signature accounts. It also
handles the registration of multi-signature accounts.

Name keys

ID 4

Assets ID Name

0 RegisterAsset

Reducers none

Actions none

Events none

Table of Contents

Account schema

Transactions

RegisterAsset

Account schema

The keys module adds the new properties mandatoryKeys , optionalKeys , and numberOfSignatures  under the key
keys  to every account in the network as follows:

Transactions

The following transaction assets are provided by the keys module.

RegisterAsset

Allows to send a registerMultisignatureGroup  transaction, which creates a multi-signature account.

Schema

Prev Next

{
    type: 'object',
    properties: {
        numberOfSignatures: { dataType: 'uint32', fieldNumber: 1 },
        mandatoryKeys: {
            type: 'array',
            items: { dataType: 'bytes' },
            fieldNumber: 2,
        },
        optionalKeys: {
            type: 'array',
            items: { dataType: 'bytes' },
            fieldNumber: 3,
        },
    },
    default: {
        mandatoryKeys: [],
        optionalKeys: [],
        numberOfSignatures: 0,
    },
}

{
$id: 'lisk/keys/register',
type: 'object',
required: ['numberOfSignatures', 'optionalKeys', 'mandatoryKeys'],
properties: {

numberOfSignatures: {
dataType: 'uint32',
fieldNumber: 1,
minimum: 1,
maximum: 64,

},
mandatoryKeys: {

type: 'array',
items: {

dataType: 'bytes',
minLength: 32,
maxLength: 32,

},
fieldNumber: 2,
minItems: 0,
maxItems: 64,

},
optionalKeys: {

type: 'array',
items: {

dataType: 'bytes',
minLength: 32,
maxLength: 32,

},
fieldNumber: 3,
minItems: 0,
maxItems: 64,

},
},

}
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DPoS module

The DPoS module is responsible for handling all DPoS related logics. Specifically the following:

Snapshotting vote weights

Calculating productivity

Handling registerDelegate, voteDelegate, unlockToken, and reportDelegateMisbehavior transaction assets

Setting the next delegates set

Name dpos

ID 5

Assets ID Name

0 RegisterTransactionAsset

1 VoteTransactionAsset

2 UnlockTransactionAsset

3 PomTransactionAsset

Reducers none

Actions dpos:getAllDelegates

dpos:getUnlockings

Events none

Custom config options Option Default value

activeDelegates 101

standbyDelegates 2

delegateListRoundOffset 2

Table of Contents

Account schema

Transactions

RegisterTransactionAsset
VoteTransactionAsset
UnlockTransactionAsset
PomTransactionAsset

Actions

dpos:getAllDelegates
dpos:getUnlockings

Delegated Proof of Stake (DPoS)

Forging
Registering as delegate
Voting for a delegate
Unvoting delegates and unlocking of tokens

BFT

How to discover misbehavior of a delegate
Reporting a delegate
Consequences for punished delegates and their voters

Account schema

The token module adds a new property balance  under the key token  to every account in the network as follows:

Transactions

The following transaction assets are provided by the token module.

RegisterTransactionAsset

Allows sending a register delegate transaction, which registers a delegate for the sender account with a given username.

Name
registerDelegate

ID
0

Base fee
10 

Schema

VoteTransactionAsset

Allows sending a vote transaction, which casts votes and unvotes for delegates.

Each token can only be used once for voting, therefore the sender locks a certain amount of tokens for each vote. After
unvoting a delegate, the user is able to unlock the token again with the unlock transaction.

Name
voteDelegate

ID
1

Schema

UnlockTransactionAsset

Allows sending an unlock transaction, which unlocks tokens that have been locked after voting for a delegate, after
unvoting this delegate.

Name
unlockToken

ID
2

Schema

PomTransactionAsset

Allows sending a proof-of-misbehavior transaction, and reports violations of the BFT protocol by a particular delegate.

Name
reportDelegateMisbehavior

ID
3

Schema

Actions

dpos:getAllDelegates

Returns a list of all registered delegates, including their username and address. The address is returned as a hex string.

Input

none

Returns

1 Username of the delegate.

2 Address of the delegate as hex string.

dpos:getUnlockings

Returns a list of delegate unvotes of a certain account, the height of the unvote, and the minimum height for unlocking the
tokens again.

Input

1 Address of the account as hex string.

Returns

Delegated Proof of Stake (DPoS)

The Lisk SDK bootstraps a blockchain network that is based on the Lisk DPoS consensus algorithm.

In DPoS based blockchains, the consensus regarding who can forge the next block is reached by users according to the
votes cast.

Forging

The process of adding new blocks to a blockchain that uses the PoS or DPoS consensus algorithm is called forging.

The 101 active delegates and 2 additional standby delegates are selected to forge during a forging round.

101(amount of the active delegates) + 2(random standby delegates) = 103(Number of blocks of a forging round)

More information about the delegate selection mechanism can be found in the Lisk Protocol.

Delegate weight

The 101 delegates with the highest delegate weight are selected for the active forging positions.

The delegate weight is defined as shown below:

delegate weight = minimum { 10 * delegate self-vote , sum of all votes for the delegate }

Where delegate self-vote  is the amount the delegate voted for its own account.

The sum of all votes for the delegate  includes the self-votes.

Registering as delegate

In a DPoS system, each account that has an adequate enough balance to send a register delegate transaction can register
a new delegate on the network. Other accounts can vote for delegates to support them with their stake. As a reward for
securing the network, the forging delegates receive the transaction fees and block rewards of the forged blocks, and the
transactions included in the forged blocks.

Example: Creating a delegate registration transaction

Voting for a delegate

Accounts can vote for delegates by sending a vote delegate transaction. The tokens used to vote for delegates will be
locked. The locked tokens can be unlocked again if required, by unvoting the delegate again.

For instance, lets assume you hold an account with a balance of 100 tokens.

It is possible to use only some of your tokens for voting, however, let’s assume you want to vote with all 100 tokens. It is of
course possible to split your tokens among multiple delegates, or to use all of them to vote for only one delegate. For
example, you could vote for 10 delegates with 10 tokens, or alternatively just for one delegate with the full amount of 100
tokens.

In the example shown below we decided to vote for one delegate with 70 tokens, and for another one with 30 tokens.

Example: Vote for two delegates

1 Locks 70 tokens and adds 70 tokens delegate weight to the delegate with address 11750255083444888021L .

2 Locks 30 tokens and adds 30 tokens delegate weight to the delegate with address 64373847834494888026L .

Unvoting delegates and unlocking of tokens

The amount of tokens used for voting is locked and cannot be used for any other transactions. This includes but is not
limited to further voting, balance transfers or transaction fees.

To use the locked tokens again, the account has to submit a vote delegate transaction, with a negative amount (also called

“unvote”). This will start the unlocking procedure and the LSK will be ready for unlocking 2000 blocks later, (approximately 5
hours and 30 minutes).

To recover the locked tokens, the account has to submit two transactions:

1. First, the tokens have to be unvoted. This is done with a new VoteTransaction , the transaction just needs to contain
a negative amount. The tokens are now in an “unlocking” state. They have been unvoted but are not usable yet.

Example: Unvote a delegate

2. After a 2000 block period, the tokens can be unlocked. This is done with a new UnlockTransaction . The unlock token
transaction specifies which tokens have to be unlocked and added back to the balance. This mechanism is necessary
to allow blocks to be reverted. Future improvements of the Lisk blockchain (particularly on the database level), could
render this unlock transaction unnecessary.

BFT

The Byzantine Fault Tolerance (BFT) algorithm ensures that the network can reach consensus about the current state of
the blockchain. This means that for a given height, eventually all Lisk nodes agree on the same block. This is particularly
important in the case where there are different valid blocks for the same height, which can occur due to network delays, or
delegates forging multiple blocks in their designated time slot.

Additionally, delegates can be punished by anyone in the network if they forge contradicting blocks, i.e., two blocks with
consensus votes that violate the Lisk-BFT protocol (see the Lisk protocol documentation for details). In order to avoid that
a delegate is punished, a node operator has to take great care when enabling forging on a node. This means that it is very
important to adhere to the following points below:

Never activate forging on more than one node. Otherwise, the delegate may be punished due to a double-forge, i.e.,
producing two contradicting blocks for the same time slot.

Never activate forging without porting over the forger_info  data . Otherwise, the maxHeightPreviouslyForged
property of the forged blocks may be outdated, which can cause the delegate to forge contradicting blocks.

How to discover misbehavior of a delegate

Any misbehavior of a delegate is indicated by two contradicting block headers signed by the delegate. A misbehavior can
therefore be reported by providing the two contradicting block headers. The code below checks if two contradicting block
headers exist.

Detecting Contradicting Block Headers

(Source:  14)

Reporting a delegate

A delegate misbehavior report transaction can be issued by anyone in the network who observes a violation of the Lisk-BFT
consensus algorithm, as explained in How to discover misbehavior of a delegate.

Reporting delegate misbehavior

Consequences for punished delegates and their voters

If a valid delegate misbehavior report is posted to the network, the respective delegate will face the following
consequences:

Setting the delegate weight to 0 for the next 780,000 blocks (approximately 3 months).

The unlocking period for self-votes is increased from 260,000 blocks to 780,000 blocks, (from approximately 1 month
to 3 months).

Voters of the respective delegate will receive the following punishment:

The unlocking period for the votes for the punished delegate is increased from 2,000 blocks to 260,000 blocks, (from
approximately 5 hours to 1 month).

{
    type: 'object',
    properties: {
        delegate: {
            type: 'object',
            fieldNumber: 1,
            properties: {
                username: { dataType: 'string', fieldNumber: 1 },
                pomHeights: {
                    type: 'array',
                    items: { dataType: 'uint32' },
                    fieldNumber: 2,
                },
                consecutiveMissedBlocks: { dataType: 'uint32', fieldNumber: 3 },
                lastForgedHeight: { dataType: 'uint32', fieldNumber: 4 },
                isBanned: { dataType: 'boolean', fieldNumber: 5 },
                totalVotesReceived: { dataType: 'uint64', fieldNumber: 6 },
            },
            required: [
                'username',
                'pomHeights',
                'consecutiveMissedBlocks',
                'lastForgedHeight',
                'isBanned',
                'totalVotesReceived',
            ],
        },
        sentVotes: {
            type: 'array',
            fieldNumber: 2,
            items: {
                type: 'object',
                properties: {
                    delegateAddress: {
                        dataType: 'bytes',
                        fieldNumber: 1,
                    },
                    amount: {
                        dataType: 'uint64',
                        fieldNumber: 2,
                    },
                },
                required: ['delegateAddress', 'amount'],
            },
        },
        unlocking: {
            type: 'array',
            fieldNumber: 3,
            items: {
                type: 'object',
                properties: {
                    delegateAddress: {
                        dataType: 'bytes',
                        fieldNumber: 1,
                    },
                    amount: {
                        dataType: 'uint64',
                        fieldNumber: 2,
                    },
                    unvoteHeight: {
                        dataType: 'uint32',
                        fieldNumber: 3,
                    },
                },
                required: ['delegateAddress', 'amount', 'unvoteHeight'],
            },
        },
    },

default: {
delegate: {

username: '',
pomHeights: [],
consecutiveMissedBlocks: 0,
lastForgedHeight: 0,
isBanned: false,
totalVotesReceived: BigInt(0),

},
sentVotes: [],
unlocking: [],

},
};

LSK

{
    $id: 'lisk/dpos/register',
    type: 'object',
    required: ['username'],
    properties: {
        username: {
            dataType: 'string',
            fieldNumber: 1,
            minLength: 1,
            maxLength: 20,
        },
    },
}

{
    $id: 'lisk/dpos/vote',
    type: 'object',
    required: ['votes'],
    properties: {
        votes: {
            type: 'array',
            minItems: 1,
            maxItems: 20,
            items: {
                type: 'object',
                required: ['delegateAddress', 'amount'],
                properties: {
                    delegateAddress: {
                        dataType: 'bytes',
                        fieldNumber: 1,
                        minLength: 20,
                        maxLength: 20,
                    },
                    amount: {
                        dataType: 'sint64',
                        fieldNumber: 2,
                    },
                },
            },
            fieldNumber: 1,
        },
    },
}

{
    $id: 'lisk/dpos/unlock',
    type: 'object',
    required: ['unlockObjects'],
    properties: {
        unlockObjects: {
            type: 'array',
            minItems: 1,
            maxItems: 20,
            items: {
                type: 'object',
                required: ['delegateAddress', 'amount', 'unvoteHeight'],
                properties: {
                    delegateAddress: {
                        dataType: 'bytes',
                        fieldNumber: 1,
                        minLength: 20,
                        maxLength: 20,
                    },
                    amount: {
                        dataType: 'uint64',
                        fieldNumber: 2,
                    },
                    unvoteHeight: {
                        dataType: 'uint32',
                        fieldNumber: 3,
                    },
                },
            },
            fieldNumber: 1,
        },
    },
}

{
    $id: 'lisk/dpos/pom',
    type: 'object',
    required: ['header1', 'header2'],
    properties: {
        header1: {
            ...blockHeaderSchema,
            fieldNumber: 1,
        },
        header2: {
            ...blockHeaderSchema,
            fieldNumber: 2,
        },
    },
}

{
    username: string, (1)
    address: string, (2)
}[]

{
  address: string; (1)
}

{
    delegateAddress: string, (1)
    amount: string, (2)
    unvoteHeight: number, (3)
    minUnlockHeight: number, (4)
}[]

The DPoS used by Lisk is in fact more of a middle ground between  and DPoS.

The DPoS related characteristic is the ability of users to register as delegate and then receive votes from other users, in order to
increase their delegate weight.

The PoS related characteristic is the requirement for delegates to self-vote a certain amount of tokens, in order to increase their
delegate weight. Another PoS characteristic is the mechanism for the selection of the two random standby delegates, who are
selected every forging round. The higher the delegate weight, the higher the chance to be selected in one of the two random spots
available for standby delegates.

Note

PoS

During a forging round, no new calculations are required, which makes DPoS an extremely energy-friendly consensus algorithm,
compared to "mining", which is the analog process for blockchains that run with Proof of Work (PoW). This technique enables a very
energy efficient process of adding new blocks, which allows forging nodes to run even on machines with very limited processing
capabilities, such as a Raspberry Pi.

Note

The chosen delegate name has to be unique in the network.

Note

const tx = await APIClient.transaction.create({
    moduleID: 5,
    assetID: 0,
    fee: 1100000000,
    asset: {
        username: 'lightcurve',
    },
}, passphrase);

const tx = await APIClient.transaction.create({
    moduleID: 5,
    assetID: 1,
    fee: 10000000,
    asset: {
        votes: [
            { delegateAddress:'11750255083444888021L', amount: '7000000000'}, (1)
            { delegateAddress:'64373847834494888026L', amount: '3000000000'} (2)
        ]
    },
}, passphrase);

const tx = await APIClient.transaction.create({
    moduleID: 5,
    assetID: 1,
    fee: 10000000,
    asset: {
        votes: [
            { delegateAddress:'64373847834494888026L', amount: '-1500000000'} // 15 tokens can be unlock
        ]
    },
}, passphrase);

const tx = await APIClient.transaction.create({
    moduleID: 5,
    assetID: 3,
    fee: 10000000,
    asset: {
        unlockingObjects:[
            { delegateAddress:'64373847834494888026L', amount: '1500000000', unvoteHeight: '1234' }
        ]
    },
}, passphrase);

A token unlock transaction can contain multiple unlock objects

This allows an account to submit multiple delegate votes and recover those tokens with a single unlock transaction. Of course, all
tokens must have been in the unlocking state for at least 2000 blocks for the unlock transaction to be valid.

Tip

function checkHeadersContradicting(blockHeader1,blockHeader2) {
   // Order the two block headers such that b1 must be forged first
   let b1=blockHeader1;
   let b2=blockHeader2;
   if(b1.maxHeightPreviouslyForged>b2.maxHeightPreviouslyForged ||
     (b1.maxHeightPreviouslyForged==b2.maxHeightPreviouslyForged && b1.maxHeightPrevoted>b2.maxHeightPrevote
     (b1.maxHeightPreviouslyForged==b2.maxHeightPreviouslyForged && b1.maxHeightPrevoted==b2.maxHeightPrevot
      b1=blockHeader2;
      b2=blockHeader1;
   }

   // The order of cases is essential here
   if(b1.delegatePubKey!=b2.delegatePubKey) {
      // Blocks by different delegates are never contradicting
      return false;
   } else if(b1.blockID==b2.blockID) {
      // No contradiction, as block headers are the same
      return false;
   } else if (b1.maxHeightPrevoted==b2.maxHeightPrevoted &&  b1.height>=b2.height) {
      // Violation of the fork choice rule as delegate moved to different chain
      // without strictly larger maxHeightPrevoted or larger height as justification.
      // This in particular happens, if a delegate is double forging.
      return true;
   } else if(b1.height>b2.maxHeightPreviouslyForged) {
      // Violates disjointness condition
      return true;
   } else if(b1.maxHeightPrevoted>b2.maxHeightPrevoted) {
      // Violates that delegate chooses branch with largest maxHeightPrevoted
      return true;
   } else {
      // No contradiction between block headers
      return false;
   }
}

LIP

const tx = await APIClient.transaction.create({
    moduleID: 5,
    assetID: 3,
    fee: 10000000,
    asset:{
        header1: {
            blockSignature: 'e8b4768a7805bdcef097458e52b4acc5aed9816032504a57a0ae14ede0054bd916ddc0ff93a4baa
            generatorPublicKey: '7a7f24c061db6a92320ba14323f814c20dbcc811a931ead3ca63c75a4de1b643',
            height: 8938,
            maxHeightPreviouslyForged: 8788,
            maxHeightPrevoted: 8868,
            numberOfTransactions: 0,
            payloadHash: 'e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855',
            payloadLength: 0,
            previousBlockId: '9326981395427095175',
            reward: '500000000',
            seedReveal: 'abe2a66d7a35fd7b580e977d9f7911ae',
            timestamp: 122329567,
            totalAmount: '0',
            totalFee: '0',
            version: 2
        },
        header2: {
            blockSignature: '31ccf4ce1a3a224a2a32c3f4bdc6fad0ddb8feb45b05b7d411eee1a608f9d91284d09c727bba173
            generatorPublicKey: '7a7f24c061db6a92320ba14323f814c20dbcc811a931ead3ca63c75a4de1b643',
            height: 8933,
            maxHeightPreviouslyForged: 8788,
            maxHeightPrevoted: 8868,
            numberOfTransactions: 0,
            payloadHash: 'e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855',
            payloadLength: 0,
            previousBlockId: '9326981395427095175',
            reward: '500000000',
            seedReveal: 'abe2a66d7a35fd7b580e977d9f7911ae',
            timestamp: 122329567,
            totalAmount: '0',
            totalFee: '0',
            version: 2
        }
    },
}, passphrase);
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Plugins overview

An overview of all available plugins for the Lisk SDK.

Name Included in the Lisk SDK by

default?

Description

Dashboard plugin no Provides a user interface which enables developers to conveniently
view and communicate with the blockchain application during the

development.

Faucet plugin no Provides a user interface to receive a certain amount of tokens on

request.

Forger plugin yes Monitors configured delegates forging activity, and voters information.

HTTP API plugin yes Provides basic HTTP API endpoints to get the running node
information.

Monitor plugin yes Provides network statistics of the running node.

Report misbehavior plugin yes Provides automatic detection of delegate misbehavior and sends a

reportDelegateMisbehaviorTransaction to the running node.

Prev Next
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Dashboard plugin

@liskhq/lisk-framework-dashboard-plugin  is a plugin for the Lisk Framework that provides a user interface which
enables developers to conveniently view and communicate with the blockchain application during the development.

The dashboard plugin includes the following features:

Monitor recent blocks and transactions

Show created information about accounts

Create new accounts

Call exposed application actions

Listen to exposed application events

Create transactions

Get node information

Alias dashboard

Actions none

Events none

Table of Contents

Registering the plugin

Plugin configuration

Available configuration options

Registering the plugin

How to register the dashboard plugin with the blockchain application.

Plugin configuration

The dashboard plugin can be configured in the configuration of the blockchain application under plugins.dashboard .

Dashboard options in the configuration

Available configuration options

Prev Next

const { Application, genesisBlockDevnet, configDevnet } = require('lisk-sdk');
const { DashboardPlugin } = require('@liskhq/lisk-framework-dashboard-plugin');

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

app.registerPlugin(DashboardPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

The application will use the default values in the case whereby there is no plugin configuration provided.

Note

const { Application, genesisBlockDevnet, configDevnet } = require('lisk-sdk');
const { DashboardPlugin } = require('@liskhq/lisk-framework-dashboard-plugin');

const appConfig = utils.objects.mergeDeep({}, configDevnet, {
    plugins: {
        dashboard: {
            applicationUrl: 'ws://localhost:8080/ws',
            port: 4005,
            host: '127.0.0.1',
            applicationName: 'Lisk',
        }
    }
});

const app = Application.defaultApplication(genesisBlockDevnet, appConfig);

app.registerPlugin(DashboardPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

{
    applicationName: {
        type: 'string',
        description: 'Application name to be shown near Logo',
    },
    applicationUrl: {
        type: 'string',
        format: 'uri',
        description: 'URL to connect',
    },
    port: {
        type: 'integer',
        minimum: 1,
        maximum: 65535,
    },
    host: {
        type: 'string',
        format: 'ip',
    },
}
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Faucet plugin

@liskhq/lisk-framework-faucet-plugin  is a plugin for the Lisk Framework that provides a user interface to receive an
certain amount of tokens on request. The faucet plugin is a useful tool during development and also in testing networks.

The faucet plugin includes the following features:

enables sending tokens to different accounts from a faucet for testing

allows customizing the faucet UI with a custom logo and application URL

Alias faucet

Actions faucet:authorize

faucet:fundTokens

Events none

Table of Contents

Registering the plugin

Plugin configuration

Available configuration options

Actions

faucet:authorize
faucet:fundTokens

Registering the plugin

How to register the faucet plugin with the blockchain application.

Plugin configuration

The faucet plugin can be configured in the configuration of the blockchain application under plugins.faucet .

Faucet options in the configuration

Available configuration options

Actions

faucet:authorize

Enables and disables the faucet.

Example

Input

{
    password: string,
    enable: boolean
}

Returns

{ result: string }

faucet:fundTokens

Example

Input

{
    address: string,
    token: string
}

Returns

{ result: string }

Prev Next

const { Application, genesisBlockDevnet, configDevnet } = require('lisk-sdk');
const { FaucetPlugin } = require('@liskhq/lisk-framework-faucet-plugin');

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

app.registerPlugin(FaucetPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

There are three required config options that need to be defined in order for the faucet plugin to function correctly:

1. encryptedPassphrase : The passphrase of the genesis account which is encrypted with encryptPassphraseWithPassword()

2. captchaSecretkey : The re-captcha secret key. You can register here to get valid keys for the recaptcha: 
https://developers.google.com/recaptcha/intro. For testing purposes it is not necessary to use your own keys, simply use the 
test API keys recaptcha.

3. captchaSitekey : The re-captcha site key.

Important

const { Application, genesisBlockDevnet, configDevnet } = require('lisk-sdk');
const { FaucetPlugin } = require('@liskhq/lisk-framework-faucet-plugin');

const appConfig = utils.objects.mergeDeep({}, configDevnet, {
    plugins: {
        faucet: {
            encryptedPassphrase: "",
            captchaSitekey: "",
            captchaSecretkey: "",
            port: 4004,
            host: '127.0.0.1',
            applicationUrl: 'ws://localhost:8080/ws',
            fee: '0.1',
            amount: '100',
            tokenPrefix: 'lsk',
        }
    }
});

const app = Application.defaultApplication(genesisBlockDevnet, appConfig);

app.registerPlugin(FaucetPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

{
    port: {
        type: 'integer',
        minimum: 1,
        maximum: 65535,
    },
    host: {
        type: 'string',
        format: 'ip',
    },
    encryptedPassphrase: {
        type: 'string',
        format: 'encryptedPassphrase',
        description: 'Encrypted passphrase of the genesis account',
    },
    applicationUrl: {
        type: 'string',
        format: 'uri',
        description: 'URL to connect',
    },
    fee: {
        type: 'string',
        description: 'The transaction fee used to faucet an account',
    },
    amount: {
        type: 'string',
        description: 'Number of tokens to fund an account per request',
    },
    tokenPrefix: {
        type: 'string',
        description: 'The token prefix associated with your application',
    },
    logoURL: {
        type: 'string',
        format: 'uri',
        description: 'The URL of the logo used on the UI',
    },
    captchaSecretkey: {
        type: 'string',
        description: 'The re-captcha secret key',
    },
    captchaSitekey: {
        type: 'string',
        description: 'The re-captcha site key',
    },
}

const { apiClient } = require('lisk-sdk');

let clientCache;

const getClient = async () => {
  if (!clientCache) {
    clientCache = await apiClient.createWSClient('ws://localhost:8080/ws');
  }
  return clientCache;
};
const useClient = async () => {
  const client = await getClient();
  const input = {
    password: "secretPassword",
    enable: true
  };
  const authorize = await client.invoke('faucet:authorize', input);
  return authorize;
};
useClient().then((val) => {
  console.log("val:",val);
});
/*
{
  "result": "Successfully enabled the faucet."
}
 */

const { apiClient } = require('lisk-sdk');

let clientCache;

const getClient = async () => {
  if (!clientCache) {
    clientCache = await apiClient.createWSClient('ws://localhost:8080/ws');
  }
  return clientCache;
};
const useClient = async () => {
  const client = await getClient();
  const input = {
    address: ""
  };
  const fund = await client.invoke('faucet:fundTokens', input);
  return fund;
};
useClient().then((val) => {
  console.log("val:",val);
});
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Forger plugin

@liskhq/lisk-framework-forger-plugin  is a plugin for the Lisk Framework that monitors configured delegates forging
activity, and voters information.

Alias forger

Actions forger:getVoters

forger:getForgingInfo

Events forger:block:created

forger:block:missed

Table of Contents

Registering the plugin

Default configuration

Actions

forger:getVoters
forger:getForgingInfo

Events

forger:block:created
forger:block:missed

Registering the plugin

How to register the forger plugin with the blockchain application.

Default configuration

The forger plugin can be configured in the configuration of the blockchain application under plugins.forger .

Forger options in the configuration

1 dataPath : The data path for storing forging related information captured from the application.

Actions

forger:getVoters

Returns the calculated voters for all forgers registered in the network.

Input

none

Returns

forger:getForgingInfo

Returns the status of all forgers registered in the network.

Input

none

Returns

Events

forger:block:created

Returns forging information about the latest forged block.

Message

forger:block:missed

Returns an object with information about how many blocks have been missed by all delegates up to the current height of
the blockchain.

Message

1 Number of missed blocks by delegate address.

2 Current height of the blockchain.

3 Current time.

Prev Next

// Import the ForgerPlugin from the lisk-sdk package
const { Application, ForgerPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

// Register the plugin with the application
app.registerPlugin(ForgerPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

The application will use the default values, in case no plugin configuration is provided.

Note

const { Application, ForgerPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

configDevnet.plugins.forger = {};
// Configure where to store the plugin data.
// Default location is ~/.lisk/forger
configDevnet.plugins.forger.dataPath = '~/.lisk/forger'; (1)

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

app.registerPlugin(ForgerPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

{
    "address": "a6f6a0543ae470c6b056021cb2ac153368eafeec",
    "username": "genesis_2",
    "totalVotesReceived": "1002000000000",
    "voters": [
      {
        "address": "a28d5e34007fd8fe6d7903044eb23a60fdad3c00",
        "amount": "2000000000"
      }
    ]
}[]

{
  "address": "a28d5e34007fd8fe6d7903044eb23a60fdad3c00",
  "forging": true,
  "username": "genesis_1",
  "totalReceivedFees": "0",
  "totalReceivedRewards": "0",
  "totalProducedBlocks": 4,
  "totalVotesReceived": "1000000000000",
  "consecutiveMissedBlocks": 176
}[]

{
    reward,
    forgerAddress,
    height,
    timestamp: Date.now(),
}

{
    {
      address: missedBlocks, (1)
      address2: missedBlocks,
      // ...
    }
    height, (2)
    timestamp: date, (3)
}
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HTTP API plugin

@liskhq/lisk-framework-http-api-plugin  is a plugin for the Lisk Framework that provides basic HTTP API endpoints
to get running node information.

Alias httpApi

Actions none

Events none
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Registering the plugin

How to register the HTTP API plugin with the blockchain application.

Default configuration

The HTTP API plugin can be configured in the configuration of the blockchain application under plugins.httpApi .

API access options in the configuration

1 httpApi : Contains options for the HTTP API plugin.

2 port : HTTP port which the HTTP API plugin listens on.

3 whiteList : This parameter allows connections to the HTTP API only by IPs mentioned here. Defaults to only allow local host.

4 cors : Contain options for CORS, (Cross-Origin Resource Sharing).

5 origin : Defines the domains that can access the resource in a cross-site manner. Defaults to all domains.

6 methods (optional): Defines the allowed methods for CORS.

7 limits : Contains options about time limits.

8 max : Maximum number of API connections.

9 delayMs : Minimum delay between API calls in ms.

10 delayAfter : Minimum delay after an API call in ms

11 windowMs : Minimum delay between API calls from the same window.

12 headersTimeout : Maximum time an idle connection will be kept open, (in seconds).

13 serverSetTimeout : Maximum time to wait for response from the server before timing out.

If the options are not present in the config, you can manually add them under the plugins  property of your configuration
object.

The recommended setup is to configure a whitelist only for trusted IP addresses, such as your home connection.

API specification

Access restrictions

The API endpoints are by default restricted to a whitelist of IPs that can be found under plugins.httpApi.whiteList  in
the config. If it is required for your API to be accessible by the public, this can be achieved by changing
plugins.httpApi.whiteList  to [] . This will allow anyone to make requests to your application.

Requests

Chained filter parameters are logically connected with AND . HTTP  is the supported URL schema by default.

Responses

The general response format is JSON ( application/json ). The responses for each API request have a common basic
structure as shown below:

List of endpoints

All possible API endpoints for Lisk Core are listed below. Click on an endpoint to view the descriptions, details and
examples.

Version information

Version : 1.0.32

Contact information

Contact Email : admin@lisk.com

License information

License : Apache 2.0
License URL : http://www.apache.org/licenses/LICENSE-2.0
Terms of service : null

URI scheme

BasePath : /api
Schemes : HTTP

Tags

Accounts : Account related API endpoints.

Blocks : Block related API endpoints.

Delegates : Delegates related API endpoints.

Node : Node related API endpoints.

Peers : Peers related API endpoints.

Transactions : Transactions related API endpoints.

Paths

Requests account data.

GET /accounts/{address}

Description

Search for matching account in the system.

Parameters

Type Name Description Schema

Path
address

required
The binary address in hex format as defined in LIP-0018. string

Responses

HTTP
Code

Description Schema

200 Account requested. AccountResponse

400 Malformed query or parameters. ErrorResponse

404 Data not found. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Accounts

Requests block data

GET /blocks

Description

Search for block in the system by height.

Parameters

Type Name Description Schema

Query
height

required
height of the searching block. integer

Responses

HTTP

Code
Description Schema

200 Block requested. BlocksResponse

400 Malformed query or parameters. ErrorResponse

404 Data not found. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Blocks

Requests block data

GET /blocks/{id}

Description

Search for block in the system by ID.

Parameters

Type Name Description Schema

Path
id
required

id of the searching block in hex format string

Responses

HTTP

Code
Description Schema

200 Block requested. BlockResponse

400 Malformed query or parameters. ErrorResponse

404 Data not found. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Blocks

Requests delegates data.

GET /delegates

Description

Search for a specified delegate in the system.

Parameters

Type Name Description Schema Default

Query
limit
optional

Limit applied to results. integer (int32) 10

Query
offset
optional

Offset value for results. integer (int32) 0

Responses

HTTP
Code

Description Schema

200 Registered delegate accounts. DelegateResponse

400 Malformed query or parameters. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Delegates

Requests next forgers data.

GET /forgers

Description

Returns a list of the next forgers in this delegate round.

Responses

HTTP
Code

Description Schema

200 A list of the next forgers. ForgersResponse

400 Malformed query or parameters. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Delegates

Toggles the forging status of a delegate.

PATCH /forging

Description

Upon passing the correct password and address, forging will be enabled or disabled for the delegate of this particular node.
The password can be generated locally by encrypting your passphrase, either by using Lisk Commander or with Lisk
Elements.

Parameters

Type Name Description Schema

Body
data

required
Password for decrypting passphrase of delegate for its corresponding

address.
data

data

Name Description Schema

address
required

Address of the delegate.
Example : "0903f4c5cb599a7928aef27e294e98293d1e3888"

string (hex)

forging
required

Forging status of the delegate.
Example : true

boolean

height
optional

Last forged block height.
Example : 100.0

number

maxHeightPreviouslyForged
required

Delegates largest previously forged height.
Example : 100.0

number

maxHeightPrevoted
required

Delegates largest prevoted height for a block.
Example : 10.0

number

overwrite
required

Boolean flag to overwrite forger info.
Example : true

boolean

password
required

Password for decrypting passphrase of delegate.
Minimum length : 5
Example : "happy tree friends elephant tree"

string

Responses

HTTP

Code
Description Schema

200 Delegate forging toggled on or off. ForgingStatusResponse

400 Malformed query or parameters. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Consumes

application/json

Produces

application/json

Tags

Node

Request forging status of forgers.

GET /forging/info

Description

Gives a list of all forgers and their info.

Responses

HTTP

Code
Description Schema

200 List of forgers. ForgersResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Forging

Requests node information

GET /node/info

Description

Returns information of the running node, e.g. height.

Responses

HTTP
Code

Description Schema

200 Node info response. NodeInfoResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Node

Requests unprocessed transactions data.

GET /node/transactions

Description

Search for specific transactions by providing the appropriate parameters.

Parameters

Type Name Description Schema Default

Query
limit

optional
Limit applied to results. integer (int32) 10

Query
offset

optional
Offset value for results. integer (int32) 0

Responses

HTTP

Code
Description Schema

200 Transactions list. TransactionsResponse

400 Malformed query or parameters. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Node

Transactions

Requests peers data.

GET /peers

Description

Search for specified peers.

Parameters

Type Name Description Schema Default

Query
limit

optional
Limit applied to results. integer (int32) 10

Query
offset

optional
Offset value for results. integer (int32) 0

Query
state

optional
Current state of the network.

enum (connected,

disconnected)

Responses

HTTP

Code
Description Schema

200 List of peers. PeersResponse

400 Malformed query or parameters. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Peers

Submits signed transaction for processing.

POST /transactions

Description

Submits signed transaction object for processing by the transaction pool.

Parameters

Type Name Description Schema

Body
transaction

required
Transaction object for processing by the transaction pool. TransactionRequest

Responses

HTTP
Code

Description Schema

200 Transaction requested.
TransactionCreateResponse

400 Malformed query or parameters. ErrorResponse

409 Some error related to processing of request. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Consumes

application/json

Produces

application/json

Tags

Transactions

Requests transaction data

GET /transactions/{id}

Description

Search for transaction in the system by ID.

Parameters

Type Name Description Schema

Path
id

required
id of the searching transaction in hex format. string

Responses

HTTP
Code

Description Schema

200 Transaction requested. TransactionResponse

400 Malformed query or parameters. ErrorResponse

404 Data not found. ErrorResponse

429 Too many requests, exceeded rate limit. ErrorResponse

500 Unexpected error. ErrorResponse

Produces

application/json

Tags

Transactions

Definitions

Account

Name Description Schema

address

required
The binary address in hex format as defined in LIP-0018.

Example : "9d0149b0962d44bfc08a9f64d5afceb6281d7fb5"
string

dpos

required
dpos

keys

required
keys

sequence

required
sequence

token

required
token

dpos

Name Schema

delegate
required

delegate

sentVotes
required

< sentVotes > array

unlocking
required

< unlocking > array

delegate

Name Schema

consecutiveMissedBlocks

required
number

isBanned

required
boolean

lastForgedHeight

required
number

pomHeights

required
< number > array

totalVotesReceived

required
string

username

required
string

sentVotes

Name Schema

amount
required

string

delegateAddress
required

string

unlocking

Name Schema

amount

required
string

delegateAddress

required
string

unvoteHeight

required
number

keys

Name Description Schema

mandatoryKeys
required

Hex encoded value of mandatory multi-signature account members public keys. < string > array

numberOfSignatures
required

Number of required signatures. number

optionalKeys
required

Hex encoded value of optional multi-signature account members public keys. < string > array

sequence

Name Description Schema

nonce

required
The current nonce associated to account for transaction processing.

Example : "154"
string

token

Name Description Schema

balance
required

The current balance of the account in Beddows.
Example : "1081560729258"

string

AccountResponse

Name Schema

data

required
Account

meta

optional
object

BlockAsset

Name Description Schema

maxHeightPreviouslyForged

required
The largest height of any block previously forged by the forging delegate. number

maxHeightPrevoted

required
The largest height of any block previously prevoted by the forging delegate. number

seedReveal

required
Hex encoded value that contains the new seed value revealed after each round by

the forging delegate.
string

BlockHeader

Name Description Schema

asset

required
Object stored in the block header as defined by the application. BlockAsset

generatorPublicKey

required
Hex encoded value of public key of the delegate who forged the block. string

height

required
Height of the network, when the block was forged. The height of the network represents

the number of blocks that have been forged on the network since the genesis block.
number

id

required
Hex encoded value of the unique identifier of the block. string

previousBlockID

required
Hex encoded value of the ID of the previous block of the chain. string

reward

required
The reward for the delegate. string

signature

optional
Hex encoded value of the signature for the block. string

timestamp

required
Unix timestamp of block created in seconds. number

transactionRoot

required
Hex encoded value of Merkle tree root of the transaction IDs. string

version

required
Versioning for future upgrades of the Lisk protocol. number

BlockResponse

Name Schema

data
required

data

meta
optional

object

data

Name Schema

header

required
BlockHeader

payload

required
< Transaction > array

BlocksResponse

Name Schema

data

required
< data > array

meta

optional
object

data

Name Schema

header
required

BlockHeader

payload
required

< Transaction > array

DelegateResponse

Name Schema

data
required

< Account > array

meta
optional

Meta

ErrorResponse

Name Schema

errors

required
< errors > array

errors

Name Description Schema

message

optional

Error message containing details of the error.
Minimum length : 1
Example : "Reason of the error"

string

Forger

Name Description Schema

address

required
The binary address in hex format as defined in LIP-0018.

Example : "9d0149b0962d44bfc08a9f64d5afceb6281d7fb5"
string

nextForgingTime
required

Returns the unix timestamp in seconds in which the forger will be able to forge the next

block. Each slot has a timespan of 10 seconds.
Example : 4368793.0

number

totalVotesReceived

optional

The total votes received by the delegate. Represents the total amount of tokens that the
delegates voters casted votes for this delegate.

Example : "1081560729258"
string

username
required

The delegates username. A delegate chooses the username by registering a delegate on

the network. It is unique and cannot be changed later.
Example : "genesis_01"

string

ForgersResponse

Name Description Schema

data
required

List of forgers. < Forger > array

meta
optional

object

ForgingStatus

Name Description Schema

address
required

Address of the delegate.
Example : "0903f4c5cb599a7928aef27e294e98293d1e3888"

string (hex)

forging
required

True if the delegate enabled forging.
Example : true

boolean

height
required

Height of the forger.
Example : 234577.0

number

maxHeightPreviouslyForged
required

The largest height of any block previously forged by the forging delegate.
Example : 234534.0

number

maxHeightPrevoted
required

The largest height of any block previously prevoted by the forging delegate.
Example : 10.0

number

ForgingStatusResponse

Name Schema

data

required
< ForgingStatus > array

meta

required
meta

meta

Name Description Schema

count
optional

Number of records returned in response.
Minimum value : 0

integer

GenesisBlockAsset

Name Description Schema

accounts
required

Array of initial forging delegate accounts. < Account > array

initDelegates
required

Array of public keys of initial forging delegates. < string > array

initRounds
required

Number of rounds for bootstrapping period. number

Meta

Name Description Schema

limit
required

Limit applied to results.
Minimum value : 1

integer

offset
required

Offset value for results.
Default : 0
Minimum value : 0

integer (int32)

NodeInfo

Name Description Schema

finalizedHeight

required

The largest height with precommits by at least 68 delegates. See 
https://github.com/LiskHQ/lips/blob/master/proposals/lip-0014.md

Example : 123
integer

genesisConfig

required
genesisConfig

height
required

Current block height of the node. Represents the current number of blocks in the chain

on the node.
Minimum value : 1
Example : 123

integer

lastBlockID

required
ID of the last processed block.

Example : "vPFBr0ZTsyP9hUwKaQD8dW2lKBpgMWkRdgrTUUmBBCE="
string

networkIdentifier
required

Hex encoded value of the network identifier as per LIP-0009.

Example :
"93d00fe5be70d90e7ae247936a2e7d83b50809c79b73fa14285f02c842348b3e"

string

networkVersion
required

The protocol version of Lisk Core that the peer node runs on.
Example : "1.1"

string

syncing
required

True if the node is syncing with other peers.
Example : false

boolean

unconfirmedTransactions

required

Number of unprocessed transactions in the pool.
Minimum value : 0
Example : 1

integer

version

required
The application version that the node is running on.

Example : "v0.8.0"
string (version)

genesisConfig

Name Description Schema

activeDelegates
required

Number of active delegates per round.
Example : 101

integer

blockTime

required

Block time interval in seconds.
Minimum value : 2
Example : 10

integer

communityIdentifier

optional
The unique name of the relevant community as a string encoded in UTF-8 format.

Example : "Lisk"
string

delegateListRoundOffset
required

Number of previous rounds in which the list of delegates will be used for the current

round.
Example : 2

integer

maxPayloadLength
required

Maximum size of transactions allowed per block.
Example : 15360

integer

rewards
required

rewards

standbyDelegates
required

Number of standby delegates per round.
Example : 2

integer

totalAmount

optional
Total amount of  available in the network before the rewards milestone started.

Example : "10000000000000000"
string

rewards

Name Description Schema

distance

required
Distance in height between each milestone.

Example : 3000000
integer

milestones

required
Array of rewards. < string > array

offset
required

Height in which the reward distribution starts.

Minimum value : 1
Example : 2160

integer

NodeInfoResponse

Name Schema

data
required

NodeInfo

meta
optional

object

Peer

Name Description Schema

ipAddress
required

IPv4 address of the peer node.
Example : "127.0.0.1"

string

networkIdentifier
required

Hex encoded value of the network identifier as per LIP-0009.
Example :
"93d00fe5be70d90e7ae247936a2e7d83b50809c79b73fa14285f02c842348b3e"

string

networkVersion

required
The protocol version of Lisk Core that the peer node runs on.

Example : "1.1"
string

options

required
Optional field defined by the application. object

port

required

The port the peer node uses for  communication.

Minimum value : 1
Maximum value : 65535
Example : 8001

integer

state

required
The state of the peer.

Example : "connected"
enum (connected,

disconnected)

PeersResponse

Name Schema

data
required

< Peer > array

meta
optional

Meta

Transaction

Name Description Schema

asset
required

Object stored per transaction type. object

assetID
optional

Asset Id for the transaction asset. number

fee
required

Transaction fee associated with this transaction. string

id
required

Hex encoded value of the unique identifier of the transaction. string

moduleID
optional

Module Id for the transaction asset. number

nonce
required

Unique sequence of number per account.
Example : "1"

string

senderPublicKey
required

Hex encoded value of the public key of the Senders account. string

signatures
required

< string > array

TransactionCreateResponse

Name Schema

data
required

data

meta
optional

object

data

Name Schema

transactionId

required
string

TransactionRequest

Name Description Schema

asset

required
Object stored per transaction type. object

assetID

required
Asset Id for the transaction asset. number

fee

required
Transaction fee associated with this transaction. string

moduleID

required
Module Id for the transaction asset. number

nonce

required
Unique sequence of number per account.

Example : "1"
string

senderPublicKey

required
Hex encoded value of the public key of the Senders account. string

signatures

required
< string > array

TransactionResponse

Name Schema

data
required

Transaction

meta
optional

object

TransactionsResponse

Name Schema

data
required

< Transaction > array

meta
optional

Meta
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const { Application, HTTPAPIPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

app.registerPlugin(HTTPAPIPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

The application will use the default values, in case no plugin configuration is provided.

Note

const { Application, HTTPAPIPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const appConfig = utils.objects.mergeDeep({}, configDevnet, {
  plugins: {
    httpApi: { (1)

port: 4000, (2)
whiteList: ['127.0.0.1'], (3)
cors: { (4)

origin: '*', (5)
methods: ['GET', 'POST', 'PUT'], (6)

},
limits: { (7)

max: 0, (8)
delayMs: 0, (9)
delayAfter: 0, (10)
windowMs: 60000, (11)
headersTimeout: 5000, (12)
serverSetTimeout: 20000, (13)

},
},

  }
});

const app = Application.defaultApplication(genesisBlockDevnet, appConfig);

app.registerPlugin(HTTPAPIPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

Use IPV4 (Internet Protocol Version 4), addresses only as the whitelist does not support IPV6 (Internet Protocol Version 6).

Note

{
    "data": {}, //Contains the requested data.
    "meta": {}, //Contains additional metadata, e.g. the values of `limit` and `offset`.
}

LSK

P2P
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Monitor plugin

@liskhq/lisk-framework-monitor-plugin  is a plugin for the Lisk Framework that provides network statistics of the
running node.

Alias monitor

Actions monitor:getBlockStats

monitor:getTransactionStats

monitor:getNetworkStats

monitor:getForkStats

Events none

Table of Contents

Registering the plugin

Default configuration

Actions

monitor:getBlockStats
monitor:getForkStats
monitor:getNetworkStats
monitor:getTransactionStats

Registering the plugin

How to register the monitor plugin with the blockchain application.

Default configuration

The monitor plugin can be configured in the configuration of the blockchain application under plugins.monitor .

Monitor options in the configuration

1 monitor : Contains options for the monitor plugin.

2 port : HTTP port which the monitor plugin listens on.

3 whiteList : This parameter allows connections to the monitor plugin by IP.

4 cors : Contain options for CORS, (Cross-Origin Resource Sharing).

5 origin : Defines the domains that the resource can be accessed by in a cross-site manner. Defaults to all domains.

6 methods (optional): Defines the allowed methods for CORS.

7 limits : Contains options about time limits.

8 max : Maximum amount of connections.

9 delayMs : Minimum delay between API calls in ms.

10 delayAfter : Minimum delay after an API call in ms.

11 windowMs : Minimum delay between API calls from the same window.

12 headersTimeout : Indicates the minimum amount of time an idle connection has to be kept opened, (in seconds).

13 serverSetTimeout : Time to wait for a response from the server before timing out.

Actions

monitor:getBlockStats

Returns statistics about the blocks that occurred in the network so far.

Input

none

Returns

monitor:getForkStats

Returns statistics about the forks that occurred in the network so far.

Input

none

Returns

monitor:getNetworkStats

Returns various statistics about the network the node is connected to.

Input

none

Returns

monitor:getTransactionStats

Returns various statistics about transactions in the network.

Input

none

Returns
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The monitor plugin offers Prometheus endpoints, which are reachable under the endpoint /api/prometheus/metrics .

Tip

const { Application, MonitorPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

app.registerPlugin(MonitorPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

The application will use the default values, in case there is no plugin configuration provided.

Note

const { Application, HTTPAPIPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const appConfig = utils.objects.mergeDeep({}, configDevnet, {
  plugins: {
    monitor: { (1)

port: 4003, (2)
whiteList: ['127.0.0.1'], (3)
cors: { (4)

origin: '*', (5)
methods: ['GET', 'POST', 'PUT'], (6)

},
limits: { (7)

max: 0, (8)
delayMs: 0, (9)
delayAfter: 0, (10)
windowMs: 60000, (11)
headersTimeout: 5000, (12)
serverSetTimeout: 20000, (13)

},
},

  }
});

const app = Application.defaultApplication(genesisBlockDevnet, appConfig);

app.registerPlugin(HTTPAPIPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

{
  "blocks": {},
  "averageReceivedBlocks": 0,
  "connectedPeers": 0
}

{
  "forkEventCount": 0,
  "blockHeaders": {}
}

{
  "startTime": 1610646123535,
  "incoming": {
    "count": 0,
    "connects": 0,
    "disconnects": 0
  },
  "outgoing": {
    "count": 0,
    "connects": 0,
    "disconnects": 3
  },
  "banning": {
    "bannedPeers": {},
    "totalBannedPeers": 0
  },
  "totalErrors": 6,
  "totalPeersDiscovered": 0,
  "totalRemovedPeers": 3,
  "totalMessagesReceived": {},
  "totalRequestsReceived": {},
  "majorityHeight": {
    "height": 0,
    "count": 0
  },
  "totalPeers": {
    "connected": 0,
    "disconnected": 0
  }
}

{
  "transactions": {},
  "connectedPeers": 0,
  "averageReceivedTransactions": 0
}
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Report misbehavior plugin

@liskhq/lisk-framework-report-misbehavior-plugin  is a plugin for the Lisk Framework that provides automatic
detection of delegate misbehavior and sends a reportDelegateMisbehaviorTransaction  to the running node.

Alias reportMisbehavior

Actions reportMisbehavior:authorize

Events none

Table of Contents

Registering the plugin

Default configuration

Actions

reportMisbehavior:authorize

Registering the plugin

How to register the report misbehavior plugin with the blockchain application.

Default configuration

The report misbehavior plugin can be configured in the configuration of the blockchain application under
plugins.reportMisbehavior .

Misbehavior reporting options in the configuration

1 dataPath : The data path for storing misbehavior related information captured from the application.

2 cleanupFrequency (optional): Frequency of cleaning up the outdated data in seconds.

3 encryptedPassphrase (optional): The encrypted passphrase of the account that will report the misbehavior.

4 fee (optional): The fee required to send a report misbehavior transaction.

Actions

reportMisbehavior:authorize

Invoke this action to enable or disable the delegate misbehavior report.

Input

Returns

Prev Next

const { Application, ReportMisbehaviorPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const app = Application.defaultApplication(genesisBlockDevnet, configDevnet);

app.registerPlugin(ReportMisbehaviorPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

The application will use the default values, in case there is no plugin configuration provided.

Note

const { Application, ReportMisbehaviorPlugin, genesisBlockDevnet, configDevnet } = require('lisk-sdk');

const appConfig = utils.objects.mergeDeep({}, configDevnet, {
  plugins: {
    reportMisbehavior: {
        dataPath: '~/.lisk/report-misbehavior', (1)

cleanupFrequency: 3600, (2)
encryptedPassphrase: '', (3)
fee: 100000000 (4)

},
  }
});

const app = Application.defaultApplication(genesisBlockDevnet, appConfig);

app.registerPlugin(ReportMisbehaviorPlugin);

app
  .run()
  .then(() => app.logger.info('App started...'))
  .catch(error => {
    console.error('Faced error in application', error);
    process.exit(1);
  });

{
  password: string,
  enable: boolean
}

"Successfully enabled/disabled the reporting of misbehavior."

Lisk SDK / Plugins / Report misbehavior plugin Edit this PageLisk SDK 5.2.2 (latest)

© 2023 Lisk Foundation Discord Discourse GitHub

Search K APIs Explorers Products

https://lisk.com/documentation/glossary.html#lisk-framework
https://lisk.com/documentation/index.html
https://lisk.com/documentation/lisk-sdk/index.html
https://lisk.com/documentation/lisk-sdk/plugins/index.html
https://lisk.com/documentation/lisk-sdk/plugins/report-misbehavior-plugin.html
https://github.com/LiskHQ/lisk-docs/edit/docs-sdk-v5/modules/ROOT/pages/plugins/report-misbehavior-plugin.adoc
https://lisk.chat/
https://dev.lisk.com/
https://github.com/LiskHQ
https://lisk.com/documentation/
https://lisk.com/documentation/


Framework class interfaces

Table of Contents

Application

The BaseModule

The BaseAsset

The BasePlugin

Application

Interface of the Application class

1 Adds a module to the application.

2 Adds a plugin to the application.

3 Starts the application.

4 Shutdown stops the application with a given code and message.

5 NetworkIdentifer used to sign block and transactions.

6 getSchema returns all schema definitions that are registered to the application. Schema is a type defined by codec, which is a Lisk
JSON schema.

The BaseModule

Interface of the BaseModule

1 Required. Name of the module.

2 Required. Module ID.

3 Optional. List of transaction assets for this module.

4 Optional. Schema of account asset to be used in this module.

5 Optional. A set of actions which can be called from plugins and external services.

6 Optional. A set of events name that will be emitted from this module, which can be subscribed by plugins and external sevices.

7 Optional. A set of actions which can be called from other modules during the block processing.

8 Optional. A function which will be called for all transactions before the apply  function of the transaction.

9 Optional. A function which will be called for all transactions after the apply  function of the transaction.

10 Optional. A function which will be called while applying the genesis block.

11 Optional. A function which will be called before a block is applied.

12 Optional. A function which will be called after a block is applied.

The BaseAsset

Interface of the BaseAsset

1 Name of the asset which will be used in the UI.

2 Type of the asset which will be used in the transaction.

3 Schema of the content of this asset.

4 Optional. Apply.

5 Optional. Validation function that can be implemented if additional.

The BasePlugin

Interface of the BasePlugin

1 A unique plugin identifier, that can be accessed throughout the system. If any plugins are already registered with the same alias, then
an error will be thrown.

2 Package meta information.

3 Supported configurations for the plugin with default values.

4 List of valid events which this plugin wants to register with the controller. Each event name will be prefixed by the plugin alias, e.g.

pluginName:event1 . Listing an event means to register the event in the application. Any plugin can subscribe or publish that event
in the application.

5 Object of valid actions which this plugin wants to register with the controller. Each action name will be prefixed by the plugin alias, e.g.

pluginName:action1 . The source plugin can define the action while others can invoke that action.

6 Method which will be invoked by the controller to load the plugin. Ensure all loading logic gets completed during the life cycle of load.
The controller emits an event app:ready  which you can use to perform certain activities, which you may wish to perform when all
other plugins are loaded.

7 Method to be invoked by the controller to perform the cleanup.

Prev Next

interface Application {
    registerModule: (moduleClass: typeof BaseModule) => void; (1)
    registerPlugin: (pluginClass: typeof BasePlugin) => void; (2)
    run: () => Promise<void>(3)
    shutdown: (errorCode: number, message: string) => Promise<void> (4)
    networkIdentifier: Buffer; (5)
    getSchema: () => { (6)
        account: Schema;
        Block: Schema;
        blockHeader: Schema;
        blockHeaderAssets: { [blockVersion: number]: Schema };
        transaction: Schema;
        transactionsAssets: {
            moduleID: number;
            moduleName: string;
            assetID: number;
            assetName: string;
            schema: Schema;
        }
    }
}

import {
GenesisConfig,
AccountSchema,
TransactionApplyContext,
AfterBlockApplyContext,
BeforeBlockApplyContext,
AfterGenesisBlockApplyContext,
Reducers,
Actions,
BaseModuleDataAccess,

} from '../types';
import { BaseAsset } from './base_asset';

interface Channel {
publish(name: string, data?: object): void;

}

export abstract class BaseModule {
public abstract name: string; (1)
public abstract id: number; (2)
public transactionAssets: BaseAsset[] = []; (3)
public accountSchema?: AccountSchema; (4)
public actions: Actions = {}; (5)
public events: string[] = []; (6)
public reducers: Reducers = {}; (7)
public readonly config: GenesisConfig;
protected _channel!: Channel;
protected _dataAccess!: BaseModuleDataAccess;

public constructor(genesisConfig: GenesisConfig) {
this.config = genesisConfig;

}

public init(input: { channel: Channel; dataAccess: BaseModuleDataAccess }): void {
this._channel = input.channel;
this._dataAccess = input.dataAccess;

}

public async beforeTransactionApply?(context: TransactionApplyContext): Promise<void>(8)
public async afterTransactionApply?(context: TransactionApplyContext): Promise<void>(9)
public async afterGenesisBlockApply?(context: AfterGenesisBlockApplyContext): Promise<void>(10)
public async beforeBlockApply?(context: BeforeBlockApplyContext): Promise<void>(11)
public async afterBlockApply?(context: AfterBlockApplyContext): Promise<void>(12)

}

class BaseAsset<K> {
  public name: string; (1)
  public id: number; (2)
  public schema: Schema; (3)
  public apply: ({senderID:Buffer, asset: K, stateStore: StateStore, transaction: Transaction }) => void; (4
  public validate?: (asset: K) => void; (5)
}

class BasePlugin {
    static get alias(): string; (1)
    static get info(): { (2)
      author: string,
      version: string,
      name: string,
    };
    get defaults(): Record<string, unknown>(3)
    get events(): string[]; (4)
    get actions(): { [actionName: string]: actionHandler }; (5)
    async load(channel): Promise<void>(6)
    async unload(): Promise<void>(7)
};
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The Lisk SDK testing utilities

A detailed reference of the available test utilities in the Lisk SDK test suite.

Table of Contents

Fixtures

defaultFaucetAccount
defaultAccounts
createDefaultAccount
defaultPassword
defaultConfig
getPassphraseFromDefaultConfig
getHashOnionFromDefaultConfig

Mocks

StateStoreMock
channelMock
consensusMock
DataAccessMock
loggerMock
reducerHandlerMock

Functions

getBlockProcessingEnv
createDefaultApplicationEnv
createTransaction
createGenesisBlock
getModuleInstance
getAccountSchemaFromModules
createBlock
encodeBlockHeader
createBlockHeaderWithDefaults
createFakeBlockHeader
createAfterGenesisBlockApplyContext
createBeforeBlockApplyContext
createAfterBlockApplyContext
createTransactionApplyContext
createApplyAssetContext
createValidateAssetContext

Fixtures

defaultFaucetAccount

Returns a default faucet account.

Usage

defaultAccounts

Returns a list of all addresses of the 103 genesis delegates.

Usage

createDefaultAccount

Generates account data for a user account.

Parameters

1. modules(array): List of modules. The modules account schemas will be included in the returned account.

2. data(object): Custom account data.

Usage

defaultPassword

Returns a default password.

Usage

defaultConfig

A default configuration for a blockchain application.

Usage

getPassphraseFromDefaultConfig

Returns the passphrase of a default account.

Parameters

address(Buffer): The address of a default delegate.

Usage

getHashOnionFromDefaultConfig

Returns the hash onion for a default delegate.

Parameters

1. address(Buffer): The address of a default delegate.

2. count(number).

Usage

Mocks

StateStoreMock

Returns a mock for the state store.

Parameters

MockInput(object): Input data for the state store mock, (this is optional).

MockInput

Usage

channelMock

Returns a mock for the channel.

Usage

consensusMock

Returns a mock for consensus functions.

Usage

DataAccessMock

Returns a mock for the data access.

Parameters

opts(object): Input data for the data access mock, (this is optional).

Usage

loggerMock

Returns a mock of the logger.

Usage

reducerHandlerMock

Returns a mock for the reducer handler.

Usage

Functions

getBlockProcessingEnv

Used for integration testing.

Parameters

Usage

createDefaultApplicationEnv

Used for functional testing.

Parameters

appConfig (object): Environment variables for the application.

ApplicationEnvConfig

Usage

createTransaction

Parameters

Usage

createGenesisBlock

Parameters

Usage

getModuleInstance

Parameters

Usage

getAccountSchemaFromModules

Parameters

Usage

createBlock

Parameters

Usage

encodeBlockHeader

Parameters

header: Block header.

skipSignature(boolean): signature will be skipped if set to true , (this is optional).

Usage

createBlockHeaderWithDefaults

Creates a default block header.

Parameters

header: Block header partial, (this is optional).

Usage

createFakeBlockHeader

Creates a block header with a fake signature and ID.

Parameters

header: Block header partial, (this is optional).

Usage

createAfterGenesisBlockApplyContext

Parameters

Usage

createBeforeBlockApplyContext

Parameters

Usage

createAfterBlockApplyContext

Parameters

Usage

createTransactionApplyContext

Parameters

Usage

createApplyAssetContext

Parameters

Usage

createValidateAssetContext

Parameters

Usage

const sdk = require('lisk-sdk');

sdk.testing.fixtures.defaultFaucetAccount

Returns

const sdk = require('lisk-sdk');

sdk.testing.fixtures.defaultAccounts()

Returns

const sdk = require('lisk-sdk');

sdk.testing.fixtures.createDefaultAccount([sdk.TokenModule, sdk.DPoSModule], {customKey:"someData"});

Returns

const sdk = require('lisk-sdk');

sdk.testing.fixtures.defaultPassword

Returns

const sdk = require('lisk-sdk');

sdk.testing.fixtures.defaultConfig

Returns

const sdk = require('lisk-sdk');
const address = sdk.testing.fixtures.defaultAccounts()[0].address;

sdk.testing.fixtures.getPassphraseFromDefaultConfig(address)

Returns

const sdk = require('lisk-sdk');
const address = sdk.testing.fixtures.defaultAccounts()[0].address;

sdk.testing.fixtures.getHashOnionFromDefaultConfig(address, 3);

Returns

View the full implementation of the StateStoreMock on GitHub.

Tip

{
accounts?: Account<any>[];
defaultAccount?: AccountDefaultProps;
chain?: { [key: string]: Buffer };
consensus?: { [key: string]: Buffer };
lastBlockHeaders?: Partial<BlockHeader>[];
networkIdentifier?: Buffer;
lastBlockReward?: bigint;

}

const sdk = require('lisk-sdk');

const account = sdk.testing.fixtures.createDefaultAccount([sdk.TokenModule, sdk.DPoSModule]);

const stateStore = new sdk.testing.mocks.StateStoreMock({
    accounts: [account],
});

const sdk = require('lisk-sdk');

sdk.testing.mocks.channelMock;

Returns

const sdk = require('lisk-sdk');

sdk.testing.mocks.consensusMock;

Returns

{
    blockHeaders?: BlockHeader<T2>[];
    accounts?: Account<T1>[];
    chainState?: Record<string, Buffer>;
}

const sdk = require('lisk-sdk');

const dataAccess = new sdk.testing.mocks.DataAccessMock()

const sdk = require('lisk-sdk');

sdk.testing.mocks.loggerMock;

Returns

const sdk = require('lisk-sdk');

sdk.testing.mocks.reducerHandlerMock;

Returns

{
modules?: ModuleClass[];
options?: Options;
accounts?: PartialAccount<T>[];
initDelegates?: Buffer[];

}

const sdk = require('lisk-sdk');

await sdk.testing.getBlockProcessingEnv({})

Returns

View the full implementation of the ApplicationEnv on GitHub.

Tip

{
modules: ModuleClass[];
plugins?: InstantiablePlugin[];
config?: PartialApplicationConfig;
genesisBlockJSON?: Record<string, unknown>;

}

const sdk = require('lisk-sdk');

sdk.testing.createDefaultApplicationEnv([sdk.TokenModule,sdk.DPoSModule])

Returns

{
moduleID: number;
assetClass: AssetClass;
asset: Record<string, unknown>;
nonce?: bigint;
fee?: bigint;
passphrase?: string;
networkIdentifier?: Buffer;

}

sdk.testing.createTransaction({
    moduleID: 2,
    assetClass: TransferAsset,
    asset: {
        amount: BigInt('100000000'),
        recipientAddress: Buffer.from('8f5685bf5dcb8c1d3b9bbc98cffb0d0c6077be17', 'hex'),
        data: 'moon',
    },
    nonce: BigInt(0),
    fee: BigInt('10000000'),
    passphrase: 'wear protect skill sentence lift enter wild sting lottery power floor neglect',
    networkIdentifier: Buffer.from(
        'e48feb88db5b5cf5ad71d93cdcd1d879b6d5ed187a36b0002cc34e0ef9883255',
        'hex',
    ),
})

Returns

{
modules: ModuleClass[];
accounts?: PartialAccount<T>[];
genesisConfig?: GenesisConfig;
initDelegates?: ReadonlyArray<Buffer>;
height?: number;
initRounds?: number;
timestamp?: number;
previousBlockID?: Buffer;

}

const sdk = require('lisk-sdk');

sdk.testing.createGenesisBlock({modules: [sdk.TokenModule,sdk.DPoSModule]})

Returns

Module: ModuleClass<T1>,
opts?: {
    genesisConfig?: GenesisConfig;
    dataAccess?: BaseModuleDataAccess;
    channel?: BaseModuleChannel;
    logger?: Logger;
}

const sdk = require('lisk-sdk');

sdk.testing.getModuleInstance(TokenModule);

Returns

modules: ModuleClass[],
genesisConfig?: GenesisConfig,

const sdk = require('lisk-sdk');

sdk.testing.getAccountSchemaFromModules([sdk.TokenModule])

Returns

{
passphrase: string;
networkIdentifier: Buffer;
timestamp: number;
previousBlockID: Buffer;
payload?: Transaction[];
header?: Partial<BlockHeader<T>>;

}

const sdk = require('lisk-sdk');

sdk.testing.createBlock({
    passphrase: sdk.testing.fixtures.defaultPassword,
    networkIdentifier: Buffer.from(
        'e48feb88db5b5cf5ad71d93cdcd1d879b6d5ed187a36b0002cc34e0ef9883255',
        'hex',
    ),
    timestamp: 0,
    previousBlockID: sdk.testing.createFakeBlockHeader().id,
    payload: [],
});

Returns

let header = sdk.testing.createBlockHeaderWithDefaults()

sdk.testing.encodeBlockHeader(header)

Returns

const sdk = require('lisk-sdk');

sdk.testing.createBlockHeaderWithDefaults()

Returns

const sdk = require('lisk-sdk');

sdk.testing.createFakeBlockHeader()

Returns

{
modules?: ModuleClass[];
genesisBlock?: GenesisBlock<T>;
reducerHandler?: ReducerHandler;
stateStore?: StateStore;

}

const sdk = require('lisk-sdk');

let gb = sdk.testing.createGenesisBlock({modules: [sdk.TokenModule,sdk.DPoSModule]});
sdk.testing.createAfterGenesisBlockApplyContext({modules: [sdk.TokenModule],genesisBlock: gb.genesisBlock})

Returns

{
modules?: ModuleClass[];
genesisBlock?: GenesisBlock<T>;
reducerHandler?: ReducerHandler;
stateStore?: StateStore;

}

const sdk = require('lisk-sdk');

sdk.testing.createBeforeBlockApplyContext({})

Returns

{
block: Block;
reducerHandler?: ReducerHandler;
stateStore?: StateStore;
consensus?: Consensus;

}

const sdk = require('lisk-sdk');

sdk.testing.createAfterBlockApplyContext({});

Returns

{
transaction: Transaction;
reducerHandler?: ReducerHandler;
stateStore?: StateStore;

}

const sdk = require('lisk-sdk');

sdk.testing.createTransactionApplyContext({});

Returns

{
transaction: Transaction;
asset: T;
reducerHandler?: ReducerHandler;
stateStore?: StateStore;

}

const sdk = require('lisk-sdk');

sdk.testing.createApplyAssetContext({});

Returns

{
transaction: Transaction;
asset: T;

}

const sdk = require('lisk-sdk');

sdk.testing.createValidateAssetContext({});

Returns
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What is Lisk Commander?

Lisk Commander is a command line interface tool designed to be a low entry point, coupled with being the most convenient
and user-friendly tool for developers who are looking for an efficient way of coding.

Lisk Commander allows communication from the command line with a remote or local node in order to access and utilise
Lisk-related functionalities.

What can be achieved with Lisk Commander?

Bootstrapping a blockchain application.

Decrypting/encrypting passphrases or messages.

Creating new accounts.

And much more… For further details please see the command reference.

Table of Contents
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Installation

Usage

Upgrade

Setup

Dependencies

The following dependencies need to be installed to run the Lisk SDK:

Dependencies Version

Node.js v16.15.0

Pre-installation

Install Node.js

Node.js is supported on most operating systems. Follow the instructions for your operating system on the Node.js
downloads page. Lisk Commander requires Node.js versions 8.3 or above.

NPM is automatically installed along with Node.js.

Verify Node.js installation

Confirm that Node.js and NPM have been successfully installed by executing the following command:

Installation

To install the latest version of Lisk Commander as a global command, install the NPM package as shown below:

Upon successful completion, NPM will add the Lisk Commander executable to your PATH.

Usage

Pass arguments and options directly from the command line, as shown in the example below:

See concrete examples on the Commands page.

Upgrade

To update your global installation to the latest version of Lisk Commander, simply execute the following command:

Prev Next

Supported platforms: Platforms with Node.js versions 8.3 and above.

Note

node --version
npm --version

npm install --global lisk-commander

For a full list of all commands and their available options, see the Command reference

Tip

$ lisk (-v|--version|version) # returns the current version of Lisk Commander.
$ lisk [TOPIC]:[ACTION] # to run a command. Available actions depend on the command.
$ lisk [TOPIC] # displays help for a specific command.
$ lisk # displays general help and the command list.

$ lisk
A command line interface for Lisk

VERSION
  lisk-commander/5.1.10 darwin-x64 node-v16.15.0

USAGE
  $ lisk [COMMAND]

TOPICS
  account     Commands relating to Lisk accounts.
  generate    Commands relating to Lisk generator.
  message     Commands relating to user messages.
  passphrase  Commands relating to Lisk passphrases.

COMMANDS
  autocomplete        display autocomplete installation instructions
  console             Lisk interactive REPL (Read-eval-print loop), session to run commands.
  hash-onion          Create hash onions to be used by the forger.
  help                display help for lisk
  init                Bootstrap a blockchain application using Lisk SDK.
  network-identifier

npm update --global lisk-commander
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Commands

Table of Contents

General commands

Help
Init
Console
Hash onion
Network identifier
Autocomplete

Account

Create account
Show account

Generate

Generate asset
Generate module
Generate plugin

Message

Decrypt message
Encrypt message
Sign message
Verify message

Passphrase

Decrypt passphrase
Encrypt passphrase

General commands

Help

Displays command reference.

Init

Bootstrap a blockchain application using the Lisk SDK.

Console

Lisk interactive REPL session to run commands.

Hash onion

Creates a hash onion output to be used by a forger.

Network identifier

Displays the Network identifier based on the payload hash of the genesis block of the network. The Network identifier
needs to be provided everytime a transaction is signed, which ensures that the transaction can only be broadcasted in the
dedicated network.

Example JSON output

Autocomplete

Display instructions how to enable auto-completion for Lisk Commander commmands.

Account

Commands relating to Lisk accounts.

Create account

This returns a randomly-generated mnemonic passphrase with its corresponding public/private key pair and Lisk address.

Example output

Show account

Shows account information for a given passphrase. It displays the Lisk address, the address as hexadecimal string, the
publickey and the privatekey that belong to the entered passphrase:

Example output

Generate

Commands to auto-generate different components of a blockchain application.

Generate asset

Creates an asset skeleton for the given module name, asset name, and ID.

Generate module

Creates a module skeleton for the given name and ID.

Generate plugin

Creates a custom plugin for the given alias.

Message

Commands relating to user messages.

Decrypt message

Decrypts a previously encrypted message from a given sender public key for a known nonce using your secret passphrase.

Example JSON output

Encrypt message

This encrypts a message for a given recipient public key using your secret passphrase.

This command uses the Lisk Elements passphrase module to encrypt a message you provide for a given public key using a
randomly generated nonce. In order to decrypt the encrypted message later the recipient will need your public key, (in
order to verify that the message came from you), including the nonce and the secret passphrase which matches the
specified public key.

Example output

Sign message

Signs a message using your secret passphrase.

This command signs the message. Your specific passphrase is required here.

Example JSON output

Verify message

Verifies a signature for a message using the signer’s public key.

This command verifies a message after being signed with the sign message command. The public key, signature and
message are required.

Example JSON output

Passphrase

Commands relating to Lisk passphrases.

Decrypt passphrase

Decrypts your secret passphrase using the password which was provided at the time of encryption.

The following command listed below decrypts your secret passphrase after being encrypted with the encrypted passphrase
command. The password which was used to encrypt the secret passphrase, as well as the initialisation vector (IV), which
was randomly generated at the time of encryption will be required here:

Example JSON output

Encrypt passphrase

Encrypts your secret passphrase under a password.

This command uses AES-256-CBC to encrypt your secret passphrase under a password you provide using a randomly
generated initialisation vector (IV). In order to decrypt the secret passphrase later you will need both the IV and the
password.

Example JSON output

A command line interface for Lisk

VERSION
  lisk-commander/5.1.10 darwin-x64 node-v16.15.0

USAGE
  $ lisk [COMMAND]

TOPICS
  account     Commands relating to Lisk accounts.
  generate    Commands relating to Lisk generator.
  message     Commands relating to user messages.
  passphrase  Commands relating to Lisk passphrases.

COMMANDS
  autocomplete        Display autocomplete installation instructions.
  console             Lisk interactive REPL (Read-eval-print loop), session to run commands.
  hash-onion          Create hash onions to be used by the forger.
  help                Display help for lisk.
  init                Bootstrap a blockchain application using Lisk SDK.
  network-identifier  Creates Network identifier for the given genesis block id and community identifier.

USAGE
  $ lisk init [PROJECTPATH]

ARGUMENTS
  PROJECTPATH  [default: process.cwd] Path to create the project.

OPTIONS
  -t, --template=template  Template to bootstrap the application. It will read from `.liskrc.json` or use `l
  --registry=registry      URL of a registry to download dependencies from.

EXAMPLES
  init
  init --template lisk-ts
  init --template @some-global-npm-package
  init /project/path
  init /project/path --template lisk-ts

USAGE
  $ lisk console

OPTIONS
  --api-ipc=api-ipc  Enable api-client with IPCInter-Process Communication communication.
  --api-ws=api-ws    Enable api-client with Websocket communication.

EXAMPLES
  console
  console --api-ws=ws://localhost:8080
  console --api-ipc=/path/to/server

Create hash onions to be used by the forger.

USAGE
  $ lisk hash-onion

OPTIONS
  -c, --count=count        [default: 1000000] Total number of hashes to produce.
  -d, --distance=distance  [default: 1000] Distance between each hashes.
  -o, --output=output      Output file path.
  --pretty                 Prints JSON in pretty format rather than condensed.

EXAMPLES
  hash-onion --count=1000000 --distance=2000 --pretty
  hash-onion --count=1000000 --distance=2000 --output ~/my_onion.json

USAGE
  $ lisk network-identifier GENESISBLOCKID

ARGUMENTS
  GENESISBLOCKID  ID of genesis block from the network.

OPTIONS
  -j, --[no-]json                              Prints output in JSON format. You can change the default beha
                                               config.json file.

  --community-identifier=community-identifier  [default: Lisk] Unique community identifier for network.

  --[no-]pretty                                Prints JSON in pretty format rather than condensed. Has no ef
                                               set to table. You can change the default behavior in your con

DESCRIPTION
  Creates Network identifier for the given genesis block id and community identifier.

EXAMPLE
  network-identifier da3ed6a45429278bac2666961289ca17ad86595d33b31037615d4b8e8f158bba

{ "networkIdentifier":"10f236f6d00a8f565bbe43c4ef0e3818f488bf4abefbe041155a3d019ef9a947" }

USAGE
  $ lisk autocomplete [SHELL]

ARGUMENTS
  SHELL  shell type

OPTIONS
  -r, --refresh-cache  Refresh cache (ignores displaying instructions)

EXAMPLES
  $ lisk autocomplete
  $ lisk autocomplete bash
  $ lisk autocomplete zsh
  $ lisk autocomplete --refresh-cache

USAGE
  $ lisk account:COMMAND

COMMANDS
  account:create  Return randomly-generated mnemonic passphrase with its corresponding public/private key pa
  account:show    Show account information for a given passphrase.

USAGE
  $ lisk account:create

OPTIONS
  -c, --count=count  [default: 1] Number of accounts to create.

EXAMPLES
  account:create
  account:create --count=3

[
 {
  "passphrase": "panda abuse stamp hungry sad hour tent mesh narrow whale napkin file",
  "privateKey": "a00c8107d40a8a678b5e9f4533bd4e740c446a1967300139b16fd62b0184cad51dc86a88278ee6db12ff6713186
  "publicKey": "1dc86a88278ee6db12ff671318677ec23b9ee6231cfca71a2c99c2ab78338cb1",
  "binaryAddress": "3e565c6f2d22e0a3c1e4717672ec8ac61c2660f2",
  "address": "lskna5m2sa9p5u6nu8p7msnmsp6227vo2nrzvczsq"
 }
]

USAGE
  $ lisk account:show

OPTIONS
  -p, --passphrase=passphrase  Specifies a source for your secret passphrase.
                                Command will prompt you for input if this option is not set.
                               Examples:
                               - --passphrase='my secret passphrase' (should only be used where security is

EXAMPLE
  account:show

{
 "privateKey": "a00c8107d40a8a678b5e9f4533bd4e740c446a1967300139b16fd62b0184cad51dc86a88278ee6db12ff67131867
 "publicKey": "1dc86a88278ee6db12ff671318677ec23b9ee6231cfca71a2c99c2ab78338cb1",
 "address": "lskna5m2sa9p5u6nu8p7msnmsp6227vo2nrzvczsq",
 "binaryAddress": "3e565c6f2d22e0a3c1e4717672ec8ac61c2660f2"
}

USAGE
  $ lisk generate:COMMAND

COMMANDS
  generate:asset   Creates an asset skeleton for the given module name, name and id.
  generate:module  Creates a module skeleton for the given name and id.
  generate:plugin  Creates custom plugin.

USAGE
  $ lisk generate:asset MODULENAME ASSETNAME ASSETID

ARGUMENTS
  MODULENAME  Module name.
  ASSETNAME   Asset name.
  ASSETID     Asset Id.

OPTIONS
  -t, --template=template  Template to bootstrap the application. It will read from `.liskrc.json` or use `l

EXAMPLES
  generate:asset moduleName assetName assetID
  generate:asset nftNon-Fungible Token transfer 1

USAGE
  $ lisk generate:module MODULENAME MODULEID

ARGUMENTS
  MODULENAME  Module name.
  MODULEID    Module Id, should be atleast 1000 or more

OPTIONS
  -t, --template=template  Template to bootstrap the application. It will read from `.liskrc.json` or use `l

EXAMPLE
  generate:module nft 5000

USAGE
  $ lisk generate:plugin ALIAS

ARGUMENTS
  ALIAS  Alias of the plugin.

OPTIONS
  -o, --output=output      Path to create the plugin.
  -t, --template=template  Template to bootstrap the application. It will read from `.liskrc.json` or use `l
  --registry=registry      URL of a registry to download dependencies from.
  --standalone             Create a standalone plugin package.

EXAMPLES
  generate:plugin my-plugin
  generate:plugin my-plugin --standalone --output ./myplugin

USAGE
  $ lisk message:COMMAND

COMMANDS
  message:decrypt
  message:encrypt
  message:sign
  message:verify

Important: As the secret passphrase is a sensitive input, it can be provided using one of the methods described in the Sensitive
Inputs section. The encrypted message can be provided either directly as an argument, or by specifying a source with the –message
option. If both the secret passphrase and the encrypted message are provided via stdin, the secret passphrase must be provided in
the first line, and the encrypted message must be provided in the subsequent lines.

Important

USAGE
  $ lisk message:decrypt SENDERPUBLICKEY NONCE [MESSAGE]

ARGUMENTS
  SENDERPUBLICKEY  Public key of the sender of the message.
  NONCE            Nonce used during encryption.
  MESSAGE          Encrypted message.

OPTIONS
  -j, --[no-]json
      Prints output in JSON format. You can change the default behavior in your config.json file.

  -m, --message=message
      Specifies a source for providing a message to the command. If a string is provided directly as an argu
      ignored. The message must be provided via an argument or via this option. Sources must be one of `file
      of `file`, a corresponding identifier must also be provided.
      Note: if both secret passphrase and message are passed via stdin, the passphrase must be the first l
      Examples:
      - --message=file:/path/to/my/message.txt
      - --message="hello world"

  -p, --passphrase=passphrase
      Specifies a source for your secret passphrase. Command will prompt you for input if this option is not
      Examples:
      - --passphrase='my secret passphrase' (should only be used where security is not important)

  --[no-]pretty
      Prints JSON in pretty format rather than condensed. Has no effect if the output is set to table. You c
      behavior in your config.json file.

DESCRIPTION
  Decrypts a previously encrypted message from a given sender public key for a known nonce using your secret

EXAMPLE
  message:decrypt bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 4b800d90d54eda4d093b5e4e6

{
    "message": "My very secret message"
}

Important: As the secret passphrase is a sensitive input, it can be provided using one of the methods described in the Sensitive
Inputs section. The encrypted message can be provided either directly as an argument, or by specifying a source with the –message
option. If both the secret passphrase and the encrypted message are provided via stdin, the secret passphrase must be provided in
the first line, and the encrypted message must be provided in the subsequent lines.

Important

USAGE
  $ lisk message:encrypt RECIPIENTPUBLICKEY [MESSAGE]

ARGUMENTS
  RECIPIENTPUBLICKEY  Public key of the recipient of the message.
  MESSAGE             Message to encrypt.

OPTIONS
  -j, --[no-]json
      Prints output in JSON format. You can change the default behavior in your config.json file.

  -m, --message=message
      Specifies a source for providing a message to the command. If a string is provided directly as an argu
      `stdin`. In the case of `file`, a corresponding identifier must also be provided.
      Note: if both secret passphrase and message are passed via stdin, the passphrase must be the first l
      Examples:
      - --message=file:/path/to/my/message.txt
      - --message="hello world"

  -p, --passphrase=passphrase
      Specifies a source for your secret passphrase. Command will prompt you for input if this option is not
      Examples:
      - --passphrase='my secret passphrase' (should only be used where security is not important)

  --[no-]pretty
      Prints JSON in pretty format rather than condensed. Has no effect if the output is set to table. You c

DESCRIPTION
  Encrypts a message for a given recipient public key using your secret passphrase.

EXAMPLE
  message:encrypt bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 "Hello world"

╔════════════════════╤══════════════════════════════════════════════════════════════════╗

║ nonce              │ 30809550cb5b6ff216ff54b15478a2fe2504b94b14c1b769                 ║
╟────────────────────┼──────────────────────────────────────────────────────────────────╢

║ encryptedMessage   │ 13bde81028e8ef57d901a52b2f0abec54624c761c32b625725b7be           ║
╟────────────────────┼──────────────────────────────────────────────────────────────────╢

║ recipientPublicKey │ bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 ║
╚════════════════════╧══════════════════════════════════════════════════════════════════╝

Important: As the secret passphrase is a sensitive input, it can be provided using one of the methods described in the Sensitive
Inputs section. The encrypted message can be provided either directly as an argument, or by specifying a source with the –message
option. If both the secret passphrase and the encrypted message are provided via stdin, the secret passphrase must be provided in
the first line, and the encrypted message must be provided in the subsequent lines.

Important

USAGE
  $ lisk message:sign [MESSAGE]

ARGUMENTS
  MESSAGE  Message to sign.

OPTIONS
  -j, --[no-]json
      Prints output in JSON format. You can change the default behavior in your config.json file.

  -m, --message=message
      Specifies a source for providing a message to the command. If a string is provided directly as an argu
      `stdin`. In the case of `file`, a corresponding identifier must also be provided.
      Note: if both secret passphrase and message are passed via stdin, the passphrase must be the first l
      Examples:
      - --message=file:/path/to/my/message.txt
      - --message="hello world"

  -p, --passphrase=passphrase
      Specifies a source for your secret passphrase. Command will prompt you for input if this option is not
      Examples:
      - --passphrase='my secret passphrase' (should only be used where security is not important)

  --[no-]pretty
      Prints JSON in pretty format rather than condensed. Has no effect if the output is set to table. You c

DESCRIPTION
  Signs a message using your secret passphrase.

EXAMPLE
  message:sign "Hello world"

{
  "message":"Hello world",
  "publicKey": {
    "type":"Buffer",
    "data":[174,58,164,8,181,249,93,155,182,211,4,222,143,67,127,175,119,248,52,110,148,128,32,161,14,82,222
  }
}

USAGE
  $ lisk message:verify PUBLICKEY SIGNATURE [MESSAGE]

ARGUMENTS
  PUBLICKEY  Public key of the signer of the message.
  SIGNATURE  Signature to verify.
  MESSAGE    Message to verify.

OPTIONS
  -j, --[no-]json
      Prints output in JSON format. You can change the default behavior in your config.json file.

  -m, --message=message
      Specifies a source for providing a message to the command. If a string is provided directly as an argu
      `stdin`. In the case of `file`, a corresponding identifier must also be provided.
      Note: if both secret passphrase and message are passed via stdin, the passphrase must be the first l
      Examples:
      - --message=file:/path/to/my/message.txt
      - --message="hello world"

  --[no-]pretty
      Prints JSON in pretty format rather than condensed. Has no effect if the output is set to table. You c

DESCRIPTION
  Verifies a signature for a message using the signer’s public key.

EXAMPLE
  message:verify 647aac1e2df8a5c870499d7ddc82236b1e10936977537a3844a6b05ea33f9ef6 2a3ca127efcf7b2bf62ac8c3b1

 {
    "verified": true
}

USAGE
  $ lisk passphrase:COMMAND

COMMANDS
  passphrase:decrypt  Decrypt secret passphrase using the password provided at the time of encryption.
  passphrase:encrypt  Encrypt secret passphrase using password.

Important: As the secret passphrase is a sensitive input, it can be provided using one of the methods described in the Sensitive
Inputs section. The encrypted message can be provided either directly as an argument, or by specifying a source with the –message
option. If both the secret passphrase and the encrypted message are provided via stdin, the secret passphrase must be provided in
the first line, and the encrypted message must be provided in the subsequent lines.

Important

USAGE
  $ lisk passphrase:decrypt ENCRYPTEDPASSPHRASE

ARGUMENTS
  ENCRYPTEDPASSPHRASE  Encrypted passphrase to decrypt.

OPTIONS
  -w, --password=password  Specifies a source for your secret password. Command will prompt you for input if
                           Examples:
                           - --password=pass:password123 (should only be used where security is not imp

  --pretty                 Prints JSON in pretty format rather than condensed.

EXAMPLES
  passphrase:decrypt "iterations=1000000&cipherText=9b1c60&iv=5c8843f52ed3c0f2aa0086b0&salt=2240b7f1aa9c8998
  passphrase:decrypt "iterations=1000000&cipherText=9b1c60&iv=5c8843f52ed3c0f2aa0086b0&salt=2240b7f1aa9c8998

{
    "passphrase": "minute omit local rare sword knee banner pair rib museum shadow juice"
}

Important: As the secret passphrase is a sensitive input, it can be provided using one of the methods described in the Sensitive
Inputs section. The encrypted message can be provided either directly as an argument, or by specifying a source with the –message
option. If both the secret passphrase and the encrypted message are provided via stdin, the secret passphrase must be provided in
the first line, and the encrypted message must be provided in the subsequent lines.

Important

USAGE
  $ lisk passphrase:encrypt

OPTIONS
  -p, --passphrase=passphrase  Specifies a source for your secret passphrase. Command will prompt you for in
                               Examples:
                               - --passphrase='my secret passphrase' (should only be used where security is

  -w, --password=password      Specifies a source for your secret password. Command will prompt you for inpu
                               Examples:
                               - --password=pass:password123 (should only be used where security is not imp

  --output-public-key          Includes the public key in the output. This option is provided for the conven

  --pretty                     Prints JSON in pretty format rather than condensed.

EXAMPLES
  passphrase:encrypt
  passphrase:encrypt --passphrase your-passphrase
  passphrase:encrypt --password your-password
  passphrase:encrypt --password your-password --passphrase your-passphrase --pretty
  passphrase:encrypt --output-public-key

{
  "encryptedPassphrase":"iterations=1000000&cipherText=b472f9ad7fe2f0ca636df9d6bbacb585aeea72c0ccfe7d983b89f
}
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Sensitive inputs

Table of Contents

Via a password prompt

Via an environmental variable

Via a file

Via stdin

Via a plaintext option

There are certain instances whereby Lisk Commander requires sensitive inputs such as passphrases or secret messages,
which you may not wish to include directly as command line arguments due to the fact that they will be visible. For
example, in the bash history or process managers. This section describes the various options available for securely
including sensitive inputs within Lisk Commander commands. The format for providing Lisk Commander with sensitive
inputs is loosely based on the OpenSSL format.

The message:encrypt  command is used for the given examples with a secret passphrase as a sensitive input, however
the same pattern applies to other commands which also accept sensitive inputs.

Via a password prompt

If a passphrase is required for a command, and no source is provided via the --passphrase  option, Lisk Commander will
initiate a prompt for a password input, so the required passphrase can be typed in directly. Please note that this approach
is only available for passphrases, and not other kinds of sensitive inputs.

Via an environmental variable

If your passphrase is stored in an environmental variable, it is possible to specify the variable name using the –
passphrase  option. Please be aware that this approach is only available for passphrases, and not other kinds of sensitive
inputs.

Via a file

If your passphrase is stored in a file, it is possible to specify the path using the –passphrase option, and Lisk Commander
will read the passphrase from the first line. If other types of data are stored in a file, it is possible to specify the path using
the –data option, and Lisk Commander will read the entire contents of the file.

Via stdin

Lisk Commander will read a passphrase from the first line of stdin via the –passphrase  option, or multiple lines for other
sorts of data via the –data  option. If stdin is specified as the source of both the passphrase and other additional data,
then the passphrase is assumed to be the first line, and the data will follow. Please note that the actual use of echo with
plaintext strings shown in the example below is not recommended:

Via a plaintext option

Prev Next

$ lisk message:encrypt bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 'Hello world'
Please enter your secret passphrase: ****************************************************************
Please re-enter your secret passphrase: ****************************************************************

 lisk message:encrypt bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 'Hello world' --passp

 lisk message:encrypt bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 --data file:./secret_

 $ echo 'my secret passphrase on the first line\Followed by\nsome data that\nspans multiple lines' | lisk me

For convenience, Lisk Commander also supports providing a plaintext passphrase via the –passphrase  option. This can be useful for
prototyping or testing, (for example on the testnet). However, this should never be used when security is a concern. Please note that
this approach is only available for passphrases, and not other kinds of sensitive inputs.

Warning

 lisk message:encrypt bba7e2e6a4639c431b68e31115a71ffefcb4e025a4d1656405dfdcd8384719e0 'Hello world' --passp

Lisk SDK / References / Lisk Commander / Sensitive inputs Edit this PageLisk SDK 5.2.2 (latest)

© 2023 Lisk Foundation Discord Discourse GitHub

Search K APIs Explorers Products

https://lisk.com/documentation/index.html
https://lisk.com/documentation/lisk-sdk/index.html
https://lisk.com/documentation/lisk-sdk/references/lisk-commander/index.html
https://lisk.com/documentation/lisk-sdk/references/lisk-commander/sensitive-inputs.html
https://github.com/LiskHQ/lisk-docs/edit/docs-sdk-v5/modules/ROOT/pages/references/lisk-commander/sensitive-inputs.adoc
https://lisk.chat/
https://dev.lisk.com/
https://github.com/LiskHQ
https://lisk.com/documentation/
https://lisk.com/documentation/


What is Lisk Elements?

Lisk Elements is a collection of JavaScript libraries, each tackling a certain topic of blockchain and Lisk-related
functionalities.

Table of Contents

Package list

Used in frontend
Used in backend

Setup

Dependencies
Pre-installation
Installation

Usage

Node.js
Browser

Update

Package list

Used in frontend

Name NPM Specification

Client @liskhq/lisk-client lisk-client

Used in backend

Name NPM Specification

API client @liskhq/lisk-api-client lisk-api-client

BFT @liskhq/lisk-bft lisk-bft

Chain @liskhq/lisk-chain lisk-chain

Codec @liskhq/lisk-codec lisk-codec

Cryptography @liskhq/lisk-cryptography lisk-cryptography

DB @liskhq/lisk-db lisk-db

Genesis @liskhq/lisk-genesis lisk-genesis

@liskhq/lisk-p2p lisk-p2p

Passphrase @liskhq/lisk-passphrase lisk-passphrase

Transaction pool @liskhq/lisk-transaction-pool lisk-transaction-pool

Transactions @liskhq/lisk-transactions lisk-transactions

Tree @liskhq/lisk-tree lisk-tree

Utils @liskhq/lisk-utils lisk-utils

Validator @liskhq/lisk-validator lisk-validator

Setup

Dependencies

The following dependencies need to be installed to run the Lisk SDK:

Dependencies Version

Node.js v16.15.0

Pre-installation

Lisk Elements requires Node.js as the underlying engine for code execution. This document describes how to install
Node.js and NPM for installation via NPM.

Install node

Follow the instructions for your operating system on the Node.js downloads page.

Verify installation

Confirm that Node.js and NPM have been successfully installed by running the following commands:

Installation

This section details how to install Lisk Elements for a given distribution.

Installation via NPM

To install the latest version of Lisk Elements for use as a dependency in a Node.js project, please proceed with the
following:

Complete library

Specific package

1 <package-name>  can be any of the packages in Lisk Elements.

Upon successful completion, NPM will add the Lisk Elements package to your package.json  file.

Load via CDN (Content Delivery Network)

Include the script below using the following HTML. The lisk  variable will be exposed.

Client library

Or minified:

To include other packages of Lisk Elements, replace lisk-client  with any of the packages of Lisk Elements.

Usage

Node.js

Simply import, (or require) the package and access its functionality according to the relevant namespace.

Example with the client package:

Browser

Load the Lisk Elements script via the CDN. For example, to load the minified version 5.2.1 of Lisk Elements, include the
following script which will then expose the lisk  variable:

Update

To update your installation to the latest version of Lisk Elements, simply run the following command:

Complete library

Specific package

Prev Next

The Client  package is specifically designed to be used in the browser and other frontends. It is a collection of the following
packages:

apiClient , codec , cryptography , passphrase , transactions , utils , tree  and validator .

Note

P2P

NPM is automatically installed along with Node.js.

Note

node --version
npm --version

As all packages in Lisk Elements are independent from each other, they can be installed seperately.

Note

# Complete Lisk SDK
npm install lisk-sdk
# Lisk Elements packages only
npm install lisk-elements
# Frontend related packages only
npm install @liskhq/lisk-client

npm install @liskhq/<package-name> (1)

<script src="https://js.lisk.com/lisk-client-5.2.1.js"></script>

<script src="https://js.lisk.com/lisk-client-5.2.1.min.js"></script>

import lisk from '@liskhq/lisk-client';
//or
const lisk = require('@liskhq/lisk-client');

<script src="https://js.lisk.com/lisk-client-5.2.1.min.js"></script>
<script>
    const api = lisk.apiClient.createWSClient('ws://localhost:8080/ws');
</script>

npm update lisk-elements

npm update @liskhq/<package-name> (1)
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API client

Table of Contents

Installation

Upgrade

APIClient interface

The Lisk Elements API Client provides a convenient wrapper for interacting with the public API of nodes on the Lisk
network.

Installation

This adds Lisk Client as a dependency of your project:

Upgrade

APIClient interface

Prev Next

Please use the apiClient of the lisk-client package for all code that runs in the browser

Note

$ npm install @liskhq/lisk-api-client

npm update @liskhq/lisk-api-client

interface APIClient {
  public disconnect() => Promise<void>;
  public async invoke<T>(actionName: string, params?: Record<string, unknown>): Promise<T>
  public subscribe(eventName: string, cb: EventCallback): void
  public transaction: {
    get: (id: Buffer) => Promise<Record<string, unknown>>,
    getFromPool: () => Promise<Record<string, unknown>[]>,
    create: (
      input: {
        moduleID?: number; // id takes priority
        moduleName?: number;
        assetID?: number; // id takes priority
        assetName?: number;
        fee: bigint;
        nonce: bigint;
        senderPublicKey: Buffer;
        asset: Record<string, unknown>;
        signatures?: Buffer[];
      },
      passphrase: string,
      options?: {
        nonce?: bigint;
        includeSenderSignature?: boolean;
        multisignatureKeys?: {
          mandatoryKeys: Buffer[];
          optionalKeys: Buffer[];
        };
      },
    ) => Promise<Record<string, unknown>>;
    sign: (transaction: Record<string, unknown>, passphrases: string[], options?: {
      includeSenderSignature?: boolean;
      multisignatureKeys?: {
        mandatoryKeys: Buffer[];
        optionalKeys: Buffer[];
      };
    }) => Promise<Record<string, unknown>>;
    send: (input: Record<string, unknown>) => Promise<void>;
    getMinFee: (tx: Record<string, unknown>) => bigint;
    encode: (input: Record<string, unknown>) => Buffer;
    decode: (input: Buffer) => Record<string, unknown>;
    toJSON(transaction: Record<string, unknown>) => Record<string, unknown>;
    fromJSON(transaction: Record<string, unknown>) => Record<string, unknown>;
  }
  public node: {
    getNodeInfo: () => Promise<Record<string, unknown>>;
    getNetworkStats: () => Promise<Record<string, unknown>>;
    getConnectedPeers: () => Promise<Peer[]>;
    getDisconnectedPeers: () => Promise<Peer[]>;
  }
  public block: {
    get: (id: Buffer) => Promise<Record<string, unknown>>;
    getByHeight: (height: number) => Promise<Record<string, unknown>>;
    encode: (input: Record<string, unknown>) => Buffer;
    decode: (input: Buffer) => Record<string, unknown>;
    toJSON(

block: BlockType,
) => {

header: Record<string, unknown>;
payload: Record<string, unknown>[];

};
fromJSON(

block: BlockType<string>,
) => {

header: Record<string, unknown>;
payload: Record<string, unknown>[];

};
  }
  public account: {
    get: (address: Buffer) => Promise<Record<string, unknown>>;
    encode: (input: Record<string, unknown>) => Buffer;
    decode: (input: Buffer) => Record<string, unknown>;
    toJSON(account: Record<string, unknown>) => Record<string, unknown>;
    fromJSON(account: Record<string, unknown>) => Record<string, unknown>;
  }
}
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Client

Table of Contents

Installation

Upgrade

Usage

Creating an APIClient

The @liskhq/lisk-client package provides a default set of packages for use by clients of the Lisk network.

Installation

To add Lisk client as a dependency of your project execute the following command:

Upgrade

To perform an upgrade, execute the following command:

Usage

Import using ES6 modules syntax:

Or using Node.js modules:

Or import specific namespaced functionality:

Creating an APIClient

Prev Next

The Client  package is a collection of the following packages:

api-client, codec, cryptography, passphrase, transactions, utils, tree, validator

Note

$ npm install @liskhq/lisk-client

npm update @liskhq/lisk-client

import lisk from '@liskhq/lisk-client';

const lisk = require('@liskhq/lisk-client');

import { apiClient, transactions } from '@liskhq/lisk-client';
// or
const { apiClient, transactions } = require('@liskhq/lisk-client');

const { apiClient } = require('@liskhq/lisk-client');

let clientCache;

export const getClient = async () => {
    if (!clientCache) {
        clientCache = await apiClient.createWSClient('ws://localhost:8080/ws');
    }
    return clientCache;
};

export const useClient = async () => {
    const client = await getClient();
    const blockAtHeight123 = await client.block.getByHeight(123);
    client.subscribe('pluginAlias:eventAlias', ({ data }) => {
      console.log(data.info);
    });
};
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BFT

Table of Contents

Installation

Update

@liskhq/lisk-bft is byzantine fault tolerance implementation according to the Lisk protocol.

Installation

Update

To perform an upgrade, execute the following command:

Prev Next

npm install @liskhq/lisk-bft

npm update @liskhq/lisk-bft
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Chain

Table of Contents

Installation

Update

State store and database mechanism

State store
Data access

How state changes are rolled back

@liskhq/lisk-chain implements blocks and state management that are used for block processing according to the Lisk
protocol.

Installation

Update

To perform an upgrade, execute the following command:

State store and database mechanism

Lisk-chain manages the fundamental blockchain logic including the data schema of blocks, transactions, and accounts.
This includes the following points listed below:

Validating the block headers, such as schema , previousBlockID  or block reward, without any consideration of the
BFT rules.

Validating the transaction schema and minimum fee requirement.

Validating the block generator based on the given set of validators and the slots.

Providing database access to the blockchain data.

Saving and deleting block information.

State store

The state store is a data structure that holds temporary state while processing a block. The store is classified primarily
based on 3 states - Accounts, Chain, and Consensus. The account  store holds state per account, the chain  store holds
blockchain wide state information, and finally the consensus  store holds the internal state related to the BFT.

The state store exposes an interface to create, restore, and finalize snapshots.

The account  store is used mainly for registering delegates, keys and token transfers.

The chain  state store handles the delegate vote weights, total burnt fees, block headers of the last three rounds,
network identifier, and rewards for the last block.

The consensus  store contains the finalized height, the BFT voting ledger, and a list of validator’s information.

Data access

The data access module provides simplified access to the persistent data storage (blockchain database).

Advantages of data access

The abstraction of an actual database engine allows the application to switch between different databases.

The decoupling of business logic allows more flexibility to modify the data model without impacting the application
layer.

Features of data access

Encoding and decoding block headers, accounts, and transactions.

Caching of blocks.

Access to blocks, accounts, chain state, and transactions.

Saving and deleting blocks.

The last 500 blocks are cached in the memory in order to improve block access performance. The block related queries
check in the cache memory before querying the storage.

How state changes are rolled back

The data access module implements a diff mechanism to roll back the blockchain to its previous state. For each new block
that is added to the chain, the system looks for possible state changes (create, update, delete). This is followed by storing
the state transition for each store (account, chain, consensus), by creating a collection of created, updated and deleted
keys and their corresponding values. Whenever the chain needs to delete a block it can refer to the stored diff for a
particular height and apply it to regain the state.

Prev Next

npm install @liskhq/lisk-chain

npm update @liskhq/lisk-chain
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Codec

Table of Contents

Installation

Update

Usage

Codec interface

The @liskhq/lisk-codec package implements a decoder and encoder using Lisk JSON (JavaScript Object Notation), schema
according to the Lisk protocol.

Installation

Update

To perform an upgrade, execute the following command:

Usage

Codec interface

Prev Next

npm install @liskhq/lisk-codec

npm update @liskhq/lisk-codec

//import * as codecFunctions from '@liskhq/lisk-codec';
import { codec as codecFunctions } from 'lisk-sdk';
// Codec can be used in two ways:
// 1) Use exposed default instance
codecFunctions.codec.encode(schema, object);
// 2) Create a new instance
const newCodec = new codecFunctions.Codec();
newCodec.encode(schema, object);

interface Codec {
  // adds schema to memory to improve the performance
  addSchema(schema: Schema): boolean;
  // encode the JavaScript Object message to Buffer using the schema provided
  encode(schema: Schema, message: object): Buffer;
  // decode the Buffer message to JavaScript Object
  decode<T>(schema: Schema, message: Buffer): T;
  // decode the message input to JSON object
  decodeJSON<T>(schema: Schema, message: Buffer): T;
  // encode the JSON object message to Buffer using the schema provided
  encodeJSON(schema: Schema, message: object): Buffer;
  // Convert JavaScript object to JSON object using the schema provided
  toJSON<T = object>(schema: Schema, message: object): T;
  // Convert JSON object to JavaScript object using the schema provided
  fromJSON<T = object>(schema: Schema, message: object): T;
}
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Cryptography

Table of Contents

Installation

Upgrade

Usage

Constants

Available constants
Usage

Methods for converting between formats

parseEncryptedPassphrase
stringifyEncryptedPassphrase
intToBuffer
bufferToHex
hexToBuffer
stringToBuffer

Methods for encrypting and decrypting

decryptMessageWithPassphrase
decryptPassphraseWithPassword
encryptMessageWithPassphrase
encryptPassphraseWithPassword

Methods for hashing

getNetworkIdentifier
hash

Methods for the hash onion

hashOnion
generateHashOnionSeed

Methods for managing keys

getKeys
getAddressAndPublicKeyFromPassphrase
getAddressFromPassphrase
getAddressFromPublicKey
getPrivateAndPublicKeyFromPassphrase
verifyChecksum
getLisk32AddressFromPublicKey
getLisk32AddressFromPassphrase
getAddressFromLisk32Address
getLisk32AddressFromAddress
validateLisk32Address
getPublicKey
getRandomBytes

Methods for the legacy address

getLegacyAddressAndPublicKeyFromPassphrase
getLegacyAddressFromPassphrase
getLegacyAddressFromPublicKey
getLegacyAddressFromPrivateKey

Methods for signing and verifying

printSignedMessage
signAndPrintMessage
signMessageWithPassphrase
verifyMessageWithPublicKey
signDataWithPrivateKey
signDataWithPassphrase
signData
verifyData

The @liskhq/lisk-cryptography package provides all the cryptographic functionality necessary when interacting with the
Lisk ecosystem.

Installation

This adds the Lisk client as a dependency of your project:

Upgrade

To perform an upgrade, execute the following command:

Usage

The lisk-cryptography  package can be used on both server-side and client-side code.

In case the lisk-cryptography  is used server-side, it is beneficial to speed up the application by using the sodium-
native library.

To perform this, expose NACL_FAST=enable  as the environment variable as shown below:

To switch back to the default library TweetNaCl.js, which is slower but can also be executed on the client-side, set it to
disable  as shown below:

Alternatively, it can be unset completely by executing the following command:

Constants

Cryptography-specific constants are available via the cryptography.constants  key as can be seen below:

Available constants

Usage

Methods for converting between formats

Methods for converting between different formats.

parseEncryptedPassphrase

This parses an encrypted passphrase string as an object.

Syntax

Parameters

encryptedPassphrase (string): The encrypted passphrase to parse.

Return value

object : The parsed encrypted passphrase.

Examples

stringifyEncryptedPassphrase

This converts an encrypted passphrase object to a string for convenient storage.

Syntax

Parameters

encryptedPassphrase : The encrypted passphrase object to convert into a string.

Return value

string : The encrypted passphrase as a string.

Examples

intToBuffer

This converts an integer to a Buffer.

Syntax

Parameters

1. value : number | string

2. byteLength : number

3. endianness  = 'big' or 'little'

4. signed  = boolean

Return value

Buffer : The Buffer value for the provided integer.

bufferToHex

This converts a Buffer to a hexadecimal string.

Syntax

Parameters

buffer : Buffer

Return value

string : The hexadecimal string for the provided Buffer.

hexToBuffer

This converts a Buffer to a hexadecimal string.

Syntax

Parameters

hex : string

Return value

Buffer : The Buffer for the provided hexadecimal string.

stringToBuffer

This converts a Buffer to a hexadecimal string.

Syntax

Parameters

str : string

Return value

Buffer : The Buffer for the provided string.

Methods for encrypting and decrypting

decryptMessageWithPassphrase

This decrypts a message that has been encrypted for a given public key using the corresponding passphrase as shown
below:

Syntax

Parameters

1. cipherHex : The hex string representation of the encrypted message.

2. nonce : The hex string representation of the nonce used during encryption.

3. passphrase (string): The passphrase to be used in decryption.

4. senderPublicKey (Buffer): The public key of the message sender, (this is used to ensure the message was signed by
the correct person).

Return value

string : The decrypted message.

Examples

decryptPassphraseWithPassword

This decrypts a passphrase that has been encrypted using a password.

Syntax

Parameters

1. encryptedPassphraseObject : The output of encryptPassphraseWithPassword . Contains iterations ,
cipherText , iv , salt , tag , and version .

2. password : The password to be used in decryption.

Return value

string : The decrypted passphrase.

Examples

encryptMessageWithPassphrase

This encrypts a message under a recipient’s public key, using a passphrase to create a signature.

Syntax

Parameters

1. message : The plaintext message to encrypt.

2. passphrase : The passphrase used to sign the encryption and ensure message integrity.

3. recipientPublicKey : The public key to be used in encryption.

Return value

object : The result of encryption. This contains the nonce  and encryptedMessage , both in hex string format.

Examples

encryptPassphraseWithPassword

This encrypts a passphrase under a password for secure storage.

Syntax

Parameters

1. passphrase : The passphrase in plaintext to encrypt.

2. password : The password to be used in encryption.

3. iterations : The number of iterations to use when deriving a key from the password using PBKDF2, (Default if not
provided is 1,000,000).

Return value

object : The result of encryption. This contains the iterations , cipherText , iv , salt , tag , and version .

Examples

Methods for hashing

getNetworkIdentifier

Returns the network identifier based on the genesisBlockPayloadHash  and communityIdentifier .

Syntax

Parameters

1. genesisBlockPayloadHash ( Buffer ): The payload hash of the genesis block.

2. communityIdentifier ( string ): The community identifier.

Return value

Buffer : The network ID of the corresponding network.

Examples

hash

Hashes an input using the SHA256 algorithm.

Syntax

Parameters

data : The data to hash provided as a buffer, or a string.

format (string)(optional): The format of the input data if provided as a string. Must be one of hex  or utf8 .

Return value

Buffer : The result of hashing.

Examples

Methods for the hash onion

hashOnion

Generates a hash onion, which is required for delegates for enabling forging.

Syntax

Parameters

1. seed (Buffer): seed created by generateHashOnionSeed . The seed is a random 16 bytes number, that can be
generated by the function generateHashOnionSeed() .

2. count (number)(optional): The amount of layers that the hash onion will have. Default value: 1000000.

3. distance (number)(optional): The distance between checkpoints in the hash onion. Default value: 1000.

Return value

Buffer[] : A list of the checkpoints of the hash onion. This should be inserted in the config of a node, before enabling
forging for a delegate. See the guide Enabling forging for more information.

Examples

generateHashOnionSeed

Generates the seed that can be used to generate a hashOnion

Syntax

Parameters

None.

Return value

Buffer : A random 16 bytes number. To be used as seed  parameter in the hashOnion function.

Examples

Methods for managing keys

getKeys

An alias for getPrivateAndPublicKeyFromPassphrase .

getAddressAndPublicKeyFromPassphrase

This returns an object containing the address and public key for a provided passphrase.

Syntax

Parameters

passphrase : The secret passphrase to process.

Return value

object : This contains an address ( Buffer ), and publicKey ( Buffer ).

Examples

getAddressFromPassphrase

This returns the Lisk address for a provided passphrase.

Syntax

Parameters

passphrase : The secret passphrase to process.

Return value

Buffer : The address associated with the provided passphrase.

Examples

getAddressFromPublicKey

This converts a public key into a Lisk address.

Syntax

Parameters

publicKey ( Buffer ): This is the public key to convert.

Return value

Buffer : This is the Lisk address for the public key.

Examples

getPrivateAndPublicKeyFromPassphrase

This returns an object containing the private and public keys as Buffer s for a provided passphrase.

Syntax

Parameters

passphrase : The secret passphrase to process.

Return value

object : This contains the privateKey  and publicKey  as Buffer s.

Examples

verifyChecksum

To verify the checksum of  addresses.

Syntax

Parameters

integerSequence (number[]): Input for verifyChecksum must be a sequence of integers between 0 and 31.

Return value

boolean : true  if the checksum is valid, false  otherwise.

getLisk32AddressFromPublicKey

Converts the public key input to a Lisk32 address.

Syntax

Parameters

1. publicKey (Buffer): The public key which is used to retrieve the Lisk32 address.

2. prefix (string)(optional): Prefix for account addresses. Default value: .

Return value

string : The corresponding address in Lisk32 format.

getLisk32AddressFromPassphrase

Converts the passphrase input to a Lisk32 address.

Syntax

Parameters

1. passphrase (string): The passphrase which is used to retrieve the Lisk32 address.

2. prefix (string)(optional): Prefix for account addresses. Default value: lsk .

Return value

string : The corresponding address in Lisk32 format.

getAddressFromLisk32Address

Returns an account address as a Buffer for a given Lisk32 address.

Syntax

Parameters

1. Lisk32Address (string): A Lisk32 address.

2. prefix (string)(optional): Prefix for account addresses. Default value: lsk .

Return value

Buffer : The account address as a Buffer.

getLisk32AddressFromAddress

Returns an account address as a Buffer for a given Lisk32 address.

Syntax

Parameters

1. address (Buffer): An account address as a Buffer.

2. prefix (string)(optional): Prefix for account addresses. Default value: lsk .

Return value

string : The corresponding Lisk32 address.

validateLisk32Address

Validates if the input address is a correct Lisk32 address or not.

Syntax

Parameters

1. address (string): An account address in Lisk32 format.

2. prefix (string)(optional): Prefix for account addresses. Default value: lsk .

Return value

Boolean : true  if the address is valid, false  otherwise.

getPublicKey

Returns the corresponding public key from a given private key.

Syntax

Parameters

1. privateKey : The private key of an account.

Return value

Buffer : The public key of the account.

getRandomBytes

Get random bytes of a given length.

Syntax

Parameters

1. length (number): The length of the random bytes.

Return value

Random bytes of the specified length.

Methods for the legacy address

getLegacyAddressAndPublicKeyFromPassphrase

Returns a legacy address and public key converted from the passphrase.

Syntax

Parameters

passphrase (string): The passphrase of an account.

Return value

{ address: string; publicKey: Buffer }

Object : The legacy address and legacy public key of the specified account.

getLegacyAddressFromPassphrase

Returns a legacy address converted from the passphrase.

Syntax

Parameters

passphrase (string): The passphrase of an account.

Return value

string : The legacy address of the specified account.

getLegacyAddressFromPublicKey

Returns a legacy address (number+L) format from the given public key.

Syntax

Parameters

publicKey (Buffer): The public key of an account.

Return value

string : The legacy address of the specified account.

getLegacyAddressFromPrivateKey

Returns a legacy address converted from the private key.

Syntax

Parameters

privateKey (Buffer): The private key of an account.

Return value

string : The legacy address of the specified account.

Methods for signing and verifying

printSignedMessage

This outputs a string representation of a signed message object which is suitable for printing.

Syntax

Parameters

signedMessageObject : The result of calling signMessageWithPassphrase  or signMessageWithTwoPassphrases .

Return value

string : The string representation of the signed message object.

Examples

signAndPrintMessage

This signs a message with one or two passphrases and outputs a string representation which is suitable for printing.

Syntax

Parameters

1. message : The string message to sign.

2. passphrase : The secret passphrase used to sign the message.

Return value

string : The string representation of the signed message object.

Examples

signMessageWithPassphrase

Signs a message with a passphrase.

Syntax

Parameters

message : The string  message to sign.

passphrase : The secret passphrase as string  used to sign the message.

Return value

object : This contains the message ( string ), publicKey ( Buffer ) corresponding to the passphrase and
signature ( Buffer ).

Examples

verifyMessageWithPublicKey

This verifies that a signature for a given message matches the provided public key.

Syntax

Parameters

signedMessageObject : The result of calling signMessageWithPassphrase .

Return value

Boolean : Returns true  if the signature is valid, and false  if not.

Examples

signDataWithPrivateKey

Signs data with a private key.

Syntax

Parameters

data (Buffer): The data to be signed, e.g. a transaction object. privatekey (Buffer): The private key of a user account.

Return value

Buffer : Returns the signed data.

signDataWithPassphrase

Signs data with a passphrase.

Syntax

Parameters

data (Buffer): The data to be signed, e.g. a transaction object. passphrase (string): The passphrase of a user account.

Return value

Buffer : Returns the signed data.

signData

Alias for signDataWithPassphrase.

verifyData

Verifies that a signature for a given data matches the provided public key.

Syntax

Parameters

1. data (Buffer): The data to be verified, e.g. a transaction object.

2. signature (Buffer): Signature against which data is verified.

3. publicKey (Buffer): Public key used to sign the data.

Return value

Boolean : Returns true  if signed data is valid, false  otherwise.

Prev Next

npm install @liskhq/lisk-cryptography

npm update @liskhq/lisk-cryptography

export NACL_FAST=enable

export NACL_FAST=disable

unset NACL_FAST

{
  SIGNED_MESSAGE_PREFIX: 'Lisk Signed Message:\n',
  BINARY_ADDRESS_LENGTH: 20,
  DEFAULT_LISK32_ADDRESS_PREFIX: 'lsk',
  DEFAULT_BASE32_ADDRESS_PREFIX: 'lsk'
}

import * as cryptography from '@liskhq/lisk-cryptography';

cryptography.constants.SIGNED_MESSAGE_PREFIX;

parseEncryptedPassphrase(encryptedPassphrase)

const encryptedPassphrase = 'iterations=1000000&salt=bce40d3176e31998ec435ffc2993b280&cipherText=99bb7eff675
cryptography.parseEncryptedPassphrase(encryptedPassphrase);
/* {
    iterations: 1000000,
    salt: 'bce40d3176e31998ec435ffc2993b280',
    cipherText: '99bb7eff6755ecfe1dfa0368328c2d10589d7b85a23f75043497d7bdf7f14fb84e8caee1f9bc4b9543ba320e7f1
    iv: '51bcc76bbd0ab97b2292e305',
    tag: '12e8fcfe7ad735fa9957baa48442e205',
    version: '1',
} */

stringifyEncryptedPassphrase(encryptedPassphrase)

const encryptedPassphrase = cryptography.encryptPassphraseWithPassword(
    'robust swift grocery peasant forget share enable convince deputy road keep cheap',
    'some secure password'
);
cryptography.stringifyEncryptedPassphrase(encryptedPassphrase); // 'iterations=1000000&salt=bce40d3176e31998

intToBuffer(value, byteLength, endianness, signed)

bufferToHex(buffer)

hexToBuffer(hex)

stringToBuffer(str)

decryptMessageWithPassphrase(cipherHex, nonce, passphrase, senderPublicKey)

const decryptedMessage = cryptography.decryptMessageWithPassphrase(
  'd019692bc66cd8a3f06425d71aecccac7301e4f1aaaf2bf9d725bd',
  'cd9aecb885fb9b89d2b3bdda26773ae7f93d852f9c56ddb1',
  'robust swift grocery peasant forget share enable convince deputy road keep cheap',
  '9d3058175acab969f41ad9b86f7a2926c74258670fe56b37c429c01fca9f2f0f'
); // 'Hello Lisk!'

decryptPassphraseWithPassword(encryptedPassphraseObject, password)

const encryptedPassphrase = {
    iterations: 1000000,
    salt: 'bce40d3176e31998ec435ffc2993b280',
    cipherText: '99bb7eff6755ecfe1dfa0368328c2d10589d7b85a23f75043497d7bdf7f14fb84e8caee1f9bc4b9543ba320e7f1
    iv: '51bcc76bbd0ab97b2292e305',
    tag: '12e8fcfe7ad735fa9957baa48442e205',
    version: '1',
};
const decryptedPassphrase = cryptography.decryptPassphraseWithPassword(
    encryptedPassphrase,
    'some secure password'
); // 'robust swift grocery peasant forget share enable convince deputy road keep cheap'

encryptMessageWithPassphrase(message, passphrase, recipientPublicKey)

const encryptedMessage = cryptography.encryptMessageWithPassphrase(
    'Hello Lisk!',
    'robust swift grocery peasant forget share enable convince deputy road keep cheap',
    '9d3058175acab969f41ad9b86f7a2926c74258670fe56b37c429c01fca9f2f0f'
);
/* {
  nonce: 'cd9aecb885fb9b89d2b3bdda26773ae7f93d852f9c56ddb1',
  encryptedMessage: 'd019692bc66cd8a3f06425d71aecccac7301e4f1aaaf2bf9d725bd'
} */

encryptPassphraseWithPassword(passphrase, password, [iterations])

Ensure a strong password is used.

See the Guidelines for password strength at Wikipedia for reference.

Note

const encryptedPassphrase = cryptography.encryptPassphraseWithPassword(
    'robust swift grocery peasant forget share enable convince deputy road keep cheap',
    'some secure password',
);
/* {
    iterations: 1000000,
    salt: 'bce40d3176e31998ec435ffc2993b280',
    cipherText: '99bb7eff6755ecfe1dfa0368328c2d10589d7b85a23f75043497d7bdf7f14fb84e8caee1f9bc4b9543ba320e7f1
    iv: '51bcc76bbd0ab97b2292e305',
    tag: '12e8fcfe7ad735fa9957baa48442e205',
    version: '1',
} */

getNetworkIdentifier(genesisBlockPayloadHash, communityIdentifier)

const networkIdentifier = lisk.cryptography.getNetworkIdentifier(
  lisk.cryptography.hexToBuffer("23ce0366ef0a14a91e5fd4b1591fc880ffbef9d988ff8bebf8f3666b0c09597d"),
  "Lisk",
); // <Buffer 47 b2 e0 50 a5 72 2e b5 2e a8 32 d5 0e be 20 09 c7 e4 ab e8 ca 1c 0a d1 a7 19 9e 8e bf 13 7e 2

hash(data, [format])

cryptography.hash(Buffer.from([0xab, 0xcd, 0x12, 0x34])); // <Buffer 77 79 07 d5 4b 6a 45 02 bd 65 4c b4 ae 
cryptography.hash('abcd1234', 'hex'); // <Buffer 77 79 07 d5 4b 6a 45 02 bd 65 4c b4 ae 81 c5 f7 27 01 3b 5e
cryptography.hash('abcd1234', 'utf8'); // <Buffer e9 ce e7 1a b9 32 fd e8 63 33 8d 08 be 4d e9 df e3 9e a0 4

hashOnion(seed, count, distance)

cryptography.hashOnion(seed);

Returns

generateHashOnionSeed()

cryptography.generateHashOnionSeed();
/*
<Buffer ce a9 ab 82 f5 ea f0 9c 5e 75 d2 01 e8 21 de 13>
*/

getAddressAndPublicKeyFromPassphrase(passphrase)

cryptography.getAddressAndPublicKeyFromPassphrase(
    'robust swift grocery peasant forget share enable convince deputy road keep cheap'
);
/* {
  address: <Buffer 93 61 a2 56 a4 37 d1 72 1e 06 55 9d 14 f9 dd b9 94 f1 c2 8c>,
  publicKey: <Buffer 9d 30 58 17 5a ca b9 69 f4 1a d9 b8 6f 7a 29 26 c7 42 58 67 0f e5 6b 37 c4 29 c0 1f ca 
} */

getAddressFromPassphrase(passphrase)

cryptography.getAddressFromPassphrase(
    'robust swift grocery peasant forget share enable convince deputy road keep cheap'
); //<Buffer 93 61 a2 56 a4 37 d1 72 1e 06 55 9d 14 f9 dd b9 94 f1 c2 8c>

getAddressFromPublicKey(publicKey)

cryptography.getAddressFromPublicKey(publicKey); // <Buffer 86 55 52 65 f0 11 0b 4e d5 a8 cb 95 db c7 32 e7 

getPrivateAndPublicKeyFromPassphrase(passphrase)

cryptography.getPrivateAndPublicKeyFromPassphrase(
    'robust swift grocery peasant forget share enable convince deputy road keep cheap'
);
/* {
  publicKey: <Buffer ae 3a a4 08 b5 f9 5d 9b b6 d3 04 de 8f 43 7f af 77 f8 34 6e 94 80 20 a1 0e 52 de d4 5a 
  privateKey: <Buffer c2 35 c7 72 0e af 5d 96 48 95 95 37 ab 10 2a 42 79 53 8b 7d 0b 9c 7f 00 3a 4e a0 75 da
} */

Lisk32

verifyChecksum(integerSequence)

getLisk32AddressFromPublicKey(publicKey, prefix)

lsk

getLisk32AddressFromPassphrase(passphrase, prefix)

getAddressFromLisk32Address(Lisk32Address,prefix)

getLisk32AddressFromAddress(address,prefix)

validateLisk32Address(address, prefix)

getPublicKey(privateKey)

getRandomBytes(length)

getLegacyAddressAndPublicKeyFromPassphrase(passphrase)

getLegacyAddressFromPassphrase(passphrase)

getLegacyAddressFromPublicKey(publicKey)

getLegacyAddressFromPrivateKey(privateKey)

printSignedMessage(signedMessageObject)

const stringToPrint = cryptography.printSignedMessage({
    message: 'Hello Lisk!',
    publicKey: '9d3058175acab969f41ad9b86f7a2926c74258670fe56b37c429c01fca9f2f0f',
    signature: '125febe625b2d62381ff836c020de0b00297f7d2493fe6404bc6109fd70a55348555b7a66a35ac657d338d7fe329
});
console.log(stringToPrint);
//-----BEGIN LISK SIGNED MESSAGE-----
//-----MESSAGE-----
//Hello Lisk!
//-----PUBLIC KEY-----
//9d3058175acab969f41ad9b86f7a2926c74258670fe56b37c429c01fca9f2f0f
//-----SIGNATURE-----
//125febe625b2d62381ff836c020de0b00297f7d2493fe6404bc6109fd70a55348555b7a66a35ac657d338d7fe329efd203da1602f4
//-----END LISK SIGNED MESSAGE-----

signAndPrintMessage(message, passphrase)

const stringToPrint = cryptography.signAndPrintMessage('Hello Lisk!',  'robust swift grocery peasant forget 
console.log(stringToPrint);
// -----BEGIN LISK SIGNED MESSAGE-----
//-----MESSAGE-----
//Hello Lisk!
//-----PUBLIC KEY-----
//9d3058175acab969f41ad9b86f7a2926c74258670fe56b37c429c01fca9f2f0f
//-----SIGNATURE-----
//125febe625b2d62381ff836c020de0b00297f7d2493fe6404bc6109fd70a55348555b7a66a35ac657d338d7fe329efd203da1602f4
//-----END LISK SIGNED MESSAGE-----

signMessageWithPassphrase(message, passphrase)

cryptography.signMessageWithPassphrase('Hello Lisk!',  'robust swift grocery peasant forget share enable con
/* {
  message: 'Hello Lisk!',
  publicKey: <Buffer 9d 30 58 17 5a ca b9 69 f4 1a d9 b8 6f 7a 29 26 c7 42 58 67 0f e5 6b 37 c4 29 c0 1f ca 
  signature: <Buffer 12 5f eb e6 25 b2 d6 23 81 ff 83 6c 02 0d e0 b0 02 97 f7 d2 49 3f e6 40 4b c6 10 9f d7 
} */

verifyMessageWithPublicKey(signedMessageObject)

const msg = cryptography.signMessageWithPassphrase('Hello Lisk!',  'robust swift grocery peasant forget shar

cryptography.verifyMessageWithPublicKey(msg); // true

signDataWithPrivateKey(data,privatekey)

signDataWithPassphrase(data,passphrase)

verifyData(data,signature,publicKey)

Lisk SDK / References / Lisk Elements / Backend / Cryptography Edit this PageLisk SDK 5.2.2 (latest)

© 2023 Lisk Foundation Discord Discourse GitHub

Search K APIs Explorers Products

https://github.com/sodium-friends/sodium-native
https://github.com/dchest/tweetnacl-js
https://lisk.com/documentation/glossary.html#pbkdf2-password-based-key-derivation-function-2
https://lisk.com/documentation/run-blockchain/forging.html
https://en.wikipedia.org/wiki/Password_strength#Guidelines_for_strong_passwords
https://lisk.com/documentation/index.html
https://lisk.com/documentation/lisk-sdk/index.html
https://lisk.com/documentation/lisk-sdk/references/lisk-elements/index.html
https://lisk.com/documentation/lisk-sdk/references/lisk-elements/cryptography.html
https://github.com/LiskHQ/lisk-docs/edit/docs-sdk-v5/modules/ROOT/pages/references/lisk-elements/cryptography.adoc
https://lisk.chat/
https://dev.lisk.com/
https://github.com/LiskHQ
https://lisk.com/documentation/
https://lisk.com/documentation/


DB

Table of Contents

Installation

Update

The @liskhq/lisk-db package providing a database access layer that is a thin wrapper around RocksDB.

Installation

Update

To perform an upgrade, execute the following command:

Prev Next

npm install @liskhq/lisk-db

npm update @liskhq/lisk-db
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Genesis

Table of Contents

Installation

Update

Usage

Methods

createGenesisBlock

@liskhq/lisk-genesis  is a package which contains genesis block creation functions in accordance with the Lisk
protocol.

Installation

Update

To perform an upgrade, execute the following command:

Usage

Methods

createGenesisBlock

Generates a genesis block based on the provided block parameters.

Syntax

Parameters

params (object): The block parameters that shall be used to generate the genesis block.

The following parameters are available:

accountAssetSchemas(object)
Required. The genesis block needs to contain all account asset schemas for all modules which are registered with the
respective blockchain application. The different account asset schemas are all grouped together in one big object and
added as accountAssetSchemas  to the genesis block params. accountAssetSchemas  is one of the most important
parameters for generating a valid genesis block, so make sure it includes all required account asset schemas.

accounts(array)
Required. List of initial accounts in the network. The minimum required here is the address , but it can have other
properties like balance . Addresses are expected to be in Buffer  format.

initDelegates(array)
Required. List of initial delegate addresses used during the bootstrap period to forge blocks. Addresses are expected to
be in Buffer  format.

initRounds?(number)
Optional. Number of rounds for the bootstrap period, the default is 3.

height?(number)
Optional. Height of the genesis block.

timestamp?(number)
Optional. Timestamp of the genesis block.

previousBlockID?(Buffer)
Optional. Previous block ID. For example, this can be used in case of regenesis.

Return value

The generated genesis block object.

Prev Next

npm install @liskhq/lisk-genesis

npm update @liskhq/lisk-genesis

const { TokenModule, DPoSModule, genesis, configDevnet } = require('lisk-sdk');

// Get account schemas of the modules which are registered with the application
const token = new TokenModule(configDevnet.genesisConfig).accountSchema;
const dpos = new DPoSModule(configDevnet.genesisConfig).accountSchema;
// Add fieldNumber starting from 2. Field number 1 is assigned to address of the account
token.fieldNumber = 2;
dpos.fieldNumber = 3;

// Pack all account schemas in one big object
const accountAssetSchemas = {
  token,
  dpos
};

const delegates = [
    {
        address: Buffer.from('25d4c1ed2da24ba856b894c209188f70e0caab6e', 'hex'),

token: { balance: BigInt(2874239947) },
dpos: { delegate: { username: 'ef374a2e8fb9934ad1db0fd5346eb7' } }

    }
];

const accounts = [
    {
        address: Buffer.from('dedfbd4c6a1ad1ef0d7a95cd6907114548d8c6d8', 'hex'),
        token: { balance: BigInt(653021139) }
    }
];

const genesisBlockParams = {
initDelegates: delegates.map(a => a.address),
accounts: [...accounts, ...delegates],
accountAssetSchemas,

};

const genesisBlock = genesis.createGenesisBlock(genesisBlockParams);

console.log(genesisBlock);

createGenesisBlock(params)

{
  header: {
    generatorPublicKey: <Buffer >,
    height: 0,
    previousBlockID: <Buffer >,
    reward: 0n,
    signature: <Buffer >,
    timestamp: 1619688502,
    transactionRoot: <Buffer e3 b0 c4 42 98 fc 1c 14 9a fb f4 c8 99 6f b9 24 27 ae 41 e4 64 9b 93 4c a4 95 9
    version: 0,
    asset: { initRounds: 3, initDelegates: [Array], accounts: [Array] },
    id: <Buffer 3d 2a f6 c2 32 7b 63 65 21 06 4b 9e a6 3e af 21 c5 99 18 88 4d 3f 82 11 42 d9 5d 65 08 d8 a4
  },
  payload: []
}
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P2P

Table of Contents

Installation

Update

Usage

Architecture

P2P
PeerPool
PeerServer
Peer
PeerBook

Actions

Events

Available events

Examples

@liskhq/lisk-p2p is a package for creating unstructured  networks. The package in abstraction enables peer discovery,

network security, and reliability. A developer can leverage all the underlying specifications proposed in LIP: 0004:
Introduce robust peer selection and banning mechanism and use the package for building P2P use cases.

Installation

Update

To perform an upgrade, execute the following command:

Usage

To run a P2P node.

It will start a node that is available on 5001  websocket port.

Architecture

The architecture of the Lisk P2P library is divided into multiple parts (components or classes). The main parts of the P2P
library are as follows:

P2P

PeerPool

PeerServer

PeerBook

Peer

The responsibilities and interactions of these parts (components or classes) are summarized by the following diagram:

Before explaining the individual modules, it is helpful to become familiar with the following terminology:

nodeInfo
Contains the required data for establishing a successful connection, and is updated whenever a peer publishes new
(nodeInfo) data.

peerInfo
Includes shared information which is the nodeInfo of a peer, and also the internal data accumulated on each peer by a
node, related to productivity, reputation, rate limit, etc.

P2P

The P2P class is the main entry point of the P2P library that manages PeerPool, PeerBook, and PeerServer. Its
responsibilities consist of the following:

Expose the following actions:

getConnectedPeers(): Returns a list of all connected peers.

getDisconnectedPeers(): Returns a list of all disconnected peers.

applyPenaltyOnPeer(): Applies a penalty score to a specific peer for given peerId.

applyNodeInfo(): Updates node information.

getNodeInfo(): Returns node information.

start(): Starts PeerServer, loads previous peers and triggers discovery through seed nodes if not enough
triedPeers.

stop(): Stops PeerServer, removes all the listeners and calls stop on PeerPool that eventually disconnects all the
inbound/outbound connections.

Expose actions and emit events bubbling up from Peer, PeerPool, and PeerServer.

Setup all event listeners and corresponding event handlers.

Handle getPeers remote procedure calls from peers.

Manage CRUD (Create, Read, Update & Delete), operations on PeerBook that holds and manages all the peerInfos of all
known peers.

Loads previous peers and does the discovery, in case, if it doesn’t have at least 100 triedPeers then it starts the
discovery through seed peers provided in the config.

PeerPool

The PeerPool part manages all outbound/inbound connections, and maintains the number of required connections as per
the configuration. Its responsibilities consist of the following:

Trigger discovery through seedPeers.

Create inbound and outbound peer objects.

Contain all listeners and their corresponding handlers for each event coming out of Peer objects.

Maintain the number of inbound, outbound, and also connections based on maxInboundConnections and
maxOutboundConnections.

Use selection functions to select peers to send or request.

Provide security and priority for incoming connections based on net group, latency, response rate and connect time.

Manage different trusted peer lists (whitelisted, fixed, blacklisted, seed), and their properties.

Perform the periodic shuffling of outbound connections every 5 minutes.

PeerServer

The PeerServer part starts a server in order to listen for incoming connections. Its responsibilities are to perform the
following:

Provide a middleware to tackle attacks like PING/PONG, invalid events, etc.

Immediately reject incoming connections that are blacklisted or banned.

Check for duplicate connections and prevent the node from connecting to itself.

Check for invalid payloads.

Perform the handshake check for an incoming connection and create a valid peerInfo object for a peer.

Peer

The Peer part is a class which is extended to have specific outbound and inbound classes for outgoing and incoming
connections respectively. The outbound class is for outgoing connections which a node makes by creating a socket client,
whereas the inbound class is for incoming connections. Please note that both inbound and outbound peers can be used for
2-way communication. However, a node chooses only outbound connections to make a request, and prioritizes outbound
peers for sending information. The responsibilities for both types of connections are to perform the following:

Create or assign a socket for communication on connection.

Fetch the peer list and status of a peer on connection with outbound peers.

Impose rate limits on messages and  (Remote-Procedure-Call), requests, and apply a penalty for misbehavior.

Ping inbound peers for around 20-30 seconds to check for latency, and also to prove that the connection is alive,
otherwise the connection is dropped.

Emit all the peer related events including the ones coming from the network.

PeerBook

The PeerBook part is a directory of peers. It implements peer buckets for newPeers and triedPeers as described in 

0004. The newPeers and triedPeers are lists of peer buckets whereby each peer bucket consists of a list of 32 peers, and
each peer bucket is chosen based on its IP prefix.

newPeers  contains peers that either had no connection attempts or failed attempts. It consists of a list of 128 buckets
with each bucket having 32 peers. Hence, the maximum number of peers that can be stored is 4096.

triedPeers  contains the peers which a node was able to successfully establish a connection to, before or currently
having an active connection. It has a list of 64 buckets with each bucket containing 32 peers. Therefore, the maximum
number of peers that can be stored is 2048.

Both peer lists store peerInfo of a peer and have an eviction mechanism based on the time it resides in a bucket, or is
evicted randomly when the bucket is full. In addition, they are also responsible for handling the movement of peers from
triedPeers to newPeers and vice versa.

The PeerBook also manages static lists that are configured as described below:

seedPeers : Peers that will be used to perform an initial discovery.

whitelistedPeers : Peers that are always given a slot for incoming connections and where banning cannot be applied
from outside the library.

fixedPeers : Peers that a node establishes an outbound connection to, and never drops it. In the case whereby a
disconnection does occur, it attempts to re-establish the connection after a certain period of time.

blacklistedPeers : Peers that are blacklisted by the IP prefix and are not allowed to establish a connection.

Furthermore, the Peerbook maintains a list of banned peers and creates a timeout of 24 hours for each banned peer, after
which it can be unbanned.

The PeerBook exposes actions to perform CRUD operations based on peerId whereby the caller is agnostic to newPeers,
triedPeers, and their bucketing system.

Actions

It provides a simple interface to send, request, broadcast information, and many more functions to interact with the
network.

p2p.start() : start a P2P node after creating an instance.

p2p.stop() : stop a P2P node.

p2p.config : get the config of the node.

p2p.isActive : check the status if the node is up and running.

p2p.nodeInfo : check the node status and information.

applyNodeInfo(nodeInfo: P2PNodeInfo) : broadcast updated nodeInfo  to the network.

p2p.getConnectedPeers() : get all the connected peers that are connected to your node in the network.

p2p.getDisconnectedPeers() : get all the disconnected peers that are part of the network but not connected to your
node.

p2p.request(packet: P2PRequestPacket) : request information from the network that will run the peer selection
and finds an appropriate peer for you to request information.

p2p.send(message: P2PMessagePacket) : sends information to 16 connected peers chosen by the peer selection
function.

p2p.broadcast(message: P2PMessagePacket) : broadcast information to all the connected peers.

p2p.requestFromPeer(packet: P2PRequestPacket,peerId: string) : request from a specific peer in the network.

p2p.sendToPeer(message: P2PMessagePacket, peerId: string) : sends information to a specific peer in the
connected peers.

Events

Allows to listen to various events on the network, to observe the network activities more closely and take the appropriate
actions, if necessary.

Available events

EVENT_BAN_PEER

EVENT_CLOSE_INBOUND

EVENT_CLOSE_OUTBOUND

EVENT_CONNECT_ABORT_OUTBOUND

EVENT_CONNECT_OUTBOUND

EVENT_DISCOVERED_PEER

EVENT_FAILED_PEER_INFO_UPDATE

EVENT_FAILED_TO_ADD_INBOUND_PEER

EVENT_FAILED_TO_COLLECT_PEER_DETAILS_ON_CONNECT

EVENT_FAILED_TO_FETCH_PEER_INFO

EVENT_FAILED_TO_FETCH_PEERS

EVENT_FAILED_TO_PUSH_NODE_INFO

EVENT_FAILED_TO_SEND_MESSAGE

EVENT_INBOUND_SOCKET_ERROR

EVENT_MESSAGE_RECEIVED

EVENT_NETWORK_READY

EVENT_NEW_INBOUND_PEER

EVENT_OUTBOUND_SOCKET_ERROR

EVENT_REMOVE_PEER

EVENT_REQUEST_RECEIVED

EVENT_UPDATED_PEER_INFO

Examples

Check the examples folder for a few examples to demonstrate P2P library usage with some use cases.

This particular example will run 3 nodes that will connect to each other and will then say “hi” to each other, they will
then receive a response back from their peers when they receive it.

The find city game example will run 3 nodes that will change their city randomly and also inform the other nodes in
which city they are located, if they find out that they are in the same city then they stop changing their city. The app
will stop when all 3 nodes are in the same city.

Finally, the connect to Lisk networks example shows how to create a lightweight P2P client that can connect to Lisk
networks such as the testnet, mainnet, and the devnet and listen to various events and request data on connection
events.

Prev Next

P2P

npm install --save @liskhq/lisk-p2p

npm update @liskhq/lisk-p2p

const { P2P } = require('@liskhq/lisk-p2p');

const p2p = new P2P({
nodeInfo: {

wsPort: 5001,
networkId: '123xyz',
protocolVersion: '1.1',

},
});

const run = async () => {
await p2p.start();

};

run()
.then(() => console.log('P2P node has started!'))
.catch(err => {

console.log(`Error occurred while running p2p node: ${err}`);
p2p.stop();
process.exit(1);

});

P2P node has started!

RPC

LIP

// When a peer updates its information
p2p.on(EVENT_UPDATED_PEER_INFO, (peerInfo: P2PPeerInfo) => {

// Take any action based peer update event
});
// When a peer sends any information
p2p.on(EVENT_MESSAGE_RECEIVED, (message: P2PMessagePacket) => {

// Take any action based on message received
const { event, data, peerId } = message;

});
// When a peer requests any information
p2p.on(EVENT_REQUEST_RECEIVED, async (request: P2PRequest) => {

// Take any action based on request received and respond with `end(results)` with results or return 
const { procedure, data, peerId, end, error } = request;

});
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Passphrase
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@liskhq/lisk-passphrase is a package which provides tools for generating and validating mnemonic passphrases.

Installation

Upgrade

To perform an upgrade, execute the following command:

Mnemonic

This exposes the bip39 npm package for easily generating and managing BIP39-compliant mnemonic passphrases.
Please refer to their documentation for full usage.

Example

Additional validation methods

In addition to the validation provided by the BIP39 library, a helper function is provided in order to help understand which
errors may have occured with an invalid passphrase.

getPassphraseValidationErrors

This returns an array of validation errors to help with usability.

Syntax

Parameters

passphrase : This is the candidate’s passphrase to validate.

wordlist : The wordlist for the passphrase, (default is English). Word lists are provided by the BIP39 library described
above.

expectedWords : The number of words of the passphrase. 12 is the default value in the case where it is undefined.

Return value

array : An array of errors containing details about why a passphrase is invalid. The array is empty if the passphrase is
valid.

Examples

Prev Next

$ npm install @liskhq/lisk-passphrase

npm update @liskhq/lisk-passphrase

import * as passphrase from '@liskhq/lisk-passphrase';

const { Mnemonic } = passphrase;

const passphrase = Mnemonic.generateMnemonic(); // 'drastic spot aerobic web wave tourist library first scou
const japanesePassphrase = Mnemonic.generateMnemonic(null, null, Mnemonic.wordlists.japanese); // 'こやく　そ
Mnemonic.validateMnemonic(japanesePassphrase, Mnemonic.wordlists.japanese); // true

getPassphraseValidationErrors(passphrase, [wordlist], expectedWords)

import * as passphrase from '@liskhq/lisk-passphrase';

const errors = passphrase.validation.getPassphraseValidationErrors('this passphrase is not    valid', Mnemon
/* [
  {
    actual: 5,
    code: 'INVALID_AMOUNT_OF_WORDS',
    expected: 24,
    message: 'Passphrase contains 5 words instead of expected 24. Please check the passphrase.'
  },
  {
    actual: 7,
    code: 'INVALID_AMOUNT_OF_WHITESPACES',
    expected: 23,
    location: [ 23, 24, 25 ],
    message: 'Passphrase contains 7 whitespaces instead of expected 23. Please check the passphrase.'
  },
  {
    actual: false,
    code: 'INVALID_MNEMONIC',
    expected: true,
    message: 'Passphrase is not a valid mnemonic passphrase. Please check the passphrase.'
  }
]*/
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The @liskhq/lisk-transaction-pool package collects, verifies, and provides transactions to the forger module in order to
produce a block.

Due to dynamic transaction fees and transaction nonces supported by the Lisk protocol, the transaction pool is required to
sort transactions based on a nonce while also maximizing the fee.

The transaction pool has a single list of transactions and a periodic job which sorts and cleans the list as necessary.

Installation

Update

To perform an upgrade, execute the following command:

Constants

Transaction-pool-specific constants include names as shown below:

Usage

Terminology

Invalid transaction

A transaction that cannot be applied .

A transaction that has a nonce value less than the nonce value  stored in the account state.

A transaction that does not satisfy the specific transaction requirements (example: fails the transaction validation
or application logic) .

Processable transaction

A transaction that has a correct nonce .

A transaction that is applicable to the latest blockchain state.

Non-processable transaction
A transaction that is not applicable to the latest blockchain state, whereby the transaction nonce is larger than the
account nonce .

Promote
The status update of a transaction to “processable” after applying it .

Demote
The status update of a transaction to “non-processable” due to the arrival of a new transaction, a new block or any
change in the account state.

Evict
The eviction of transaction(s) from the pool when the list is full .

Discard
The removal of invalid transactions from the pool .

Reorganize
A periodic job that promotes, demotes or evicts transactions .

Specifications

Access to an account state is required, in order to check if a transaction is non-processable or processable .

A transaction pool has a maximum transaction limit  for the whole pool (default: 4096).

Each individual account also has its own maximum transactions limit (default: 64).

A transaction pool can set a minimum entrance fee priority for transactions to be included.

A transaction pool can set the minimum replacement fee difference for previous transaction invalidation and
replacement.

A user can opt to invalidate a previously sent transaction by resending a new transaction with the same nonce and a
higher fee.

Transactions in the pool expire after a set amount of time (default: 3 hours).

Data structures

transactionList
A list of all the valid transactions (both non-processable or processable) which have arrived via the transport module.

transactionAll
A list of all received and pending transactions, for checking the existence of, or returning by interface the transactions
in the pool.

Life cycle of transactions in the pool

1. Unknown ⇒ non-processable .

a. Schema must be valid .

b. Signatures must be valid .

c. Transaction.nonce >= account.nonce .

d. All state changes must be valid.

2. Unknown ⇒ processable.

a. All conditions from 1, except transaction.nonce > account.nonce  .

b. `transaction.nonce === account.nonce `.

3. No other transactions in the pool from the same address , with the same nonce.

4. Non-processable ⇒ processable (Promote).

a. Transaction.nonce == account.nonce || transaction.nonce ==
otherTransactionFromTheSameSender.nonce + 1  .

b. All state changes per transaction are valid.

c. All transactions from the same account which have a correct nonce are all valid when applied together .

5. Processable ⇒ non-processable .

a. New block arrives and causes some transactions to become invalid .

b. A replacement transaction arrives for a processable transaction with the same nonce, and hence it makes
transactions which have a higher nonce unprocessable.

c. Forger reverts a block and adds transactions back to the transaction pool, which makes transactions from the
same account which have a higher nonce unprocessable.

Transaction pool jobs

Reorganize

1. Checks each account for promotable transactions .

2. Promotes all non-processable transactions which can be processable by applying them together with existing
processable transactions .

3. Discards all invalid transactions and all subsequent transactions .

Evict
Evicts all transactions which exceed the expiry time and updates all subsequent transactions from the same account to
be non-processable .

Transaction pool actions

removeTransaction
Removes a transaction from the list. All transactions from the same account with a larger nonce are updated to be non-
processable.

addTransaction
Adds a transaction to the list. If it is a replacement transaction and has a higher fee, it replaces the older one and
subsequent transactions are updated to be non-processable. If the transaction pool is full and an incoming transaction
has a higher fee priority, it should accept the incoming transaction and evict another transaction according to the
following rules:

Remove non-processable transactions with the lowest feePriority.

Remove the lowest feePriority transaction from within the highest nonce transactions for each account .

Apply the transaction using applyFunction and check if it is PROCESSABLE, UNPROCESSABLE or INVALID.

If PROCESSABLE or UNPROCESSABLE then add it to transactionList and feePriorityQueue, if INVALID then a
relevant error is returned.

getProcessableTransactions
Provides a copy of processable transactions with a map of accounts to processable transactions, ordered by the nonce.

getAllTransactions
Provides a copy of all transactions in the pool .

getTransaction
Returns a transaction by ID for provision to another node.

Transaction pool events

On block save: Remove transactions from the pool.

On block delete: Adds transactions back to the pool.

On transaction receive:

Checks if the transaction exists in the pool, then adds it to the pool if the nonce is not lower than the account.

Rejects the transaction if the nonce is lower than the account.

If the transaction is the same nonce:

Rejects the transaction if it has a lower fee.

Replaces the transaction if it has a higher fee.

If the transaction is non-sequential but it has a larger nonce, it remains in the pool for a limited time.

Prev Next

npm install @liskhq/lisk-transaction-pool

npm update @liskhq/lisk-transaction-pool

const transactionPool = require('@liskhq/lisk-transaction-pool')

transactionPool.EVENT_ADDED_TRANSACTIONS; // 'transactionsAdded'
transactionPool.EVENT_REMOVED_TRANSACTIONS; // 'transactionsRemoved'
transactionPool.EVENT_VERIFIED_TRANSACTION_ONCE; // 'transactionVerifiedOnce'

transactionPool.ACTION_ADD_VERIFIED_REMOVED_TRANSACTIONS; // 'addVerifiedRemovedTransactions'
transactionPool.ACTION_REMOVE_CONFIRMED_TRANSACTIONS; // 'removeConfirmedTransactions'
transactionPool.ACTION_ADD_TRANSACTIONS; // 'addTransactions'
transactionPool.ACTION_EXPIRE_TRANSACTIONS; // 'expireTransactions'
transactionPool.ACTION_PROCESS_VERIFIED_TRANSACTIONS; // 'processVerifiedTransactions'
transactionPool.ACTION_VALIDATE_RECEIVED_TRANSACTIONS; // 'validateReceivedTransactions'
transactionPool.ACTION_VERIFY_VALIDATED_TRANSACTIONS; // 'verifyValidatedTransactions'
transactionPool.ACTION_ADD_VERIFIED_TRANSACTIONS; // 'addVerifiedTransactions'
transactionPool.ACTION_ADD_PENDING_TRANSACTIONS; // 'addPendingTransactions'
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Validating transactions
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Calculating the minimum fee for a transaction

computeMinFee

Transaction utility functions are defined in @liskhq/lisk-transactions . The functionalities can be accessed through
package @liskhq/lisk-transactions , @liskhq/lisk-client  or lisk-sdk .

Installation

Upgrade

To perform an upgrade, execute the following command:

Signing transactions

signTransaction

Signs a transaction with a given networkIdentifier and passphrase. This returns a transaction object with a signature.

signMultiSignatureTransaction

Signs a transaction with a given passphrase as a multi signature account. This method can be used for signing
registerMultisignatureGroup by setting the includeSenderSignature to true.

getBytes

Validates the transaction against the asset schema and returns transaction bytes.

getSigningBytes

Validates the transaction against the asset schema and returns transaction bytes for signing.

Changing between formats

convertBeddowsToLSK

This converts amounts in Beddows (the smallest denomination), to the amounts in one .

Syntax

Parameters

amount : string  decimal representation of amount to be converted.

Return value

string : Amount in LSK.

Examples

convertLSKToBeddows

This converts the amounts in LSK to the amounts in Beddows, (the smallest denomination).

Syntax

Parameters

amount : string  decimal representation of amount to be converted.

Return value

string : Amount in Beddows.

Examples

Validating transactions

validateTransaction

Statically validates the transaction object input using the schema.

Calculating the minimum fee for a transaction

computeMinFee

Returns the minimal fee for a transaction.

Prev Next

$ npm install @liskhq/lisk-transactions

npm update @liskhq/lisk-transactions

signTransaction(
  // schema defined in custom asset to be signed
  assetSchema: Schema,
  // transaction object in JavaScript object format
  transactionObject: Record<string, unknown>,
  networkIdentifier: Buffer,
  passphrase: string,
): Record<string, unknown>;

signMultiSignatureTransaction(
  // schema defined in the custom asset to be signed
  assetSchema: Schema,
  // transaction object in JavaScript object format
  transactionObject: Record<string, unknown>,
  networkIdentifier: Buffer,
  passphrase: string,
  // keys which correspond to the sender account of the transaction
  keys: {
    mandatoryKeys: Buffer[],
    optionalKeys: Buffer[],
  },
  // By setting true, signature corresponds to the sender public key will also be included in the signatures
  // This should be used for registerMultisignatureGroup transaction
  includeSenderSignature = false,
): Record<string, unknown>

getBytes (
  // schema defined in custom asset
  assetSchema: Schema,
  // transaction object in JavaScript object format
  transactionObject: Record<string, unknown>,
): Buffer;

getSigningBytes (
  // schema defined in custom asset to be signed
  assetSchema: Schema,
  // transaction object in JavaScript object format
  transactionObject: Record<string, unknown>,
): Buffer;

LSK

convertBeddowsToLSK(amount)

transactions.convertBeddowsToLSK('100000'); // '0.001'

convertLSKToBeddows(amount)

transactions.convertLSKToBeddows('0.001'); // '100000'

validateTransaction(
  // schema defined in custom asset to be signed
  assetSchema: Schema,
  // transaction object in JavaScript object format
  transactionObject: Record<string, unknown>,
): LiskValidationError | Error | undefined;

computeMinFee(
// schema defined in custom asset to be signed
  assetSchema: Schema,
  // transaction object in JavaScript object format
  transactionObject: Record<string, unknown>,
  options?: {
    minFeePerByte: number,
    baseFees: { moduleID: number, assetID: number, baseFee: number}[],
    numberOfSignatures: number,
  }
): bigint
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Tree
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Installation

Update

@liskhq/lisk-tree is a package which contains Merkle tree implementations for use with Lisk-related software.

Installation

Update

To perform an upgrade, execute the following command:

Prev Next

npm install @liskhq/lisk-tree

npm update @liskhq/lisk-tree
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@liskhq/lisk-utils is a library providing various utilities for handling data structures, objects, and jobs.

Installation

Update

To perform an upgrade, execute the following command:

Method reference

bufferArrayContains

Checks, if a Buffer array( arr1 ) contains another Buffer array( arr2 ).

Syntax

Parameters

1. arr1 (Buffer[]): A buffer array.

2. arr2 (Buffer[]): Another buffer array.

Return value

boolean : true  if arr1  contains arr2 , false  otherwise.

bufferArrayContainsSome

Checks, if a Buffer array( arr1 ) contains parts of another Buffer array( arr2 ).

Syntax

Parameters

1. arr1 (Buffer[]): A buffer array.

2. arr2 (Buffer[]): Another buffer array.

Return value

boolean : true  if arr1  contains some parts of arr2 , false  otherwise.

bufferArrayEqual

Checks if two given Buffer arrays are identical.

Syntax

Parameters

1. arr1 (Buffer[]): A buffer array.

2. arr2 (Buffer[]): Another buffer array.

Return value

boolean : true  if arr1  is equal to arr2 , false  otherwise.

bufferArrayIncludes

Checks, if a Buffer array includes a certain value.

Syntax

Parameters

1. arr (Buffer[]): A buffer array.

2. val (Buffer): A buffer value.

Return value

boolean : true  if arr  includes val , false  otherwise.

bufferArrayOrderByLex

Checks if a given buffer array is sorted in lexicographical order.

Syntax

Parameters

1. arr1 (Buffer[]): A buffer array.

Return value

boolean : true  if arr1  is sorted in lexicographical order, false  otherwise.

bufferArraySubtract

Substracts one buffer array from another buffer array.

Syntax

Parameters

1. arr1 (Buffer[]): A buffer array.

2. arr2 (Buffer[]): Another buffer array.

Return value

Buffer[] : A new buffer array, which contains the values of arr1  excluding the values of arr2 , if present in arr1 .

bufferArrayUniqueItems

Checks if all items of a buffer array are unique.

Syntax

Parameters

1. arr1 (Buffer[]): A buffer array.

Return value

boolean : true  if all items in the buffer array are unique, false  otherwise.

mergeDeep

Merges objects into one object.

Removes properties which are null  or undefined  during the merge.

Syntax

Parameters

1. dest (object): The other objects will be merged into this one.

2. obj1 (object): An object.

3. obj2 (object): An object.

Return value

object : The merged object.

Prev Next

npm install @liskhq/lisk-utils

npm update @liskhq/lisk-utils

objects.bufferArrayContains(arr1,arr2)

objects.bufferArrayContainsSome(arr1,arr2)

objects.bufferArrayEqual(arr1,arr2)

objects.bufferArrayIncludes(arr,val)

objects.bufferArrayOrderByLex(arr1)

objects.bufferArraySubtract(arr1,arr2)

objects.bufferArrayUniqueItems(arr1)

objects.mergeDeep(dest, obj1, obj2, ...)
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The @liskhq/lisk-validator package is a wrapper of validation packages. It includes custom validations utilities related to the
Lisk Protocol.

Installation

Update

To perform an upgrade, execute the following command:

Usage

Constants

MAX_SINT32: 2147483647,
MIN_SINT32: -2147483647,
MAX_UINT32: 4294967295,
MAX_UINT64: 18446744073709551615n,
MAX_SINT64: 9223372036854775807n,
MIN_SINT64: -9223372036854775808n

Validation methods

isBoolean

Checks if a given input is of type boolean .

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type boolean, false  otherwise.

isBytes

Checks if a given input is a Buffer.

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type Buffer, false  otherwise.

isCsv

Checks, if a given input is data in CSV format.

Syntax

Parameters

data (string): String to be checked.

Return value

boolean : true  if the provided input is in CSV format, false  otherwise.

isEncryptedPassphrase

Checks if a given input is an encrypted passphrase.

Syntax

Parameters

data (string): String to be checked.

Return value

boolean : true  if the provided data is an encrypted passphrase, false  otherwise.

isHexString

Checks if a given input is a hex string.

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is a hex string, false  otherwise.

isIP

Checks if a given string is an IP.

Syntax

Parameters

data (string): String to be checked.

Return value

boolean : true  if the provided data is an IP, false  otherwise.

isIPV4

Checks if a given string is an IPv4 (Internet Protocol Version 4).

Syntax

Parameters

data (string): String to be checked.

Return value

boolean : true  if the provided data is an IPv4, false  otherwise.

isIPV6

Checks if a given string is an IPv6 (Internet Protocol Version 6).

Syntax

Parameters

data (string): String to be checked.

Return value

boolean : true  if the provided data is an IPv6, false  otherwise.

isNumberString

Checks if a given input is a number string.

Syntax

Parameters

num : Data to be checked.

Return value

boolean : true  if the provided data is a number string, false  otherwise.

isPort

Checks if a given string is a port.

Syntax

Parameters

port (string): String to be checked.

Return value

boolean : true  if the provided data is a port, false  otherwise.

isProtocolString

Checks if a given string is a protocol.

Syntax

Parameters

data (string): String to be checked.

Return value

boolean : true  if the provided data is a protocol string, false  otherwise.

isRangedSemVer

Checks if a given input is a ranged SemVer (Semantic Versioning), version.

Syntax

Parameters

version (string): String to be checked.

Return value

boolean : true  if the provided data is a valid SemVer version string, false  otherwise.

isSInt32

Checks if a given input is of type SInt32 .

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type sint32, false  otherwise.

isSInt64

Checks if a given input is of type SInt64 .

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type sint64, false  otherwise.

isSemVer

Checks if a given input is a SemVer version.

Syntax

Parameters

version (string): String to be checked.

Return value

boolean : true  if the provided data is a SemVer version, false  otherwise.

isString

Checks if a given input is of type string .

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type string , false  otherwise.

isStringEndsWith

Checks if a string ends with a given list of suffixes.

Syntax

Parameters

1. target (string): String to be checked.

2. suffixes (string[]): Suffixes to be checked.

Return value

boolean : true  if the provided string ends with one of the suffixes, false  otherwise.

isUInt32

Checks if a given input is of type UInt32 .

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type uint32, false  otherwise.

isUInt64

Checks if a given input is of type UInt64 .

Syntax

Parameters

data : Data to be checked.

Return value

boolean : true  if the provided data is of type uint64, false  otherwise.

isValidInteger

Checks if a given input is a valid integer.

Syntax

Parameters

num : Data to be checked.

Return value

boolean : true  if the provided data is of type integer, false  otherwise.

isLessThanRangedVersion

isGreaterThanRangedVersion

isVersionMatch

Prev

npm install @liskhq/lisk-validator

npm update @liskhq/lisk-validator

const validator = require('@liskhq/lisk-validator');

console.log(validator.MAX_SINT64) //9223372036854775807n

isBoolean(data)

isBytes(data)

isCsv(data)

isEncryptedPassphrase(data)

isHexString(data)

isIP(data)

isIPV4(data)

isIPV6(data)

isNumberString(num)

isPort(port)

isProtocolString(data)

isRangedSemVer(version)

isSInt32(data)

isSInt64(data)

isSemVer(version)

isString(data)

isStringEndsWith(target,suffixes)

isUInt32(data)

isUInt64(data)

isValidInteger(num)

Lisk SDK / References / Lisk Elements / Backend / Validator Edit this PageLisk SDK 5.2.2 (latest)

© 2023 Lisk Foundation Discord Discourse GitHub

Search K APIs Explorers Products

https://lisk.com/documentation/understand-blockchain/lisk-protocol/index.html
https://lisk.com/documentation/index.html
https://lisk.com/documentation/lisk-sdk/index.html
https://lisk.com/documentation/lisk-sdk/references/lisk-elements/index.html
https://lisk.com/documentation/lisk-sdk/references/lisk-elements/validator.html
https://github.com/LiskHQ/lisk-docs/edit/docs-sdk-v5/modules/ROOT/pages/references/lisk-elements/validator.adoc
https://lisk.chat/
https://dev.lisk.com/
https://github.com/LiskHQ
https://lisk.com/documentation/
https://lisk.com/documentation/

