
ImportantLegalDisclaimer

Quantstamp, Inc. (the "Company” or “Quantstamp") Tokens(the "Tokens" or "QSP
Tokens") previouslyofferedin 2017at theQuantstampTokenPre-SaleandthePublicSale
(collectively, the “Token Sale") arenot intendedto constitutesecuritiesin anyjurisdiction.
Thisdocument(the"White Paper") doesnotconstituteaprospectusorofferdocumentofany
sort and is not intended to constitute an offer of securities or a solicitation for investment in

securitiesin anyjurisdiction.

ThisWhitePaperdoesnotconstituteor formpartof anyopiniononanyadvicetosellorany
solicitationofanyofferbyQuantstamptopurchaseanyQSPTokens, norshallit oranypartof
it, northefactof its presentationformthebasisof, orberelieduponin connectionwith, any
contract or investment decision.

Nopersonisboundto enterintoanycontractor bindinglegalcommitmentin relationto the
saleandpurchaseoftheQSPTokensandnocryptocurrencyorotherformof paymentisto be
acceptedonthebasisofthisWhitepaper.

AnyagreementbetweenQuantstampandyouasapurchaserin relationtoanysaleorpurchase
of QSPTokensis to begoverneda separateQuantstampTokenSaleTermsandConditions
document(the “Terms”). In the eventof anyinconsistenciesbetweenthe Termsandthis
Whitepaper,theformershallprevail.

YouarenoteligibleandyouarenottopurchaseanyQSPTokensintheQuantstampTokenSale
if youareacitizen, resident(fortaxpurposesorotherwise) orgreencardholderoftheUnited
StatesofAmerica,CanadaoracitizenofthePeople'sRepublicofChina.

Noregulatoryauthorityhasexaminedor approvedof anyof theinformationsetoutin this
Whitepaper. Nosuchactionhasbeenorwill betakenunderthelaws, regulatoryrequirements
orrulesofanyjurisdiction. Thepublication, distributionor disseminationof thisWhitepaper

©2017-2019Quantstamp. All rightsreserved. Thiscontentshallnotbeused, copied, modified, redistributedorotherwise
disseminatedexcepttotheextentexpresslypermittedbyQuantstamp



doesnotimplythattheapplicablelaws, regulatoryrequirementsor ruleshavebeencomplied
with .

TherearerisksanduncertaintiesassociatedwithQuantstampanditsbusinessandoperations,
theQSPTokensandtheQuantstampTokenSale.

ThisWhitepaper,anypartthereofandanycopythereofmustnotbetakenortransmittedtoany
countrywheredistributionordisseminationofthisWhitepaperisprohibitedorrestricted.

CLOSED SYSTEM UTILITY

Asof thedateof initialpublicationof thispaper, theTokenshavenoknownpotentialuses
outsideof theQuantstampecosystem, andarenotpermittedto besoldorotherwisetradedon
third-partyexchanges. This paperdoesnot constituteadvicenor a recommendationby
Quantstamp, itsofficers,directors,managers,employees,agents,advisorsorconsultants,orany
otherpersontoanyrecipientofthispaperonthemeritsoftheparticipationin theTokenSale.
QuantstampTokensshouldnotbeacquiredfor speculativeor investmentpurposeswiththe
expectationofmakingaprofitorimmediatere-sale.Nopromisesoffutureperformanceorvalue
areorwill bemadewithrespecttoQuantstampTokens. Accordingly, nopromiseofinherent
value, nopromiseofcontinuingpayments, andnoguaranteethatQuantstampTokenswillhold
anyparticularvalueismade. Unlessprospectiveparticipantsfullyunderstandandacceptthe
natureofQuantstampandthepotentialrisksinherentin QuantstampTokens, theyshouldnot
participatein theTokenSale.

QuantstampTokensaresoldasafunctionalgoodandallproceedsreceivedbyQuantstampmay
bespentfreelybyQuantstampabsentanyconditions, saveassetoutherein.

DISCLAIMER OF LIABILITY

Tothemaximumextentpermittedbytheapplicablelaws, regulationsandrules, Quantstamp
shallnotbeliablefor anyindirect, special, incidental, consequentialorotherlossesofanykind,
in tort, contractorotherwise(includingbutnotlimitedtolossofrevenue,incomeorprofits,and
lossof useor data), arisingoutof or in connectionwith anyacceptanceof or relianceonthis
Whitepaperoranypartthereofbyyou.
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NO REPRESENTATIONS AND WARRANTIES

Quantstampdoesnot makeor purportto make, andherebydisclaims, anyrepresentation,
warrantyor undertakingin anyform whatsoeverto any entityor person, includingany
representation, warrantyor undertakingin relationtothetruth, accuracyandcompletenessof
anyoftheinformationsetoutin thisWhitepaper.

In particular, no representationsor warrantieswhatsoeverare madewith respectto
QuantstamportheTokens:

(a) merchantability,suitabilityorfitnessforanyparticularpurpose;

(b) thatthecontentsofthisdocumentareaccurateandfreefromanyerror(s);

(c) thatsuchcontentsdonotinfringeanythirdpartyrights. Quantstampshallhavenoliability
for damagesof anykindarisingoutoftheuse, referenceto, or relianceonthecontentsofthis
document,evenif advisedofthepossibilityofsuchdamages;

ThisWhitepaperreferencesthirdpartydataandindustrypublications. Quantstampbelieves
thatthesereferencesareaccurate; however, Quantstampdoesnotprovideanyassurancesasto
theaccuracyor completenessofthisdata.Wehavenotindependentlyverifiedthedatasourced
fromthirdpartysourcesinthispaper,orascertainedtheunderlyingassumptionsrelieduponby
such sources.

REPRESENTATIONS AND WARRANTIES BY YOU

Byaccessingand/or acceptingpossessionofanyinformationin thisWhitepaperorsuchpart
thereof,yourepresentandwarranttoQuantstampasfollows:

(a)youacknowledgethattheQSPTokensdonotconstitutesecuritiesin anyform

inanyjurisdiction;
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(b) youacknowledgethatthisWhitePaperdoesnotconstituteaprospectusorofferdocumentof
any sortand is not intendedto constitutean offerof securitiesin anyjurisdictionor a
solicitationfor investmentin securitiesandyouarenotboundto enterintoanycontractor
bindinglegalcommitmentandnocryptocurrencyorotherformofpaymentistobeacceptedon
thebasisof this Whitepaper;

(c) youacknowledgethatnoregulatoryauthorityhasexaminedorapprovedoftheinformation
setout in this Whitepaper, no actionhasbeenor will betakenunderthelaws, regulatory
requirementsorrulesofanyjurisdictionandthepublication, distributionordisseminationof
thisWhitepapertoyoudoesnotimplythattheapplicablelaws, regulatoryrequirementsorrules
havebeencompliedwith;

(d) youagreeandacknowledgethatthisWhitepaper, theundertakingand/orthecompletionof
the QuantstampTokenSale, or futuretradingof the QSPTokenson anycryptocurrency
exchange, shallnotbeconstrued, interpretedordeemedbyyouasanindicationofthemeritsof
Quantstamp,theQSPTokensandtheQuantstampTokenSale;

(e) thedistributionordisseminationofthisWhitepaper,anypartthereoforanycopythereof,or
acceptanceofthesamebyyou,isnotprohibitedorrestrictedbytheapplicablelaws,regulations
orrulesinyourjurisdiction, andwhereanyrestrictionsinrelationtopossessionareapplicable,
youhaveobservedandcompliedwith all suchrestrictionsatyourownexpenseandwithout
liabilityto Quantstamp;

(f) youagreeandacknowledgethatintheeventthatyouwishtopurchaseanyQSPTokens,the
QSPTokensarenottobeconstrued, interpreted,classifiedortreatedas:

(i) anykindofcurrencyotherthancryptocurrency;

(ii) debentures, stocksorsharesissuedbyanypersonorentity;

(iii) rights,optionsorderivativesin respectofsuchdebentures, stocksorshares;

(iv) rightsunderacontractfordifferencesorunderanyothercontractthepurposeorpretended
purposeofwhichistosecureaprofitoravoidaloss;
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(v) unitsin acollectiveinvestmentscheme;

(vi) unitsin abusinesstrust;

(vii) derivativesofunitsin abusinesstrust; or

(viii) anyothersecurityorclassofsecurities.

(g) youarefullyawareofandunderstandthatyouarenoteligibletopurchaseanyQSPTokensif
you area citizen, resident(tax or otherwise) or greencardholderof theUnitedStatesof
America,CanadaoracitizenorresidentofthePeople'sRepublicofChina;

(h) youhaveabasicdegreeof understandingof theoperation, functionality, usage, storage,
transmission mechanisms and other material characteristics ofof cryptocurrencies,

blockchain-basedsoftwaresystems, cryptocurrencywalletsor otherrelatedtokenstorage
mechanisms,blockchaintechnologyandsmartcontracttechnology;

(i) youarefullyawareandunderstandthatin thecasewhereyouwishto purchaseanyQSP
Tokens, therearerisksassociatedwithQuantstampandits businessandoperationsandthe
Tokens;

(j) youagreeandacknowledgethatQuantstampisnotliableforanyindirect,special, incidental,
consequentialor otherlossesof anykind, in tort, contractor otherwise(includingbut not
limitedto lossof revenue, incomeor profits, andlossof useor data), arisingoutof or in
connectionwithanyacceptanceofor relianceonthisWhitepaperor anypartthereofbyyou;
and

(k) all of the aboverepresentationsandwarrantiesaretrue, complete, accurateandnon
misleadingfromthetimeofyouraccesstoand/oracceptanceofpossessionofthisWhitepaper
orsuchpartthereof.

CAUTIONARY NOTE ON FORWARD -LOOKING STATEMENTS

All statementscontainedin thisWhitepaper, statementsmadeinpressreleasesorin anyplace
accessibleby thepublicandoralstatementsthatmaybemadebyQuantstamp'srespective
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directors, executiveofficers, employeesorotherrepresentativesactingonbehalfofQuantstamp
that arenot statementsof historicalfact, constitute“forward-lookingstatements". Someof
thesestatementscan be identifiedby forward-lookingtermssuchas “aim”, “target”,
"anticipate", "believe", "could", "estimate", "expect", "if", "intend", "may", "plan", "possible",
"probable", "project", "should", "would", "will" orothersimilarterms.However,thesetermsare
nottheexclusivemeansof identifyingforward-lookingstatements. All statementsregarding
Quantstamp'sfinancialposition, businessstrategies, plansand prospectsandthe future
prospectsof the industrywhichQuantstampis in are forward-lookingstatements. These
forward-lookingstatements, includingbutnotlimitedtostatementsastoQuantstamp'srevenue
andprofitability, prospects, futureplans, otherexpectedindustrytrendsandothermatters
discussedin thisWhitepaperregardingQuantstamparemattersthatarenothistoricalfacts,but
onlypredictions.

Theseforward-lookingstatementsinvolveknownandunknownrisks, uncertaintiesandother
factorsthatmaycausetheactualfutureresults,performanceorachievementsofQuantstampto
be materiallydifferentfrom any future results, performanceor achievementsexpected,
expressedor impliedby suchforward-lookingstatements. Thesefactorsinclude, amongst
others :

(a) changesinpolitical, social,economicandstockorcryptocurrencymarketconditions, andthe
regulatoryenvironmentin thecountriesinwhichQuantstampconductsitsrespectivebusinesses
andoperations;

(b) theriskthatQuantstampmaybeunabletoexecuteorimplementitsbusinessstrategiesand
futureplans;

(c) changesin interestratesandexchangeratesoffiatcurrenciesandcryptocurrencies;

(d) changesin theanticipatedgrowthstrategiesandexpectedinternalgrowthofQuantstamp;

(e) changesintheavailabilityandfeespayabletoQuantstampinconnection

withitsrespectivebusinessesandoperations;

(f) changesintheavailabilityandsalariesofemployeeswhoarerequiredbyQuantstampto
operatetheirrespectivebusinessesandoperations;

(g) changesin competitiveconditionsunderwhichQuantstampoperates,and

theabilityofQuantstamptocompeteundersuchconditions;

(h) changesinthefuturecapitalneedsofQuantstampandtheavailabilityof
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financingandcapitaltofundsuchneeds;

(i) waror actsof internationalor domesticterrorism;

(j) occurrencesofcatastrophicevents, naturaldisastersandactsofGodthataffectthe

businessand/oroperationsofQuantstamp;

(k) otherfactorsbeyondthecontrolofQuantstamp;and

(1) anyriskor uncertaintiesassociatedwithQuantstampandits businessesandoperationsand
the QSPTokens.

All forward-lookingstatementsmadeby or attributableto Quantstampor personsactingon
behalfofQuantstampareexpresslyqualifiedin theirentiretybythefactorslistedabove.Given
the risks and uncertaintiesthat may causethe actualfuture results, performanceor
achievementsofQuantstamptobemateriallydifferentfromthatexpected,expressedorimplied
bytheforward-lookingstatementsin thisWhitepaper, unduereliancemustnotbeplacedon
thesestatements. Theseforward-lookingstatementsareapplicableonlyasof thedateof this
Whitepaper.

NeitherQuantstamp, noranyotherpersonrepresents, warrantsand/or undertakesthatthe
actualfutureresults, performanceorachievementsofQuantstampwill beasdiscussedin those
forward-lookingstatements. Theactualresults, performanceor achievementsofQuantstamp
maydiffermateriallyfromthoseanticipatedintheseforward- lookingstatements.

NothingcontainedinthisWhitepaperisormayberelieduponasapromise,representationor
undertakingastothefutureperformanceorpoliciesofQuantstamp.

Further, Quantstampdisclaimsanyresponsibilityto updateanyof thoseforward-looking
statementsor publiclyannounceanyrevisionsto thoseforward-lookingstatementsto reflect
futuredevelopments, eventsor circumstances, evenif newinformationbecomesavailableor
other events occur in the future .

MARKET AND INDUSTRY INFORMATION AND NO CONSENT OF OTHER

PERSONS
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This Whitepaperincludesmarketand industryinformationand forecaststhat havebeen
obtainedfrominternalsurveys, reportsandstudies, whereappropriate, aswell asmarket
research, publiclyavailableinformationandindustrypublications. Suchsurveys, reports,
studies,marketresearch,publiclyavailableinformationandpublicationsgenerallystatethatthe
informationthattheycontainhasbeenobtainedfromsourcesbelievedtobereliable, butthere
canbenoassuranceastotheaccuracyorcompletenessofsuchincludedinformation.

SaveforQuantstampanditsdirectors,executiveofficersandemployees,nopersonhasprovided
his or her consentto the inclusionof his or her nameand/or otherinformationattributedor
perceivedto beattributedto suchpersonin connectiontherewithin thisWhitepaperandno
representation, warrantyor undertakingisor purportedto beprovidedasto theaccuracyor
completenessof suchinformationby suchpersonandsuchpersonsshallnotbeobligedto
provideanyupdatesonthesame.

WhileQuantstamphastakenreasonableactionsto ensurethat the informationis extracted
accuratelyandin itspropercontext,Quantstamphasnotconductedanyindependentreviewof
the informationextractedfromthirdpartysources, verifiedtheaccuracyor completenessof
suchinformationor ascertainedthe underlyingeconomicassumptionsreliedupontherein.
Consequently, neitherQuantstampnoritsrespectivedirectors,executiveofficersandemployees
actingontheirbehalfmakeanyrepresentationorwarrantyastotheaccuracyorcompleteness
ofsuchinformationandshallnotbeobligedtoprovideanyupdatesonthesame.

TERMS USED

TofacilitateabetterunderstandingoftheQSPTokensbeingofferedforpurchaseQuantstamp,
andthebusinessandoperationsof Quantstamp, certaintechnicaltermsandabbreviations, as
well as, in certaininstances, their descriptions, havebeenusedin this Whitepaper. These
descriptionsandassignedmeaningsshouldnotbetreatedasbeingdefinitiveoftheirmeanings
andmaynotcorrespondtostandardindustrymeaningsorusage.

Wordsimportingthesingularshall, whereapplicable, includethepluralandviceversaand
wordsimportingthemasculinegendershall,whereapplicable, includethefeminineandneuter
gendersandviceversa.Referencestopersonsshallincludecorporations.
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NO ADVICE

Noinformationin thisWhitepapershouldbeconsideredtobebusiness, legal, financialortax
adviceregardingQuantstamp, theQSPTokensandtheQuantstampTokenSale.Youshould
consultyourownlegal,financial,taxor otherprofessionaladviserregardingQuantstampandits

businessandoperationsandtheQSPTokens.Youshouldbeawarethatyouarebearingthe
financialriskofanypurchaseofQSPTokensforanindefiniteperiodoftime.

NO FURTHER INFORMATION OR UPDATE

Nopersonhasbeenor isauthorisedto giveanyinformationor representationnotcontainedin
thisWhitepaperin connectionwithQuantstampandtheirrespectivebusinessesandoperations,
theQSPTokensand, if given, suchinformationor representationmustnotberelieduponas
havingbeenauthorisedbyoronbehalfofQuantstamp.TheQuantstampTokenSaleshallnot,
underanycircumstances, constitutea continuingrepresentationor createanysuggestionor
implicationthat therehasbeenno change, or developmentreasonablylikelyto involvea
materialchangein theaffairs, conditionsandprospectsofQuantstampor in anystatementof
factorinformationcontainedinthisWhitepapersincethedatehereof.

RESTRICTIONS ON DISTRIBUTION AND DISSEMINATION

Thedistributionor disseminationofthisWhitepaperoranypartthereofmaybeprohibitedor
restrictedbythelaws, regulatoryrequirementsandrulesofanyjurisdiction. In thecasewhere
anyrestrictionapplies,youareto informyourselfabout, andtoobserve, anyrestrictionswhich
areapplicableto yourpossessionofthisWhitepaperor suchpartthereofatyourownexpense
andwithoutliabilitytoQuantstamp.

Personsto whoma copyof this Whitepaperhasbeendistributedor disseminated, provided
accessto orwhootherwisehavetheWhitepaperin theirpossessionshallnotcirculateit toany
otherpersons, reproduceorotherwisedistributethisWhitepaperoranyinformationcontained
hereinforanypurposewhatsoevernorpermitorcausethesametooccur.

RISKS AND UNCERTAINTIES
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Prospectivepurchasersof QSPTokensshouldcarefullyconsiderandevaluateall risksand
uncertaintiesassociatedwith Quantstamp, the QSPTokens, the QuantstampTokenSale, all
informationsetoutinthisWhitepaperandtheTermspriortoanypurchaseofQSPTokens. If
anyofsuchrisksanduncertaintiesdevelopsintoactualevents,thebusiness,financialcondition,
resultsofoperationsandprospectsofQuantstampcouldbemateriallyandadverselyaffected. In
suchcases,youmayloseallorpartofthevalueoftheQSPTokens.

IF YOU ARE IN ANY DOUBT AS TO THE ACTION YOU SHOULD TAKE , YOU

SHOULD CONSULT YOUR LEGAL , FINANCIAL , TAX OR OTHER PROFESSIONAL

ADVISOR(S) .
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Founders

Quantstamp: Theprotocolfor
securingsmart contracts

Quantstampis the first smartcontractsecurity-auditing
protocol. WeareextendingEthereumwithtechnologydesigned
to ensurethesecurityof smartcontracts. Ourteamis madeofup
of softwaretestingexpertswhocollectivelyhaveover500Google
Scholar citations .

Richard Ma, Cornell ECE
AlgorithmicPortfolioManager

StevenStewart, MCS, BA
PhD- candidate, U. Waterloo
Softwareverification,Databaseimplementation

Founding Advisors

Dr.VijayGanesh,AssistantProfessor, U.Waterloo
(Ex-Stanford,MIT)

Dr.DerekRayside,P. Eng.,AssociateProfessor,U.
Waterloo(Ex-MIT)

Founding Team Members

Dr. Vajih Montaghami, PhD
Formal methods

EdZulkoski, PhD.

SAT/SMTsolvers

LeonardoPassos, PhD
CompilersandProgrammingLanguages

EvanCheng,DirectorofEngineeringatFacebook
ACMSoftwareSystemAwardfor LLVM
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The Problem

Blockchainnetworksaresecurebut smartcontractsarenot. In June2016, ahackerstole$55M
in EthereumcoinsfromtheDAOdueto a bugin its smartcontract¹. In July2017, another
hackerstoleover$30Min Etherfrom cryptocompaniesdueto a onewordbugin thesmart
contractcodein theParitymulti-sigwallet². Securityissuesliketheseareaseriousimpediment
towideradoptionoftheEthereumnetworkbecausetheyerodetrustinsmartcontracts.

Currenteffortsto validatesmartcontractsareinadequate. Engagingsecurityconsulting
companiesrequirehumanexpertsto auditsmartcontracts. Thisprocessis expensiveand
error-prone. Also, relyingonasinglecompanyrequirestrustingthatnobadactorsexistin the
company. A distributedsystemrelyingonconsensusamongmanydifferentactorsis farmore
secure .

Securityauditprocessesthatrelyonhumanexpertscannotkeepupwiththeexplodinggrowth
rateof smartcontractadoption. BetweenJune2017andOctober2017, the numberof smart
contractsgrewfrom500K³to 2M4. Withinayear, weexpecttheretobe10Msmartcontracts.
Thiswillcreateanexponentialincreaseinthedemandforauditing.Therearen'tenoughsecurity
expertsin theworldtoauditall smartcontractstoday,andthisshortagewill beevenmoreacute
in the future .

Thepotentialcostsof smartcontractfailureswill alsogrow. Asof October2017, about$3.2B
(11METH) waslockedin smartcontracts. Thenumberof dollarslockedin smartcontractswill
growexponentiallyasEthereumnetworkandsmartcontractadoptiongrows.Thepotentialcost
ofsmartcontractvulnerabilitieswill growcommensurately.

QuantstampProtocol
TheQuantstampprotocolsolvesthesmartcontractsecurityproblembycreatingascalableand
cost-effectivesystemtoauditallsmartcontractsontheEthereumnetwork.Overtime,weexpect
everyEthereumsmartcontractto usetheQuantstampprotocolto performa securityaudit
becausesecurityisessential.

Theprotocolconsistsoftwoparts:

An automatedand upgradeablesoftwareverificationsystemthat checksSolidity
programs. The conflict-driven distributedSAT solverrequiresa large amountof

1https://www.wired.com/2016/06/50-million-hack-just-showed-dao-human/
2 https://www.coindesk.com/30-million-ether-reported-stolen-parity-wallet-breach/
3 https://web.archive.org/web/20170602184510/https://etherscan.io/accounts/c
4https://etherscan.io/accounts/c
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computingpower,butwillbeabletocatchincreasinglysophisticatedattacksovertime.

Anautomatedbountypayoutsystemthatrewardshumanparticipantsforfindingerrors
in smartcontracts.Thepurposeofthissystemistobridgethegapwhilemovingtowards
thegoaloffull automation.

DISCLAIMER: Thisisnotanofferfor purchaseor investment. Cryptographictokens, smartcontractprogramming
languages, suchasSolidity, andassociatedplatforms, suchasEthereumandotherblockchaintechnologies,
distributedledgers, and/ordecentralizedservicesandapplications, areemergenttechnologiesandcarrywiththem
highlevelsoftechnicalrisks, flaws, anduncertainty. Youraccessand/oruseofthisinformation, includingbutnot
limitedtoanyassociatedservices,products,protocols,platforms, content, andmaterials, will beatyoursolerisk.
Thiscontentmayincludedescriptionsor forward-lookingstatementsconcerningconceptsundercontinuing
developmentin testingenvironments, alongwithfeatures, functionality, schedules, or designarchitecturesunder
continuingdevelopment, butall of theforegoingmaynotbecompleteandaresubjectto continuingupdate,
modification, cancellation, delay, externaldependencies, evolvingregulatoryframeworks, and/orfactorsbeyond
ourcontrolandyouarecautionednottoplaceunduerelianceonthisinformation. Youshouldconductyourown
duediligenceandconsultyourownadvisors. FORAVOIDANCEOFDOUBT, THISCONTENT, INCLUDING
ANY ASSOCIATED SERVICES OR MATERIALS, SHALL NOT BE CONSIDERED OR RELIED UPON AS ANY

FORM OF FINANCIAL, INVESTMENT, TAX, LEGAL, REGULATORY, OROTHERADVICE.

TheQuantstampprotocolreliesonadistributednetworkofparticipantstomitigatetheeffects
ofbadactors,providetherequiredcomputingpowerandprovidegovernance.Eachparticipant
usesQuantstampProtocol(QSP) tokensto pay for, receive, or improveuponverification
services.Belowarethedifferenttypesofparticipants.

Contributors receiveQSPtokensasaninvoicefor contributingsoftwareforverifying
Solidityprograms. All contributedcodewill beopensourcesothatthecommunitycan
haveconfidencein itsefficacy. MostContributorswillbesecurityexperts.Contributions
arevotedin viathegovernancemechanism.

Validators receiveQSPtokensfor runningthe Quantstampvalidationnode, a
specializednodein theEthereumnetwork.Verifiersonlyneedtocontributecomputing
resourcesanddonotneedsecurityexpertise.

BugFinders receiveQSPtokensasabountyfor submittingbugswhichbreaksmart
contracts .

ContractCreatorspayQSPtokenstogettheirsmartcontractverified.Asthenumber
of smartcontractsgrowsexponentially, weexpectdemandfromContractCreatorsto
growcommensurately.

Contract Userswill haveaccesstoresultsofthesmartcontractsecurityaudits.
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Voters: Thegovernancesystemis acorefeatureoftheprotocol.Thevalidationsmart
contractis designedto be modularandupgradeablebasedon tokenholdervoting
(time-lockedmulti-sig). Thisgovernancemechanismreducesthechanceofupgrade
forksanddecentralizesinfluenceofthefoundingteamovertime.
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TechnologyRoadmap

2017

June

July

August

September

October

November

December

2018

January

February

March

April

May

June

July

August

September

October

QuantstampfoundedbyRichardandSteven

SolidityStaticAnalyzerprototypebuiltdaysafterParityWallethack

Releasedfirstversionofwhitepaper

HiredEd,Krishna,Vajih, Leo

CompletedRequestNetworksemi-automatedaudit
Built automatedtruffle testgenerator
Complete2ndsemi-automatedauditwithanothercompany

Complete3rdsemi-automatedauditwithanothercompany
QSPtokenlaunch
BeginuniversitypartnershipswiththeUniversityofWaterloo

BuildtheQuantstampvalidation/paymentsmartcontractonEthereum
Completethe4thsemi-automatedaudit

BuildtheQuantstampvalidationnode(anaugmentedEthereumnode)

Addanalysissoftwarev1tothevalidationnodethatreturnstheproof-of-audit
hashandraw output
Completethe5thsemi-automatedauditusinganalysissoftwarev1

Begintestingphaseandimprovementofcrypto-economicincentives
Implementtokenholdergovernancesystemfortheupgradeableprotocol

Deploytotestnetworkaftertestingandvalidatingsystem
Beginacademicreviewofthesystem

HoldfirstQuantstamphackathon

Beginworkonsmartcontractinsurancewithpartners

Holdtokenholdervotefor mainnetaftermonthsoftesting/ incentive
adjustment

Release mainnet v1

BeginworkondistributedSATconsensuswith BFTfor Mainnetv2

AddsmartcontractinsurancealphaproductonMainnetsmartcontracts
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Motivation

Our teamhas devotedtheir careersto helpingdevelopersproducemorereliablecode,
representingyearsof combinedresearchand experiencein the disciplineof software
verification.Theopportunitytoapplytheseexpertisetowardsthenextgenerationofthedigital
revolutionisextremelyexcitingforeveryoneinvolved.Thereisaclearandurgentneedformore
secure code .

Vulnerabilitiesin smartcontractsthreatenthe adoptionof blockchaintechnologyand
cryptocurrencies. Currentlya lot ofworkisbeingdoneto scaleEthereum, howeverwethink
securityis equallyimportant. Withoutsecurityof smartcontracts, it'shardfor peopleto trust
themwithanythingotherthanriskcapital. Ourvisionforthefutureisthatsmartcontractswill
bemainstreamapplicationsusedby peopleto maketheireverydayliveseasier. Wewill help
bringaboutthisvisionforsmartcontractsby extendingEthereumwithtechnologydesignedto
ensurethesecurityofsmartcontracts.

Webelievethatautomatedsecurityauditswillhelpdeveloperstodeploycodethatthepubliccan
trustwithouthavingto writeformalspecificationsthatcontainmorelinesof codethanthe
programitself. Ouraimis to automatechecksandpropertyverificationasmuchaspossible.
Eachof theseobjectivesshouldcontributeto a healthierblockchainecosystem. Thissolution
addressesainfrastructural-levelproblem.

Ourstrategyis to createafoundationalprotocolthatcouldbeeventuallyincorporateddirectly
into the Ethereumplatformandto createa safeenvironmentneededfor thefirst Ethereum
killer app.

Theremainderof thisdocumentdetailswhya securityprotocolisanecessarytechnological
advancement,andprovidesahigh-levelarchitectureoftheplatform.

SmartContractImprovements

Howweimprovesmartcontractinfrastructure
Theprotocolallowsautomatedsecuritychecksonthesmartcontractcode, anddoessoin a
trustless5manner.Ourapproachoffersthefollowingtwocoreadvantages.

5Weusetheword"trustless" toindicatethattheprocessistransparentandit isnotnecessarytotrusta
third-party, anddetersbadactorsfromcompromisingtheaudit.
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1. The protocol allows end-users to directly submit programsfor verification,
without the possibility of abadactormanipulating the results of anaudit

Imagineabadactoratasecurityauditingcompanythatallowsamulti-milliondollarbugtoslip
through, andthentakesadvantageofthelivedeployedcontract. Theconsensusrequiredbythe
Quantstampprotocolmitigatestheeffectsofbadactorsbasedontheeconomicallydominant
strategy- it wouldbetoocostlyto tryto manipulatetheresults.Verifiedsmartcontractsare
producedwiththeproof-of-audithash,whichincludestheversionofthesecuritylibraryusedby
theverifierandaplain-textreportisreleasedbasedonconsensus.In thefuture,weplantooffer
smartcontractinsuranceinpartnershipwith3rdpartiestofurthermitigaterisksofusingsmart
contracts .

2. We incentivize miners by making the verification and certification of smart
contractspart of the validation nodesoftwareon Ethereum

In ablockchainarchitecture, “miners" areparticipatingentitiesthattrytoaddtransactionsto
thechain. In theQuantstampprotocol, minersarecalledverifiers. A verifierneedsto runthe
validationnodesoftwarewhichwatchesfor updateson the Quantstampvalidationsmart
contract. Thefeefor performingtheservicemakesverifiershonest. A verifierthatcertifiesa
contractproducesaproof-of-audithashandinturn, theverifierisawardedatokenfee.In casea
verifierfindsaviolationofsecuritygoalsbyacontract, s/heproducesacounterexamplethatisa
witnessto the violationandthe escrowsmartcontractpaysa bountyfeeto theverifier.
Developersareresponsibleto addressvulnerabilitieswhentheyarefound, butnow, theycan
address it before real stakes are involved .

Howweimprovethedeveloper'sprocess
Well-intentionedsoftwaredevelopersneedhelptoproducebettercode.AspointedoutbyLuuet
al. , thereis a semanticgaprootedin a misunderstandingof howcodeexecutesin the
blockchain; consequently, thereisapressingneedforbettertoolsthatcanassistthedeveloper
in capturingvulnerabilitiesprior to deployment. Thecurrentway developerstestcode
manuallyviaopensourcecodereviewsandunittests(if theyarediligent) - isnotsufficientto
meettheneedsofblockchaintechnology,whichideallyoffersperfectsecurity.Alloftheabove
methodsareverymanualmethodsthat allowfor humanerror. Thereis a needfor aneasy
processof verifyingsmartcontractswhileminimizingthechanceof seriousvulnerabilities
slippingthroughthecracks. TheQuantstampprotocolprovidesthiseasyinterfacewhilealso
helpingtoprotectdeveloperreputationsbyprovingontheblockchainthattheyhaveperformed
thisauditing.

6 Luuetal.describethissemanticgapintheirpaper"MakingSmartContractsSmarter." Theyproposeto
enhancetheoperationalsemanticsofEthereumandofferasymbolicexecutiontoolcalledOyenteto find
bugsinsmartcontracts.Wepragmaticallybelievethatveryfewdevelopers, inpractice,willeverutilize
suchtools,justasveryfewdointheordinarypracticeofsoftwareengineering.
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Quantstamp,by example

Supposeadeveloperplansto deployasmartcontractwrittenin SolidityonEthereum.Thereis
substantialriskwhenwritingcodethataccessesamonetarysystem, andthedevelopermustbe
careful to ensurethat no funds arelost dueto vulnerabilities.

DISCLAIMER: Thisisnotanofferforpurchaseorinvestment. Cryptographictokens,smartcontractprogramming
languages, suchasSolidity, andassociatedplatforms, suchasEthereumandotherblockchaintechnologies,
distributedledgers, and/ordecentralizedservicesandapplications, areemergenttechnologiesandcarrywiththem
highlevelsoftechnicalrisks, flaws, anduncertainty. Youraccessand/oruseofthisinformation, includingbutnot
limitedtoanyassociatedservices,products,protocols,platforms, content, andmaterials, will beatyoursolerisk.
Thiscontentmayincludedescriptionsor forward-lookingstatementsconcerningconceptsundercontinuing
developmentin testingenvironments, alongwithfeatures, functionality, schedules, or designarchitecturesunder
continuingdevelopment, but all of theforegoingmaynotbecompleteandaresubjectto continuingupdate,
modification, cancellation, delay, externaldependencies, evolvingregulatoryframeworks, and/orfactorsbeyond
ourcontrolandyouarecautionednottoplaceunduerelianceonthisinformation. Youshouldconductyourown
duediligenceandconsultyourownadvisors. FORAVOIDANCEOFDOUBT, THISCONTENT, INCLUDING
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